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Let’'s talk about the 4 bugs.
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Unintended
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Expectation

GET /cgi-bin/auth.cgi?sids=
HTTP/1.1
Host: 127.0.0.1:1234

/apil/* 127.0.0.1:1234/cgi-bin/
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Bug 3:
CRLF Injection
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GET /cgi-bin/helper.cgi?f=backup&sid= HTTP/1.1
Host: 127.0.0.1:1234

127.0.0.1:1234/cgi-bin/

HTTP/1.1 302 Found —===Internal HTTP
Location: /cgi-bin/login.cgi?sid= A L server

Connection: close

helper.cgi




GET /cgi-bin/helper.cgi?f=backup&sid= HTTP/1.1
Host: 127.0.0.1:1234

127.0.0.1:1234/cgi-bin/

HTTP/1.1 302 Found —===Internal HTTP
Location: /cgi-bin/login.cgi?sid= A L server

Connection: close

helper.cgi
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GET /apil/ HTTP/1.1

Host: internet ip

Cookie: sid=a
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OK, you are
admin.

/apil/* 127.0.0.1:1234/cgi-bin/

>:—< Internal HTTP
GET /cgl bin/auth.cgi?sid=a # e server

Component — ) |
o — | J autn.cgl

<result>

<user>admin</user>
</result>
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/apil/*
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a
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@app.route( /fakeapi')
def config():

command = "safecmd -u '{}' commit".format(current user.username)

Proc

subprocess.Popen(command, shell=True, stdout=subprocess.PIPE)
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Turning Harmless Bugs
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Step 1 : From auth.cgi to helper.cqi




Step 2 : Inject parameter for helper.cqi




Step 3 : Inject CRLF to fake response
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Fix path




Step 4 : Inject malicious command




Fix Content-Length
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Known Exploited Vulnerabilities
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REPORT SUBSCRIBE CONTACT SITE MAP

cisa.gov/uscert
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SECURITY AGENCY

KNOWN EXPLOITED VULNERABILITIES CATALOG

Download CSV version

Download JSON version

Download JSON schema

Subscribe to the Known Exploited Vulnerabilities Catalog Update Bulletin

Back to previous page for background on known exploited vulnerabilities
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Name Description
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contains an
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