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e Reconnaissance

e |Initial Access

e Persistence

Tactics

* Privilege Escalation

e Lateral Movement V/

e Exfiltration
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ZPEEx R FHAVBIAIE Techniques (FE451)
 Phase 1 e Phase 4
 T1071 Application Layer Protocol 11018 Remote System Discovery
 T1110 Brute Force  T1021 Remote Services
11133 External Remote Services 171046 Network Service Discovery
o T1190 Exploit Public-Facing Application  T1047 Windows Management
e Phase 2 Instrumentation
e T1027 Obtuscated Files or Information * 11078 Valid Accounts
 Phase 5

 T1071 Application Layer Protocol
e T1027 Obfuscated Files or Information
e Phase 3

e T1030 Data Transter Size Limits
e 171041 Exfiltration Over C2 Channel

 T1003 OS Credential Dumping
 T1110 Password Spraying
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Reconnaissance

* Active Scanning * Search Open Websites/Domains
« NMAP ~ MASSCAN * GitHub ~ GitLab ~» Docker Hub -~
SimilarWeb

e Gather Victim Host Information

o IREEREEEUC | (3 e Search Victim-Owned Websites
 HTML/ JavaScript Comments

e Gather Victim Network Information
e DNS, Files Scan
* Search Open Technical Databases

* Censys, Shodan, ZoomkEye...
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e GitHub
e HackMD

e Google Drive

e Notion

AER R EE
EAMRIAEE

DEV/CORE .



» FAEREIEFAA]
» BIEAZESIT ~ KR
.+ 1BE

* 90 REX—RK

« BINAASE

- ERRHE N R EE
EAGRTHE

DEV/CORE .



=5l: S3

° /E /Eli AWS E EE’ i) 55

o RIS IZ R
e 18 WebShell

AER R EE
EAMRIAEE

DEV/CORE .



Initial Access

DEV/CORE £,



Initial Access

* Exploit Public-Facing Application * Supply Chain Compromise

« OWASPTOP 10 ~ ARIBRFS  RIEREDER ~ sRBARTFEIZIE 0-day
* External Remote Services * Trusted Relationship

* VPN~ VDI~ 1E[E ~ BRI + FHREFTIRAGE
* Phishing I S/NCTED RS /NST

» EZRCEL -~ A » BA(RIEZE

» AHEAE IR BREARR e Valid Accounts

* FRER ~ AL ARSI
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e SQL Injection
 Command Injection

e Default Password

« AJDASEIAAE AD
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o B8 / WAF / Reverse Proxy 5% E &5 52

GET /security

= ClientIP: 1.1.1.1

It's not a local IP, Login

—~ failed.

Client 403, Access denied. Web
ClhentlIP:1.1.1.1

Internal Network

*\  ClientIP: 192.168.1.10

_ el <2 7 \WAF RiiET
ol respomseserer AT FHURIEZA4E IP

Reverse/lransparent Proxy WAF
WAN IP: 2.2.2.2
LAN IP: 192.168.1.10
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GET http://192.168.x.x HTTP/1.1
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Persistence

* Account Manipulation

e Device Registration (5255

* Boot or Logon Initialization Scripts
* .bashrc key log
 Browser Extensions
e Chrome ZMiERZ0S
 Create Account

« EILIRSS

* Create or Modity System Process

5)

* Event Triggered Execution
» BHEZIEME script
* Modity Authentication Process

e Scheduled Task/Job

» Server Software Component
* Web Shell

e Valid Accounts
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o In#E ASPNET
VIEWSTATE &5t EEeeanes e

POST / HTTP/1.1 HTTP/1.1l 200 OK A
Host: localhost:10480 Cache-Control: private

m L 3 Content-Type: 344 Content-Type: text/html; charset=utf-8
gz # R / Content-Length: 13253 Server: Microsoft-IIS/10.0
\ ﬂ 1 Connection: close X-AspNet-Version: 4.0.30319
== H =1

l ‘ \\ X-SourceFiles:

Target: http://localhost:10490 l!/ | 2 |

268463445
Content-Disposition: form-data; name="cmd"

X-Powered-By: ASP.NET
whoami && tasklist Date: &=
2€684€3445 Connection: close
Content-Disposition: form-data; name="_ EVENTTARGET" Content-Length: 25851

268463445
Content-Disposition: form-data; name="_ EVENTARGUMENT" PID 0O00O0O0OO oooo #

System Idle Process Services

I WebShell / Tunnel
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System

Secure System
Registry
SmMSS . exe
CSIrss.exe
wininit.exe
CSrss.exe
services.exe
winlogon. exe
Lsalso.exe
lsass.exe
svchost . exe
svchost . exe
WUDFHost . exe
fontdrvhost . exe
fontdrvhost.exe
svchost . exe
svrhost . exe

Services
Services
Services
Services
Services
Services
Console

Services
Console

Services
Services
Services
Services
Services
Services
Console

Services
Services
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cat >> /root/.bashrc <<EOF
if [[ -z "\$LOGGED" ]]; then
export LOGGED=true
script -a -f -q -I /tmp/in.log -0 /tmp/out. log
Tl
EOF
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Privilege Escalation

e OS Credential Dumping o ;Fﬁilazl;XElE*E

e Valid Accounts o L
o fRFFIEtE

e Account Manipulation

e Scheduled Task/Job o %-QEETXEIE*E
e Command and Scripting Interpreter O 45 43
* AmietE

e Permission Groups Discovery
* File and Directory Permissions Modification
e Domain Policy Modification

e Steal or Forge Kerberos Tickets
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2Z{5: NFS 124

e IREZIVINE NFS | -
H 1215 uid 5% 4 root

E| [/iscSite ] mem s —al
Hy EI:IE;I; $E_b NFS /j drwxrwxrwt 3 root wheel 512
File Handle drwxr-xr-x 7 root wheel 32768
—rwxr=xr-x 1 www whee l 8354
-rw—r—r— 1 heel 131
‘ T{%ﬁﬁ NFS T}?;Jff:_ EI::I_\_I drxxr—xr—x 2 M4 xheel 512
—rw—r—r— 1 m e . f
File Handle (S8 ERBMY o 1
0Lt setuid

H# chmod / chown {E[EA%H
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L ateral Movement

* Remote Services o %E%}E%%ﬁ
e Network Service Discovery
| e HA
* \Windows Management Instrumentation
e \alid Accounts e [PMI(IP KVM)

e File and Directory Discovery

e VMware vCenter

e Password Policy Discovery * VDI
e Exploitation of Remote Services * Et%*&*%% / EE—?—E*}%

e Server Software ComponentCode

e Supply Chain Compromise

» Password Spraying
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Exfiltration

e Obfuscated Files or e NTDS ZiEX E=E R E
Information . SEERBIESH LSS
+ Data Transfer Size Limits . BB TR s

e Exfiltration Over C2 Channel e CDN

e Data from Information . .
 Domain Fronting

Repositories

| * Proxychains
e Archive Collected Data

DEV/CORE .



|

Z¥|: Domain Fronting

)

* AIRIZIRHIE S

A ER RS HE
EATMRAEE

DEV/CORE .



|

Z: Domain Fronting

o {ZEA HTTP Host Al
A] |F R iEAR

AER R EE
EATMRIAE

DEV/CORE .



=18l: CloudFront

° |P iﬂi/i 17?
o AH CloudFront CDN 1& pi I 4R

DEV/CORE .



|

Zl: Proxychains

AEESRER

EATMRAE
O | | O | | O I

10.25.x.x 192.168.x.X 10.16.x.x

DEV/CORE .



DEV/CORE .



FEfEEx =S R AYIR B A IR RS

e Reconnaissance
« 21 ~ HEFHENINGE
e |nitial Access

. (LFERSERELERTETETE O Day

* Persistence / Privilege Escalation

* 55 ~ EANRIE

MRS ) Ak =a

e | ateral Movement
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