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Virtual Machine Escape
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FPulse Secure SSL VPN (& others!)
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Master of Pwn Eligible for Add

Targe! FIe Points on Prize

Oracle VirtualBox

VMware Workstation

VMware ESX; $150.000

Microsoft Hyper-V Client $250,000




VMware Workstation Attack Surface
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* IDB X\

* Symbol » FHRE=

* Coding style

* A% input fEERE

» BXF -~ HFRER ~ RFC FIZ22

* Open source project {5
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Evaluating Attack Surface
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VMware daemons

« dhcpa
e Natd
e authd
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CVE-2020-3947

March 13th, 2020

\VMware Workstation vmnetdhcp Use-After-Free Privilege Escalation Vulnerability
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VMware vmnetdhcp

* Handle DHCP packets from guests
* Broadcastto UDP port 67
* Enabled for NAT mode
* Based on open source project: isc-projects/dhcp v2

* Written in C language
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DHCP Protocol

S DHCP Server 1 | DHCP Client S DHCP Server 2
1
DHCPDiscover
DHCPOffer
DHCPOfter

DHCPRequest (Server 2)

DHCPACck

DHCPRelease
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DHCP lease

Offset|Size #pragma pack(push, 4)
struct lease
{
0000|0008 struct lease *next;
0008|0068 struct lease *prev;
00100008 struct lease *n_uid;
0018|0068 struct lease *n_hw;
0020|0008 struct lease *waitqg_next;
00280014, struct iaddr ip_addr;
003Ceeed4 int pad;
00400008, _ int64 starts;
00480008, _ 1nt64 ends;
0050|0008, _ int64 timestamp;
0058|0008 char *uid;
0060|0004/ 1int uid_len;
0064|0004/ 1int uid_max;
0068/0028| char uid_buf[32];
00880008, char *hostname;
00900008 char *client_hostname;
0098|0068 struct host_decl *host;
00A0 0068 struct subnet *subnet;
00A8 0008  struct shared _network *shared_network;
00BB|ee12| struct hardware hardware_addr;
oocC4eee4 int flags;
00C8|0068| struct lease state *state;
00D0| };
#pragma pack(pop)
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release lease

memcpy(&tmp_lease, lease, sizeof(tmp_lease));

1f ( tmp_lease.ends > g_start_time )
{

tmp_lease.ends = g_start_time;

supersede_lease(lease, &tmp_lease, 1);




release lease
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release lease

TMP LEASE (COPY)
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release lease

'ﬂWPLEASE(UPDATED)
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release lease

TMP LEASE (UPDATED)
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supersede_lease

TMP LEASE (UPDATED) TARGET LEASE
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supersede_lease

TMP LEASE (UPDATED) TARGET LEASE (UPDATED)
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supersede_lease

TARGET LEASE (UPDATED)

INSERT

LEASE
LIST
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supersede_lease

TARGET LEASE (UPDATED)
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Vulnerability
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DHCP lease

0O3(|0004 int pad;

0040|0008 _ 1nte4 starts;
VO48|0003 _int64 ends;
0050|0008 int64 timestamp;
O538|0003 char *uid;
0060|0004 | int uid len;
0064|0004/ | int uid max;

0068(00208| | char uid buf[32

0088|6668 char *hostname;

0090|0008, char *client hostname;

00980008 struct host decl *host;

00A0|6668| struct subnet *subnet;

00A8 0008  struct shared network *shared network;
00B00e12] struct hardware hardware addr;

DEV/CORE £,



UID String

16 €&=—> 32 bytes €«——> 48
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Dynamic

Allocate Heap Memory

AAAAAAAAAAAAAA...AAAA
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Lease Copy

TARGET LEASE

TMP LEASE

Heap Memory

AAAAAAAAAAAAAA...AAAA
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release lease

memcpy(&tmp_lease, lease, sizeof(tmp_lease));

1f ( tmp_lease.ends > g_start_time )
{

tmp_lease.ends = g_start_time;

supersede_lease(lease, &tmp_lease, 1);




Clear Old UID

1f(l->uid !'= l->uid_buf)
{
free(l->uid);

5
l->uid = 0;

1f(lt->uid)
l->uid = lt->u1d;
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Free Old uid pointer

TARGET LEASE

TMP LEASE

AN
Free(1—>uid);‘\) Heap Memory
AAAAAAAAAAAAAA. .. AAAA
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Clear Old uid structure

TARGET LEASE

TMP LEASE

Heap Memory (freed)
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Update target uia

TARGET LEASE

TMP LEASE

Heap Memory (freed)
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Dangling
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Shallow Copy & Deep Copy

Shallow Copy

Original Copied
Object Object

Referenced
Object
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Deep Copy
Original Copied
Object Object

Referenced| |Referenced
Object Object




Trigger Vulnerability
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A new version of VMware Fusion is available!

VMware Fusion 12.0.0 is now available (you have 11.5.3).

VMWARE

VMware Fusion 12 Pro ] Player &1t FUSION'

55T MRFTAR Fusion Player 'RO q ?
. METRBHN AR Z
%#¥ macOS 11 Big Sur

- EHAEFH
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vinmware
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e CVE-2020-3992 Use-after-free
* Python backdoor (2022)
 CVE-2021-21974 Heap overtlow
* Ransomware ESXiArgs (2023)

CVE-2020-3992 & CVE-2021-21974:
PRE-AUTH REMOTE CODE EXECUTION
IN VMWARE ESXI

March 02, 2021 | Lucas Leong
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VMware slpa

e Service Location Protocol

» Service discovery protocol for local area network

* Host TCP / UDP port 427/
* Moditfied from OpenSLP v1.0.1 (2001)

e Full Protection
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Parsing SLP Message

* ParseSrvReg -> ParseUrlEntry -> ParseAuthBlock

AuthBlock
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ParseAuthBlock

0 4 8

spistr

authstruct

AuthBlock
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Parsing spistr

authblock->spistrlen AsUINT16(buffer->curpos + 8);

buffer->curpos + 10;

authblock->spistr

1fCauthblock->spistrlen > buffer->end - buffer->curpos + 10)

d Check spistr is in SLPBuffer
return SLP_ERROR_PARSE_ERROR;
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Parsing SLP Message

* ParseSrvReg -> ParseUrlEntry -> ParseAuthBlock

AuthBlock

| — — —
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Vulnerability in SLPAuthVerityDAAdvert

authblock length spistr length
signaturelen = autharray[i].length - (Cautharray[i].spistrlen +
10); Bug if spistrlen +10 > authblock length

1f(SLPCryptoDSAVerify(key, digest, sizeof(digest),
autharray|[I].authstruct,

signaturelen))

break;
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How to trigger

» SLP v2 security feature

#1fdef ENABLE_SLPvZ_SECURITY
errorcode = SLPAuthVerifyDAAdvert(G_SlpdSpiHandle, 0,

&(message->body.daadvert));
#endif
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Conclusion

MR BEERIER - # patch ~ fake bug B2 F BHIE
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Thank you for listening!

To be continued ...




