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=22 : Nuki smartlock (NCC Group)

JTAG Exposed via Test Points|

(CVE-2022-32503)

!

————

Vendor: Nuki (https://nuki.io)Systems and Versions affected:
- Nuki Keypad (<1.9.2)
- Nuki Fob (<1.8.1)

Authors:
- Daniel Romero: daniel.romero@nccgroup.com
- Pablo Lorenzo: pablo.lorenzo@nccgroup.com

- Guillermo Del Valle Gil: guillermo.delvallegil@nccgroup.com

CVE Identifier: CVE-2022-32503
Risk: 7.6 (CVSS:3.0/AV:P/AC.L/PR:N/UI:N/S:C/C:H/I:H/A:H)
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UART

rwnx_send_set_ps_mod
Wakeup source 1is 0x81

>>> TIM STATUS: Ox00000010
>>> TIM : FAST

Waking up MCU ...
CMD: AT+NWMQMSG

{"status":4,"Record":{"date":"220908202555+0800" ,"type":9}}(Tx: Len=59,Topic=locks/D98A462B/up,Msg_ID=44)
<< Mqtt Pub EnQ : SUCCESS >>

...CMD parser status 0
CMD: AT+SETDPMSLPEXT
...CMD parser status 0
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UART

rwnx_send_set_ps_mod
Wakeup source 1is 0x81

>>> TIM STATUS: Ox00000010
>>> TIM : FAST

Waking up MCU ...
CMD: AT+NWMQMSG

{"status":4,"Record":{"date":"220908202555+0800" ,"type":9}}(Tx: Len=59,Topic=locks/D98A462B/up,Msg_ID=44)
<< Mqtt Pub EnQ : SUCCESS >>

...CMD parser status 0
CMD: AT+SETDPMSLPEXT
...CMD parser status 0
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* catlog

11:40:26.291 7230 7247 W System : A resource failed to call close.
11:40:30.145 7230 7289 D OpenGLRenderer: endAllActiveAnimators on 0x70d68b9de610 (RippleDrawable) with handle 0Ox7Qd5

-
-="
-
-

11:40:35.146 7230 7298 W Firestore: (22.1.1) [OnlineStateTracker]: Could not reach Cloud Firestore backend:--Backend d1dn t respond within 10 seconds

-

11:40:35.146 7230 7298 W Firestore: e

11:40:35.146 7230 7298 W Firestore: This typically indicates that your device does not-Have a healthy Internet connection at the moment. The cllenf w

successfully connect to the backend. e
11:40:35.149 7230 7230 E DoorSelectViewController: fiifRF9EHdbE pbvmmonin

-

-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
-
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didn't respond within 10 seconds

DEV/CORE .
03



MITM

DEV/CORE .



Firestore

DEV/CORE .

69



Firestore

DEV/CORE .

60



Firestore

“Cottection |
=) =) =)

DEV/CORE .
o/



Firestore

[Collection J
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[Collection j [ Collection J [ Collection ]
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Security Rules

Database Server Client
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Security Rules

service cloud.firestore {
match /databases/{database}/documents {

// Make sure the uid of the requesting user matches name of the user

// document. The wildcard expression {userId} makes the userId variable

// available 1in rules.

match /users/{userId} {
allow read, update, delete: if request.auth !'= null && request.auth.uid == userlId,;
allow create: if request.auth !'= null;

}
}
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Security Rules

service cloud.firestore {
match /databases/{database}/documents {

// Make sure the uid of the requesting user matches name of the user

// document. The wildcard expression juserId} makes the userId variable

// avallable 1in rules.

match /users/{userId} {
allow read, update, delete: if request.auth '= null && request.auth.uid == userld;
allow create: if request.auth !'= null;

}
}

o ZAFFREAI match BF > REEFH—{X allow i =ZEE
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K locks/{lock_idVIlockWifi/info » & PF9EEH 2B 4% (mode)
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* getLockFromFireStore

K locks/{lock_id}/user/{user_id} »
53K lock/{lock_idYuserWifi/{user id} » f=&E B[ {ZEVASEIEX (time1,time2,time3)
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[Update {action: 2}]

( create j

{
collection: "locks/{lockId}/lockWifi/info",
P lockId: "D98A462B"

¥
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