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你做什麼⼯作的
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犯法喔
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⽩貓駭客？那啥



物聯網
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物聯網
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很久很久以前，NiNi 吃飯配電視
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噢不！只有現場的會眾記得這張圖是什麼！
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⽂獻探討 aka 逛逛 GitHub

9



10

案例參考：電⼦保險箱（H4ckd4ddy）
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很久很久以前，NiNi 吃飯配電視
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噢不！只有現場的會眾記得這張圖是什麼！



Easy peasy lemon squeezy
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11kg~17kg



⽤電⼦商城買⼯具
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⽤電⼦商城買⼯具
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當我欣喜若狂的進⾏第⼀次入室竊盜（在腦袋裡）



試しの⾨
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我⼜去⽂獻探討 aka 逛逛 twitter
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案例參考：Nuki smart lock（NCC Group）



21
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案例參考：Nuki smart lock（NCC Group）
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案例參考：Nuki smart lock（NCC Group）



智慧⾨鎖攻擊⾯分析

• 機械＋計算機＋網路


• 攻擊⾯：


• 傳統的⾨鎖：機械結構上的攻擊⾯


• ⽤⼯具開鎖、貓眼開鎖...


• 電⼦鎖：引入感測器模組、電⼦零件上的攻擊⾯


• 特斯拉線圈、暴⼒破解、...


• 智慧電⼦鎖：引入網路攻擊⾯


• 惡意更新、使⽤者隱私、未加密連線...
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智慧⾨鎖市場調查
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智慧⾨鎖市場調查
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智慧⾨鎖市場調查
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智慧⾨鎖遇到的問題

• 敷型塗層
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智慧⾨鎖遇到的問題

• shield
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智慧⾨鎖市場調查
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智慧⾨鎖市場調查
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脫殼（物理）
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主要控制⾯板

• DA16200MOD-AAC4WA32

36



JLink v8 
  藍板
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輔助⼯具



輔助⼯具
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SWD
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SWD
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SWD



44

SWD



JLink v8 
  藍板
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SWD
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SWD
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SWD

確實是舊的產品


應該只是介面被關掉而已



UART
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UART
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Programmer…?
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Programmer…?
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Programmer…?
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UART



APP 介⾯
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權限潛在問題
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權限潛在問題
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Firebase
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Firebase



MITM
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SSL Pinning
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Android Studio
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• Frida Hook

MITM
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• catlog
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MITM
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MITM
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Firestore
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Firestore

Collection

Doc Doc Doc

Collection Collection Collection
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Firestore

Collection

Doc Doc Doc

Collection Collection Collection
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Security Rules

Database Server Client
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Security Rules

service cloud.firestore {

    match /databases/{database}/documents {

      // Make sure the uid of the requesting user matches name of the user

      // document. The wildcard expression {userId} makes the userId variable

      // available in rules.

      match /users/{userId} {

        allow read, update, delete: if request.auth != null && request.auth.uid == userId;

        allow create: if request.auth != null;

      }

    }

}
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Security Rules

service cloud.firestore {

    match /databases/{database}/documents {

      // Make sure the uid of the requesting user matches name of the user

      // document. The wildcard expression {userId} makes the userId variable

      // available in rules.

      match /users/{userId} {

        allow read, update, delete: if request.auth != null && request.auth.uid == userId;

        allow create: if request.auth != null;

      }

    }

}

  


• 多條規則 match 時，只要有⼀條 allow 就會通過


• Security Rule 不是 filter，取回的內容必然全部合法，否則為 null
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Firestore

read
write

getlist createupdatedelete
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Firestore

read

getlist

/user/{uid}/user
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Firestore
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Firestore
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Firestore
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Firestore

create

User1
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Firestore

create

create

User1
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Firestore

create

create

User2
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Firestore



問題在哪裡，絕對難不倒你

• getLockStateFromFireStore


1. 請求 locks/{lock_id}/lockWifi/info，檢查⾨鎖有沒有上線 (mode)


2. 使⽤ getLockFromFireStore 檢查權限


3. 沒上線或沒權限回傳 False，有上線且有權限回傳 True 

• getLockFromFireStore


1. 請求 locks/{lock_id}/user/{user_id}，檢查有存取權限 (accessInterval, accessLevel)


2. 請求 lock/{lock_id}/userWifi/{user_id}，檢查可存取時間段 (time1,time2,time3)


3. 回傳是否有權限
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問題在哪裡，絕對難不倒你
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Firestore
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Firestore



開⾨事件

90

Update {action: 2}

User1



開⾨事件
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Update {action: 2}

User1

create

{

  collection: "locks/{lockId}/lockWifi/info",

  lockId: "D98A462B"

}




揭露
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Easy peasy lemon squeezy
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之後進⾏了⼀次完美的入室竊盜（在腦袋裡）



⼈⼼最終還是要回到故鄉來的，這個三百⼆⼗⾥淡⽔河的盡頭漁⼈碼頭，或許正是你的極限也說不定
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Takeaway

• 嘗試⾃⼰枚舉攻擊⾯


• 跟著攻擊⾯⼀起成長，充實⼯具箱


• 透過⼤量練習、閱讀培養 Slow hunch


• 多留點時間做各種嘗試，享受研究的過程
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Q&A

戴夫寇爾股份有限公司
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