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ruct group info *groups alloc(int gldsetsize) |

struct group info *group info;

int nblocks;

int 1;

nblocks = (gidsetsize + NGROUPS PER BLOCK - 1) / NGROUPS PER BLOCK:;
/* Make sure we always allocate at least one indirect block pointer =/

nblocks = nblocks ? : 1;
grou- info = kmalloc(sizeof (*group info) 4+ nblocks*sizeof(gid ¢t * GFP USER):;

| ACCESS DENIED

if (gidsetsize <= NGROUPS SMALL)
group info->blocks[0] = group info->small block;

gre
gr

else {
for (1 = 0; 1 < nblocks; 1++) {
id © *b;
DE\ GOREld *) get free page (GFP USER):
if (!'Db)

goto out undo partial alloc;
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Windows ZEt&[&E

Subsystem Process
(CSRSS)

System Process Service Process User Process

Kernel

Executive Somce

Hardware Abstraction Layer (HAL)
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. IBET M

« Service
. Potato %4l

« Windows Kernel

[IJ README &2 GPL-3.0 license

Juicy Potato (abusing the golden privileges)

A sugared version of RottenPotatoNG, with a bit of juice, i.e. another Local Privilege Escalation tool, from a Windows
Service Accounts to NT AUTHORITY\SYSTEM
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Windows ZR{&[B

User

Kernel
Space

Hardware Abstraction Layer (HAL)
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« Windows Kernel
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.« Pwn20wn P X 5F Windows Kernel Y,

Local Escalation of Privilege Category
An attempt in this category must be launched from within the target under test from a non-admin and non-root account. In this category, the entryjmust leverage a kernel vulnerabilityfto escalate privileges.

largets:
Target Master of Pwn Points
Ubuntu Desktop
Microsoft Windows 11

Apple macOS




DE\/CORE

I Windows Kernel
~  Elevation of Privilege l



&

Find Vulnerability in Windows Kernel

DE\/CORE



Windows Kernel EoP DE\V/CORE

Find Vulnerability in Windows Kernel

. Ntoskrnl.exe

. Device driver

) Handles * DLLs '® Threads
Company Name Path

Name " Description

pci.sys NT Plug and Play PCI Enumerator Microsoft Corporation C:\WINDOWS\System32\drivers\pci.sys

partmgr.sys Partition driver Microsoft Corporation CAWINDOWS\System32\drivers\partmgr.sys

pacer.sys QoS Packet Scheduler Microsoft Corporation C:\WINDOWS\System32\drivers\pacer.sys

pOrdr.sys Plan 9 redirector Microsoft Corporation CAWINDOWS\System32\drivers\p9rdr.sys

nwifi.sys NativeWiFi Miniport Driver Microsoft Corporation C:A\WINDOWS\system32\DRIVERS\nwifi.sys
Microsoft Corporation CAWINDOWS\System32\Drivers\Null.SYS

Null. SYS NULL Driver
Microsoft Corporation CAWINDOWS\System32\drivers\ntosext.sys

ntosext.sys NTOS extension host driver

Ntfs.sys NT File System Driver Microsoft Corporation CAWINDOWS\System32\Drivers\Ntfs.sys

NSIproxy.sys NSI Proxy Microsoft Corporation CA\WINDOWS\system32\drivers\nsiproxy.sys

npsvctrig.sys Named pipe service triggers Microsoft Corporation C:\WINDOWS\System32\drivers\npsvctrig.sys
Microsoft Corporation CAWINDOWS\System32\Drivers\Npfs.SYS

Npfs.SYS NPFS Driver
NETIO.SYS Network I/O Subsystem Microsoft Corporation C:\WINDOWS\system32\drivers\NETIO.SYS
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Find Vulnerability in Windows Kernel

~A T -

- S5 =73 driver
- AMD
- NVIDIA
. Dell

Del {Z#F1E 1 2FRIBERNFZT S B P2 imile

Z T ZEESentinelOneiZ&EDellBRENFZ T DBULII ( dbutil_2_3.sys ) 2B ZEWindowsEEWZ IR - Dell#
EENRNFIIEEAERE - tZFEAMIEETHESEIEMNNES - NEZ OV ERRITER

W/ ME | 2071-05-05 3%=

https://www.ithome.com.tw/news/144199
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Find Vulnerability in Windows Kernel

User 7538 DeviceloControl/NtFsControlFile = API E3 kernel G &}

DeviceloControl Kernel

/O manager

[

Device Drivers
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Find Vulnerability in Windows Kernel

User 7538 DeviceloControl/NtFsControlFile = API E3 kernel G &}

DeviceloControl Kernel

/O manager

[

Device Drivers
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Use Windows API to leak kernel address

. Use NtQuerySystemlnformation with SystemModulelnformation can get

ntoskrnl address.

__kernel entry NTSTATUS NtQuerySystemInformation(
[1n] SYSTEM INFORMATION CLASS SystemInformationClass,
in, out] PVOID SystemInformation,

[
[1n] ULONG systemInformationLength,
[out, optional] PULONG ReturnLength

) 5
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KASLR Leak Restriction

/7

. Windows NtQuerySystemInformation %8 leak kernel pointer >

y 4 [ ]

A TE)R A SeDebugPrivilege 1B MER (24H2)

YA Yarden Shafir

AN

varder Srialliil

One example: if the caller should not receive kernel addresses, calling
NtQuerySystemInformation with SystemModulelnformation will not leak

] 5% HA
Modules =_ProcessModules—>Modules;
for ( 1 = (_KLDR _DATA TABLE ENTRY *)PslLoadedModulelist;
i != (_KLDR _DATA TABLE ENTRY *)&PslLoadedModulelist;
i = (_KLDR_DATA TABLE ENTRY *)i->InLoadOrderlLinks.Flink )
{

length = neededLength + sizeof( RTL_PROCESS MODULE INFORMATION);
if ( neededLength + sizeof( RTL_PROCESS MODULE INFORMATION) < neededlLength )
return STATUS UNSUCCESSFUL;
neededLength += sizeof( RTL_PROCESS MODULE_INFORMATION);
if ( ModuleInformationLength >= length )
{
imageBase = 0i64;
if ( !IsRestrictedByFeatureFlag )
imageBase = i->Dl1Base;
Modules->ImageBase = imageBase;
Modules->ImageSize = i->SizeOfImage;
Modules->Flags = i->Flags;
Modules->LoadCount = i->LoadCount;
Modules->LoadOrderIndex = numberOfModules;
Modules->InitOrderIndex = 0;
pathName.Buffer = (char *)Modules->FullPathName;
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Use Vulnerability to create arbitrary memory write primitive
- MBIHAERHREMEITEELIEES A

. Overwrite kernel object

FUIE:

. loRiIng
.  Windows Notification Framework

. Previous mode
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Modity or create a high privilege Token

. BT Zcd =81 Process Token

. BREBSEIRR Privilege 8k

Group SID: nfa

Privilege

SeCreatePermanentPrivilege
SeCreateSymbolicLinkPrivilege

SeCreateTokenPrivilege
SeDebugPrivilege

117

454
=

A% System Token

Flags

Default Enabled
Default Enabled
Disabled
Default Enabled

SeDelegateSessionUserlmpersonatePrivilege Default Enabled

SelmpersonatePrivilege

SelncreaseBasePriontyPrivilege

SelncreaseQuotaPrivilege

Default Enabled
Default Enabled
Disabled

Permissions

DE\/CORE
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Windows Kernel EoP

Create Process with Token

. A

] DuplicateToken Z Duplicate S

Duplicate Token

Token with SeDebugPrivilege

Winlogon.exe

DE\/CORE

S Process Ay Token

@,
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Create Process with Token

. A CreateProcessWithTokenW EliZ 5#EEY Process

2

Winlogon.exe

Createpro\svvlth-rommvv

Token with SeDebugPrivilege
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Create Process with Token

. AJH CreateProcessWithTokenW EliZ 5 #EPERY Process

Microso ft Windows [Version 16.6.22621.2715]
(c) Microso ft Corporation. All rights reserved.

C:\Windows\System32>whoami
nt authority\system

C:\Windows\System32>ll
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Windows ZEt&[E

User

Kernel
Space

Hardware Abstraction Layer (HAL)
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Name
CVE-2024-21346 Win32k Elevation of Privilege Vulnerability
Win32k Elevation of Privilege Vulnerability
Win32k Elevation of Privilege Vulnerability
CVE-2023-41772 Win32k Elevation of Privilege Vulnerability
CVE-2023-36776 Win32k Elevation of Privilege Vulnerability
CVE-2023-367453 Win32k Elevation of Privilege Vulnerability
Win32k Elevation of Privilege Vulnerability
CVE-2023-36731 Win32k Elevation of Privilege Vulnerability
CVE-2023-36011 Win32k Elevation of Privilege Vulnerability
Win32k Elevation of Privilege Vulnerability

Win32k Elevation of Privilege Vulnerability

Win32k Elevation of Privilege Vulnerability

Windows Win32k Elevation of Privilege Vulnerability



Pick up a target

Y

0 2% A%

/I\/f\ﬁ

PRIZE §

$5,000

DEVCORE

TARGETING

Lexmark MC3224 in the Printer
category
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Windows ZEt&[E

User

Kernel
Space
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« Win32k
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« Win32k
. HERBAEAE  BEZEAVIEBIEERS @ E/FEZ
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« Win32k
. BERAEAME  BEZIEADVEEIRENKT - 2R1EZ
. BLLEHZES Pwn20wn K57 - OJBEE 2R A
. Z1EEr{ Rust B

ﬂ’_ David Weston (DWIZZZLE) &

My presentation slides for "Windows 11: security by-default” from
DBlueHatlL covering:

Rust in win32k, Adminless Windows, Token Binding, Sandboxing win32,
and more!
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 Device Driver

° 7|( g-l:,\ Eg /\\E.]:?X%
. j(ﬁﬂ %Btjiutx l\\l_f_i;DJ
- Afd.sys
o Ntfs.sys Security Intelligence News Series Topics XFoce Podcast Q)
Patch Tuesday -> exploit
+ cldflt.sys Wednesday: Pwning windows
ancillary function driver for
+ Clfs.sys WinSock (afd.sys) in 24 hours
° . https://securityintelligence.com/x-force/patch-tuesday-exploit-wednesday-pwning-windows-

ancillary-function-driver-winsock/
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. O] DITER{E A/ Patch Tuesday & & WM& Cb 2R &EX

LOG IN SIGN UP

SUBSCRIBE

INITIATIVE

THE FEBRUARY 2024 SECURITY UPDATE
REVIEW

February 12, 2024 | Dustin Childs

< BACK TO THE BLOG It's the second patch Tuesday of the year, and Adobe and Microsoft have released a fresh
crop of security updates just in time to be our Valentine. Take a break from your other
activities and join us as we review the details of their latest advisories. For those interested
in the Microsoft 0-day discovered by the ZDI Threat Hunting Team, you can watch this

e special edition of the Patch Report:
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File System Driver

e Local

« Ntfs

- Fastfat

- Remote (Server ~ Client)
« RDP
- SMB



2 Windows PowerShell S + v X

PS C:\Users\angelboy> type \\server\test\test.txt

DE\/CORE
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File System Driver

Kernel Space

/0 manager

Local FSD

Multiple UNC Provider

Server FSD

Redirector FSD

Protocol driver « - Protocol driver
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File System Driver

Kernel Space

Multiple UNC Provider

Redirector FSD
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CC
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/
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ey
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. BREE, D access —1E UNC 105 - DFS server =18 domain ## -

5

; AN
- B

122t & access E1EIE - o] AR A Load balance

K«

9N

Mamespace Namespace Folder Targets
Server

Namespace \WLDN-SWR-01\Tools
Root 5 London

Folder

WNYC-SVR-01\Tools
New York

Folders with

Targets N | WNYC-SYR-02\Training
: ' New York
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. Communication
DFSServer

.
‘0’ '

\vl

\\DFSServer\Myshare\test
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. Communication

DFSServer
Bl
qd
10! )
<V, REQ_GET_DFS _REFERRAL

\\DFSServer\Myshare\test
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. Communication

DFSServer
Bl
qd
L4 -
RESP GET DFS REFERRAL

\vl

\\DFSServer\Myshare\test

\\FileServer\volume\

FileServer
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. Communication
DFSServer

.
‘0’ '

\vl

\\FileServer\volume\

FileServer
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.+ Component

» dfs.sys

N7 ple O —f—

. Server Im - E'® SR = 1FE Windows Server

. dfsc.sys

. Client IF - —f%BEY Windows Ef8Izis R &= A
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BETRE
. CVE-2016-7185

Found by James Forshaw

DES Client Driver Arbitrary Drive Mapping EoP
. The DFS Client driver and running by default insecurely creates and

deletes drive letter symbolic links in the current user context leading to
EOP
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Create Drive Letter

. net use RS ERE T HE

C:\Users\angelboy=net use z: \\127.8.0.1\c$
The command completed successfully.

'

Network locations

cd (WN127.0.0.7) (£)

(. .
st 103 GE free of 126 GB
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Create Drive Letter

. DfscFsctriCreateDriveletter
« FSCTL - Ox601EO
« FILE ANY ACCESS

. BH1#EH \\Device\\DfsClient & FSCTL MBI R input B o] DUE BBFZINEE




Distributed File System

Create Drive Letter

. Create Drive Letter Request (Input Buffer)

struct createdrive_req

{

char w[2];
unsigned short
int dword4;

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

i b1 v b n wn

S

nort
nort
nort
nort
nort
nort

nort

flag;

drivelLetter len;

dfs path_len;

username_len;

domain_len;
PackedCreadentialsString len;
AuthIdentity len;
extra ea len;

wchar_t data[ex10];

DE\/CORE
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Create Drive Letter

. Create Drive Letter Request (Input Buffer)

Drive Dfs User Domain Packed Auth
Letter Name Cred Identity
Path Len Len
Len Len Len Len
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Create Drive Letter

. Create Drive Letter Request (Input Buffer)

Drive Dfs User Domain Packed Auth
Letter Name Cred Identity
Path Len Len
Len Len Len Len
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Create Drive Letter

Lz A |

. & dfsc driver Y42l Create Drive Letter Request & - €5
Symbolic Link & 217847
. TRIBIR LUID/Driver Letter/dfs path 2R&3% Symbolic Link & 22 :&E 7%
remote HYESAS

. Z <->\Device\Mup\DfsClient\;c:Logonld\FileServer\xxx

it
pii
n
S
(@]
(D
~—t
i
DFI[!
?IT'LTJ]
<!
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Create Drive Letter

. DfscCreateTreeConnectName
. BETEEL CreateFile 2REIR Server Z 17 E4R
. |PC$




Distributed File System

Create Drive Letter

FSCTL to \Device\DfsClient

dfsc.sys

~

_/

DE\/CORE
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Create Drive Letter

dfsc.sys

Create Symbolic Link to Target Path
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Create Drive Letter

e ™\
_ Y CreateFile over SMB
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Create Drive Letter

User Space

Kernel Space

. B
if Error
_ Y,

It would delete Symobilc Link

4 )

Z: -> \Device\Mup\DfsClient\;z:Logonld\Target\xxx

\_ _/
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Useless Vulnerability DE\/CORE

CVE-2022-34719

Windows Distributed File System (DFS) Elevation of Privilege Vulnerability
CVE-2022-34719

Security Vulnerability

Released: Sep 13, 2022
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CVE-2022-34719

. 1t DfscCreateTreeConnectName
. W235%¥ UNICODE STRING WEEMimEH

ZE[E - A integer overflow

=
Ll

] USHORT 2R3 Bos F /Y

¥

totallen = LogonIdString.Length + DevicePath.Length + original path->Length + Ox1E;
dest->MaximumLength = totallen;

Pool2 = ExAllocatePo0l2(0x102i64, totallen, 0x74436644i64);
it ( !'Pool2 )

return -1073741670;
dest->Length = 0x16;
*(_OWORD *)P00l2 = *(_OWORD *)L"\\Device\\Mup";
*(_DWORD *)(Pool2 + 0x10) = *(_DWORD *)L"Mup";
*(_WORD *)(Pool2 + 0x14) = SourceString[OxA];
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CVE-2022-34719

. 1£ DfscCreateTreeConnectName

. ZREANBEERFSER 2O KR buffer o - =54 heap overflow

totallen = LogonIdString.Length + DevicePath.Length + original path->Length + Ox1E;
dest->MaximumLength = totallen;

Pool2 = ExAllocatePo0l2(0x102i64, totallen, 0x74436644164);
dest->Buffer = (PWSTR)Po01l2;
it ( !'Pool2 )

return -1073741670;

- v .’

RD ;)Poolz = *(_OWORD *)L"\\Device\\Mup";
RD *) (Pool2 + 0x10) = *(_DWORD *)L"Mup";

D *)(Pool2 + 0x14) = SourceString[OxA];
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CVE-2022-34719

. 1£ DfscCreateTreeConnectName
. Windows PR E XZ AL UNICODE STRING =
RE#Z USHORT - & A integer overflow 2§~

typedef struct UNICODE STRING {
USHORT Length;

USHORT MaximumlLength;
PWSTR Buffer;
+ UNICODE STRING, *PUNICODE STRING;




Useless Vulnerability

CVE-2022-34719

. Exploitation?

V2N ==
« _~PEZ=E

Pool Header

JL

Bytes

DE\/CORE
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CVE-2022-34719

. Exploitation?

VAN ===

. RpEZ= Pool Header U{& Bytes
. EHNABACE
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CVE-2022-34719

. Exploitation?

VAN ===

. RpEZ= Pool Header U{& Bytes
. EHNABACE

. Useless
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CVE-2022-38025

Windows Distributed File System (DFS) Information Disclosure Vulnerability
CVE-2022-38025

Security Vulnerability

Released: Oct 11, 2022
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CVE-2022-38025

. e Y Z1E Create Drive Letter Ih5E
FSCTL 0x601e0 Buffer EiE 75 =

Enter the IOCTL value to decode in the box below

IOCTL VALUE (hex) |0x601E0 | Decode Now! |

That IOCTL decodes to:

Device: |DFS (0x6)

Function: |—0x78 [

Access: |FILE_ANY_ACCESS |

Method: |METHOD_BUFFERED |
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CVE-2022-38025
. Buffered |/O

User Buffer
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CVE-2022-38025
. Buffered |/O

Allocate

User Buffer
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CVE-2022-38025
. Buffered |/O

System Buffer

Copy

User Buffer
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CVE-2022-38025
. Buffered |/O

I System Buffer I

User Buffer




LeakLess Vulnerability

CVE-2022-38025
Butfered I/0O

__kernel entry NTSYSCALLAPI NTSTATUS NtFsControlFile(

in] HANDLE
HANDLE
in, optional] PIO APC ROUTINE

in, optional]
in, optional] PVOID
out ]
ULONG
PVOID

in, optional]
1n] ULONG
t, optional] PVOID

[
E
E
[ ]
[
[in]
[ ]
[
[oL
[in ULONG

PIO STATUS BLOCK

FileHandle,

Event,

ApcRoutine,
ApcContext,
Io5tatusBlock,
FsControlCode,
InputButter,
OutputBuftfer,
OutputBufferlength

Systembuffer = ExAllocatePool(...,

DE\/CORE

InputBufferLength,...)
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CVE-2022-38025

. DfscFsctrlCreateDrivelLetter @1R#E Request 4509 Length AORTEZ4E buffer

I IEBE 2k EY data ¥ : Username ~ Domain

driverletter dfspath len = driverletter len + dfs path len 1;
unamelen = sysbuf->usernamelen;

v21 = &datal[driverletternLen];

V60 v21;

if ( (_WORD)unamelen )
UserName = &data[(unsigned  int64)driverletter dfspath len >> 1];
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CVE-2022-38025

. Username = data[DriverLetterLen+DfsPathLength]

Drive Dfs User Domain Packed Auth
Letter Name Cred Identity
Path Len Len
Len Len Len Len

Drive letter len + dfs path len
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CVE-2022-38025

. Username = data[DriverLetterLen+DfsPathLength]

]
Drive Dfs User Domain Packed Auth
Letter Name Cred Identity
Path Len Len
Len Len Len Len
.

Drive letter len + dfs path len
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CVE-2022-38025

. BEELEEH®EEBRAB Outofbounds - BER LHrENREE SHEE
28 - 'F& MIHRABBER Out of bounds

1=

Datalen dfs path len
driveletter len
usernamelen
PackedCredentialsStringlen
sysbuf->extra ea len
+ sysbuf->AuthIdentity len;
if ( Datalen > iputbuflen - ©x16 || ( WORD)domanlen && domanlen + 2 >= usernamelen )

return (unsigned int)STATUS INVALID PARAMETER;

N T i
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CVE-2022-38025

. BEELEEH®EEBRAE Outofbounds - BER LHFrEMNREZ BMH:
28 - 'F& MIHRABBER Out of bounds

T
=
S
gus

|
\IN

Datalen dfs path len
driveletter len
usernamelen
PackedCredentialsStringlen

sysbuf->extra ea len

+ sysbuf->AuthIdentity len;
if ( DatalLen > iputbuflen| - ©x16 ||| (_WORD)domanlen &% domanlen + 2 >= usernamelen )
return (unsigned int)STATUS INVALID PARAMETER;

+ 4+ + +

Sizeof(struct create req)
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CVE-2022-38025
- Extra EA (Extra Extend Attribute)

Drive Dfs User Domain Packed Auth
Letter Name Cred Identity
Path Len Len
Len Len Len Len
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CVE-2022-38025

- Extra EA (Extra Extend Attribute)
- HRBEREFEIS|RIE AR File System 28 ARREIE - 0J88IMEERE

il

\I
I

\I

i

__kernel entry NTSTATUS NtCreateFile(
PHANDLE FileHandle,
ACCESS MASK DesiredAccess,
POBJECT _ATTRIBUTES ObjectAttributes,
PIO STATUS BLOCK IoStatusBlock,
in, optional] PLARGE_ INTEGER AllocationSize,

ULONG FileAttributes,
ULONG Sharelccess,

ULONG CreateDisposition,
ULONG Createlptions

PYOID EaBuffer,
ULONG Falength
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CVE-2022-38025

Extra EA (Extra Extend Attribute)
FILE FULL EA INFORMATION
P Key & Value BT TR

typedef struct FILE FULL EA TNFORMATION {
ULONG MNextEntryOffset;
UCHAR Flags;

UCHAR EaNamelength;
USHORT EaValuelength;
CHAR EaName[1];
} FILE FULL EA INFORMATION, *PFILE FULL EA TNFORMATION;




LeakLess Vulnerability

CVE-2022-38025

DE\/CORE

Extra EA (Extra Extend Attribute)

2 MAIMNY Extend Attribute » 2% CreateFile E17%

BARNT - ERFZ

~1E extra_ea_len 2KHUS

Extend Attribute %5 CreateFile - dfsc.sys

EE - ABEEZRA extra_ea M0 NEEAETE

mHE S

Z

Ol

—Jstruct extra ea {

ULONG offset;
ULONG size;

int createoption;
int fileattributte;

i
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CVE-2022-38025

Extra EA (Extra Extend Attribute)

X

REE

=)

extra ea #51EHY offset 2kigMm - E1

—Jstruct extra ea {

ULONG offset;
int createoption;
int fileattributte;

i

- EA 4518

DE\/CORE
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CVE-2022-38025
- Extra EA (Extra Extend Attribute)

. B fRE

if ( extra eacff > 8x18 && ULongAdd(Datalen, extra eaoff - 8x18, &Datalen) < @ )

1
Leymgrlredentlials = 4 TUS 1IN . OVERFLOW;
v34 = WPP_GLOBAL Control;
if. ..

v35 = 28164;
goto LABEL 56;

¥
if ( ULongAdd(Datalen, dfsaddea -»size, &Datalen) < 8 )
1 _ )
KeymgrCredentials = STATUS INTEGER OVERFLOW:; HF ( Datalen <= maxlen )
ABEL 66:

vBE8 . Buffer = UserName;
vBE8 . MaximumLength = unamelen;
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CVE-2022-38025
- Extra EA (Extra Extend Attribute)

—F— = +=F

. KREEFEEHS extra ea 551
. B HBREEE?

AuthIdentity len 25h = AuthIdentity len + Ox25;

extra ea len = sysbuf->extra ea len;

extra ea offset = ((cred uname driverletter dfspath len + AuthIdentity len 25h) & OxFFFFFFFO) - 0x16;
T Tom o o

T Foms e e
dfsaddea

extra eaoff

(extra ea *)&data[extra ea offset >> 1];
= dfsaddea ->offset;
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CVE-2022-38025
- Extra EA (Extra Extend Attribute)

—F— = +=F

. KREEFEEHS extra ea 551
. B HBREEE?

AuthIdentity len 25h = AuthIdentity len + Ox25;
extra ea len = sysbuf->extra ea len:
extra ea offset = ((cred uname driverletter dfspath len + AuthIdentity len 25h) & OxFFFFFFFO) - 0x16;

O o
) i o
dfsaddea

= (extra_ea *)&data[extra_ea_offset >> 1];
extra eaoff =

dfsaddea ->offset;
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CVE-2022-38025
- Extra EA (Extra Extend Attribute)

Drive Dfs User Domain Packed Auth
Letter Name Cred Identity
Path Len Len
Len Len Len

Alignment
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CVE-2022-38025
Extra EA (Extra Extend Attribute) Drive letter len = 6

Dfs Path = Oxc6
Drive .
Path Len Len
Len

Auth
Identity
Len

Packed
Cred
Len

User
Name

Ox16 Ox1c Oxe2 Oxf0

Ei=4 [ aligment 2% Oxe bytes
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CVE-2022-38025

- Extra EA (Extra Extend Attribute)
. RE®BEIHZBEERE alignment 382!
. QOut of bounds Read !

=

xZHeit e Oxe bytes

Alignment
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CVE-2022-38025
. Buffered |/O

. SvstemBuffer
User Buffer
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CVE-2022-38025
Extra EA (Extra Extend Attribute)

- REREIR

HRBABE alignment B!

. QOut of bounds Read !

I_I

T E

g% =7
bk

A

1

ZPeitd R aE Oxe bytes

\ | ¢

'

X 3

- ;
VAARY

&= alignment RE - 1

]:III

DE\/CORE

TAREZRIENE [
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CVE-2022-38025

. Exploitation ?

. RBE#ITEE Oxe bytes
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CVE-2022-38025

. Exploitation ?

. RBE#ITEE Oxe bytes

. BEZHEZ heap chunk header )R BB Ex
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CVE-2022-38025
. Exploitation ? ‘
’ Ny

§roo)
IS\

= YNSR 2 A T LIFE AR kernel pointer leak TR E# MSRC ERf DoS

. RBE#ITEE Oxe bytes
. ZBEZEEZ heap chunk header ;2B U E EHfl
. EEE7

. IR

=]
Y




Windows Kernel Heap

Part 1: Segment heap in windows kernel

Angelboy

ot angelboy@chroot.org - @scwuaptx
> O{;f’ﬂ

[BIEE— T Windows Kernel Segment Heap DE\/CORE
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CVE-2022-38025

. Exploitation ? |
.+ Segment Heap

Overview

Back-end Allocator

I
>

Block Allocation

Front-end Allocator

RtlpHpLarge
Alloc
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CVE-2022-38025

. Exploitation ?

RtlpHpLfh
ContextAllocate
RtlpHpVsContext

ContextAllocate

Front-end Allocator

.+ Segment Heap

Overview

DE\/CORE

Back-end Allocator

ExAllocatePool ExAllocateHeap
WithTag Pool

" RtlpHpSegAlloc

Block Allocation

RtlpHpLarge

Alloc
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CVE-2022-38025
. LFH and Variable Size Allocation Pool Chunk

LFH VS

Return ptr _POOL_HEADER

_POOL_HEADER
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CVE-2022-38025

. Exploitation ?
. WX Frontend Allocation &3R8t
. Leak Encode #3819 Header =&l

. H/DEE RtlpHpHeapGlobals.HeapKey A Al g1 Kernel Pointer

Address
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CVE-2022-38025

. Exploitation ?
. WX Frontend Allocation & =R BE
. Leak Encode 73Ry Header E5fl
. H/DEE RtlpHpHeapGlobals.HeapKey A Al g1 Kernel Pointer
Address

. How about backend Allocation ?
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CVE-2022-38025

- Exploitation ? i
’ RtlpHpLfh
o Segment Heap ContextAllocate
Overview I Back-end Allocator
RtlpHpVsContext

ContextAllocate

RtlpHpSegAlloc

Block Allocation

ExAllocatePool ExAllocateHeap
WithTag Pool

RtlpHplLarge
Alloc
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CVE-2022-38025
. Exploitation?
.- Segment Allocation

. 0x20000 < Size < SegContexts[1].MaxAllocationSize (0x7t0000)
. Size & Oxfff ==
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CVE-2022-38025

Exploitation?

0x0

0x10

ListEntry

DescArray[0x02]

DescArray[0x03]

DE\/CORE
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CVE-2022-38025
. Exploitation?
.- Segment Allocation
.+ Page

. No any meta data !
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CVE-2022-38025
. Exploitation?
.- Segment Allocation
.+ Page
- No any meta data !
. O] DI —LE Kernel Object £ input buffer 2HE - B A= leak kernel

<

=0
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CVE-2022-38025
Exploitation?
. There are many good object for it.

Named Pipe
LFH Subsegment

DECEMBER 29, 2014 BY IONESCUOO7

Sheep Year Kernel Heap Fengshui: Spraying
in the Big Kids’ Pool

The State of Kernel Exploitation

https://www.alex-ionescu.com/kernel-heap-spraying-like-its-2015-swimming-in-the-big-kids-pool/
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Exploitation?

| System Buffer \

" 0x1000

User Buffer

Next Page
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CVE-2022-38025

Exploitation?

| System Buffer \

" 0x1000

User Buffer

Next Page
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CVE-2022-38025
. Exploitation?
. O P R EEEREES] Extend Attribute ##EH [

: | I/I: : éE L]
JB}EK/Q,\ WZ'_IEFIE L1 | EE?
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Exploitation

Extra EA (Extra Extend Attribute) in DfscFsctriCreateDriveletter
JTE MM Extend Attribute - 848 CreateFile 217 SMB E#R [
i Extend Attribute %45 CreateFile
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CVE-2022-38025

Exploitation
- Authldentity Extend Attribute
. FEFEFHEE
= CreateFile H smb [a) Remote server J&%8 - IEIFIMNABE%E
Authldentity Extend Attribute i & H Authldentity 5P Cred 2R[@]

Remote Server 335
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CVE-2022-38025

. Exploitation

. Authldentity Extend Attribute structure

Offset|Size|struct authstruct

{

poee|eee4| ULONG version;

U
U
U
U
eelCieeed| U
e020|eee4| U
ee24|eeed4| U
ee2geeed, U
e02C|ee0l| C

0030 };

useroffset;
usernamelen;
domainoffset;

domainlen;

_LONG packlen;

LONG flag;

_LONG PackagelistOffset;
_ONG PackagelistlLen;

nar data[l];

DE\/CORE
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CVE-2022-38025

. Exploitation
. Authldentity Extend Attribute structure

. ZERE User offset 8 Domain offset Fga]

i@ EE EI/J Offset l':_l-'j___l- Offset|Size|struct authstruct

{

REA

] B 48 itk 57 a8 HY A/

ULONG version;

ULONG xxxoffset:

ULONG useroffset;
ULONG usernamelen;
ULONG domainoffset;

ULONG domainlen;

e01Cleeed4| ULONG packlen
0020|0004, ULONG flag;
©0824/0004| ULONG PackagelistOffset;
©90828/0004| ULONG PackagelistlLen;
©02C|ee0l| char data[l];

0030 };
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. Exploitation

FSCTL to \Device\DfsClient

dfsc.sys

~

_/

DE\/CORE
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CVE-2022-38025

. Exploitation

Trigger OOB Read Kernel Space

a
dfsc.sys
\_
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CVE-2022-38025

. Exploitation

&

‘I —— - -
dfsc.sys
L CreateFile over smb
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. Exploitation

- ~ —
‘I —
dfsc.sys
9 Y CreateFile over smb
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. Exploitation

Destination
.678572 -28.713. 172.28.
.679993 <28.66. 172:.28:
. 722022 2873 172228
. 775481 0 - S o 172.28.
176595 .28.66. 172 .28,
. 781865 s 2803 172.28.:
.783138 .28.66. 172.28.
. 784659

v NTLM Secure Service Provider
NTLMSSP identifier: NTLMSSP

Protocol Length

SMB2
SMB2
TCP

SMB2
SMB2
SMB2
SMB2

NTLM Message Type: NTLMSSP_AUTH (©x00000003)
Lan Manager Response: 00000000000000000000000000000020000LBBRBRBRLLAY
LMv2 Client Challenge: ©0000000000000000
NTLM Response: 012cefc6c563439a2¢c3el1b8d3385520c01010000000000007e409e93£4576d80134904ed4...

Domain name: aaaaaaa
User name: B2 & \uFFFFIFIE
Host name: DESKTOP-EVLDFRK

00 61 00 61 00 61 00 61 0O 61 00 61 00 [N-I“ENE;
ae of 85 ff ff 00 60 fd a8 of 85 00 45 00 53

00 44 00 46 00 5

D b b B VY

-a.aoaoa -a-a--
EEEEEERRIERED £ - S

342
590

60
220
401
693
130

Negotiate Protocol Request
Negotiate Protocol Response

50274 -
Session
Session

Session
Session

445 [ACK] Seq=362 Ack=989 Win=261632 Len=0

Setup Request, NTLMSSP_NEGOTIATE

Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRED, NTLMSSP_CH
Setup Request, NTLMSSP_AUTH, User: aaaaaaa\ﬂiéﬂﬁﬁ!ﬁFgﬁﬁ

Setup Response, Error: STATUS_LOGON_FAILURE

445 [RST, ACK] Seq=1167 Ack=1412 Win=0 Len=0




Leakless?
L eak Vulnerability in DFSC

DE\/CORE



" orange O 1 yearago
Nsa

HF heap i==A FHRY(E

DE\/CORE



DE\/CORE

Summary




Summary DE\/CORE

. T Alignment B2/ 2 buffer XK/\5THE
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. 1 Alignment IS 2 )F = buffer X/N\5TE
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1 Alignment 5172 )F = buffer X/N\ETE
A/ \B R Ef ol BES A B =
W EF o] DI E ST o o

mup.sys

rdbss.sys
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