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» 3/00 port

* H hubCore EIE
* 9495 port

* H hubCore EIE

DEV/CORE £,



hubCore

- —{EfEREY Binary > RuEloEILIEEER AR H

DEV/CORE £,



jusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0/ait/platform /hubv 3/CMACInterfaceHubV3Implie
fusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad -rO/git/platformﬁwubv3/hubRadioV3l

fusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0/qit/platform /hubv3/hubRadioV3Ncp
fusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0/qit/platform /hubv3/hubRadioV3Rcp
fusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0/qit/platform/hubv 3/zigbeeHaIV3l

fusr fsrc/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0/git/platform /hubv 3/hubPIatFormV3I

DEV/CORE .



jusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0/ait/platform /hubv 3/CMACInterfaceHubV3Implie
fusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad -rO/git/platformﬁwubv3/hubRadioV3l

fusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0/qit/platform /hubv3/hubRadioV3Ncp
fusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0/qit/platform /hubv3/hubRadioV3Rcp

fusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0 [giyﬂatform @ubv 3%8 beeHaIV%'

jusr fsrc/debua/hubcore /0 phomelt]andresl.cargo/reglstry src/index.crates.io a alloc-no-stdlib-2.0. 3/src/stack_allocator
| Jhome/tjandres/.cargo/registry/srcfindex.crates.io-6f17d22bba 1500 1f bufferredux-1.0.0/src/buffer /std_bu

/home/tjandres/.cargo/reagistry/src/index.crates.io-6f17d22bba 1500 1f/safemem-0. 3. 3/src/|ib.

fg-mgr/src/source/bad(end.

cfg-mar/src/flkS

cfg-mgr/src/conversions/mod.

cfg-mgr fsrc/ffi_ifacelis

cfg-mgr/src/libjfs

/home/tjandres/.cargo/reagistry/src/index.crates.io-6f17d22bba 1500 1f/caroups-rs-0. 2. 11/src/memory
fhome/tjandres/.cargo/reagistry/src/index.crates.io-6f17d22bba 1500 1f/cgroups-rs-0. 2. 11/src/cpuse

DEV/CORE .



fg-mgr/src/source/bad(end.
cfg-mar/src/flkS

event scripting-engine-broker /src/actors source_loader/mod.rs: 224
event scripting-engine-broker /src/actors source_loader/mod.rs:278
Lua-libs zip was None!

event saipting-engine-Erol@r?sraactors] source_loa&er?moa.rs: 128

jusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0/ait/platform /hubv 3/CMACInterfaceHubV3Implie
fusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad -rO/git/platformﬁwubv3/hubRadioV3l

fusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0/qit/platform /hubv3/hubRadioV3Ncp

fusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0/qit/platform /hubv3/hubRadioV3Rcp

fusr [src/debug/hubcore/0.53. 19+AUTOINC +ba 15864fad-r0 [giyﬂatform @ubv 3%8 beeHaIV%'

jusr /src/debua/hubcore /0. phomelt].and@ .cargo/reqistry/src/index.crates.io a alloc-no-stdlib-2.0. 3/src/stack_allocator
fhome /tjandres/.cargo/reagistry/src/index.crates.io-6f17d22bba 1500 1f bufferredux-1.0.0/src/buffer /std_bu

/home/tjandres/.cargo/reagistry/src/index.crates.io-6f17d22bba 1500 1f/safemem-0. 3. 3/src/|ib.

.crates.io-6f17d22bba 1500 1f/cgroups-rs-0.2. 11/src/memory
.crates.io-6f17d22bba 1500 1f/cgroups—s-0. 2. 11/src/cpuse

Failed to lock lua libs zip:

Updatelualibraries

lua_libraries_path

ReportlualibApiversion

failed to capture api version from version..
version..

/usr/share/.—scripts

SECURITY
CONSULTING

DE\/CORE



hubCore

 —E&AXH) Binary » KEB D HEIDNEEERTE+EH
» 88 KHY function BE¥R{EFAAE Rust BIEEM

47 362 KB

DEV/CORE .



hubCore

 —E#&XH) Binary » REPDEIINEEEPTE4EH
» 88 KHY function BE¥R{EFAAE Rust AIEEFA

47 362 KB

DEV/CORE ..
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hubCore

 —E&AXH) Binary » KEB D HEIDNEEERTE+EH
» 88 KHY function BE¥R{EFAAE Rust BIEEM

47 362 KB

- EUAIEIEE Rust 1ERIGHE - RAERREN

DEV/CORE £,
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Smart Home Hub

forward 443
Lighttpd
8980 actix-web
_actix-web
8766
actix-web
9495
warp-server
hubCore

DEV/CORE .



Smart Home Hub

Samsun

Cloud

forward 443
lighttpd
8980 E actix-web
_____ actix-web
8766
actix-web
9495
warp-server
hubCore

DEV/CORE .

Bearer:

XXXXX




Smart Home Hub

forward 443
Lighttpd
8980 actix-web
_actix-web
8766
actix-web |
9495
warp-server
hubCore

DEV/CORE .



Smart Home Hub

forward 443
Lighttpd
8980 actix-web
_actix-web
8766
actix-web |
9495
warp-server
hubCore

DEV/CORE .



Samsung Cloud

Smart Home Hub

forward 123
lighttpd
""""" 8080 | |

_____ actix-web || ACTIX-Web |3
8766 | 5

actix-web |
9495 '1

warp-serverl

hubCore

DEV/CORE .



Smart Home Hub

forward 443
lighttpd
8980 E actix-web
_____ actix-web
8766
actix-web |
9495
warp-server|
hubCore

DEV/CORE .

Samsun

Cloud

Bearer:

), 9,9,.9.9

Phone

-

\
| G—




Smart Home Hub

forward 443
lighttpd
8980 E actix-web
_____ actix-web
8766
actix-web |
9495
warp-server|
hubCore

DEV/CORE 8.

Samsung Cloud

s

Bearer:

),9,9,.9.9

Phone

-

\
| G—




Smart Home Hub

forward 443
lighttpd
""""" 8080 |
& lactix-wep || 2Ctix-web
8766
actix-web |
0495
warp-server|
hubCore

DEV/CORE .

Samsun

Cloud

Bearer:

), 9,9,.9.9

Phone

-

\
| G—




Services

- THIE B EREE KRRV hubcore ##H
. BiF4(E web server
- (2FEBAFSEoTEARERHERMME web server
» IWT BRzEZEEEEZHE - A ZU{olRmEE

DEV/CORE £,
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2024/09/12 2024/10/07 2024/10/22
i{E reverse shell IEl Samsung RY/\F  HES—H

2024/09/06 2024/10/17
V1§ LUKS Key T 22 & L



DEV/CORE .




DEV/CORE .




DEV/CORE .




Smart Home Hub

forward 443
Llighttpd

N S | . hub-local-api1

8080 |
4act1xweb e _3/'

8766 2
actix-web |

9495 '1
warp-server|

hubCore

DEV/CORE .



Smart Home Hub

Token

E A
HY

DE\/CORE

SECURITY
CONSULTING

forward 443
Llighttpd
""""" 8080 |
& lactix-wep | 3CtDXweD
8766
actix-web |
9495
warp-server
E cmd
hubCore




Smart Home Hub

Token

E A
HY

DE\/CORE

SECURITY
CONSULTING

forward 443
Llighttpd
""""" 8080 .

4 lactix-wep || 2ctix-web
telnet 8766
_____________________________ actix-web |

9495
warp-server
é cmd
hubCore




eyJhbGc101JIUzI1IN1J9.eyJoZWRNnZS1hbGxvd2VKkIjpbImRldml)jZXM1LCJL
dmVudHM1LCJsb2NhdGlvbnMi1LCJ1dGlsIiwic3Vic2NyaXBOawOucyIsInJlb
GVzZILOsINNjb3BLIjpbImhlYjpyOmxvY2F0aW9uOi101LCJodWIbcjpkZXZpY?2
Vz0101LCJodWIbeDpkZXZpY2Vz0101LCJodWIbdzpkZXZpY2Vz0101LCJodWI
o6cjpodwW]z0101LCJodWIbeDpodWlz0101LCJodWIbdzpodWIz0101LCJodWI6
cjpydwWxlczoqIl19.2JB8wl-yUN 1UeaoDWzThVx eF3s V0-1Gz0C2URTg

DEV/CORE .



{"alg"."HS5256"}

signature



i hedge-allowed":["devices’,...],

‘'scope’:|"hub:r:location:*","hub:r:devices:™, ...}

{"alg":"HS256"}



i hedge-allowed":["devices’,...],

"scope":["hub:r:location:*","hub:r:devices:*",...]}

("alg":"HS256")

signature

Payload

{
j

‘'scope’:|'r:hubs:ping’]




eyJhbGc101JIUzI1IN1J9.eyJoZWRNZS1hbGxvd2VKIjpbImRldmljZXM1LCJld
MVUudHM1LCJsb2NhdGlvbnM1LCJ1dGlsIiwic3Vic2NyaXBO0aW9ucyIsInJ1bGV
ZzILOSINNJb3BLIjpbImhlYjpyOmxvY2FO0aW9uOi101LCJodWIbc)pkZXZpY2Vz0
101LCJodWI6eDpkZXZpY2Vz0101LCJodWIbodzpkZXZpY2Vz0101LCJodWIbC]p
odWJz0101LCJodWI6eDpodWJz0101LCJodWIbdzpodW]z0101LCJodWIbCc]pyd
Wxlczoglt19,2IB8wl-yUN 1UeaoDWzThVx eF3s V0-1GzO0C2URTg

eyJhbGc101JIUzI1IN1J9.eyJoZWRNZS1hbGxvd2VkIjpbImRldmljZXM1LCJLld
MVUdHM1LCJsb2NhdGlvbnM1LCJ1dGlsIiwic3Vic2NyaXBOaWOucyIsInJ1bGV
ZzILOSINNJb3BLIjpbImhlYjpyOmxvY2F0aW9uOio01LCJodWIbcjpkZXZpY2Vz0
101LCJodWIbeDpkZXZpY2Vz0101LCJodWIbdzpkZXZpY2Vz0101LCJodWIbC]p
odWJz0101LCJodWI6eDpodWlz0101LCJodWIbdzpodWIz0101LCJodWIbcjpyd
Wxlczogl L19,.GVdIr NJOrlmSvnhbp2PXNHBL xuF0QoSKgy9V-w3s

DEV/CORE .



eyJhbGc101JIUzI1N1J9.eyJoZWRnZS1hbGxvd2VkIjpbImRldmljZXMiLCJldmVudHMiLCJs
D2NhdGlvbnMi1LCJ1dGlsIiwic3Vic2NyaXBOaW9ucyIsInJ1bGVzILOsInNjb3BLIjpbImhlY
JpyOmxvY2FOaW9uO0ioi1LCJodWIbcjpkZXZpY2Vz0101LCJodWI6eDpkZXZpY2Vz0i01iLCJodW
I16dzpkZXZpY2Vz0i0ilLCJodWI6cjpodW]z0101LCJodWI6eDpodWIz0i01LCJodWI6dzpodWw]
z0101LCJodWIbcjpydWxlczogIl1l9.GVdIr NJOrimSvnhbp2PXNHBL 1xuF0QoSKgy9V-w3s

I

[ ]

DEV/CORE .



eyJhbGc101JIUzI1N1J9.eyJoZWRnZS1hbGxvd2VkIjpbImRldmljZXMiLCJldmVudHMiLCJs
D2NhdGlvbnMi1LCJ1dGlsIiwic3Vic2NyaXBOaW9ucyIsInJ1bGVzILOsInNjb3BLIjpbImhlY
JpyOmxvY2FOaW9uO0ioi1LCJodWIbcjpkZXZpY2Vz0101LCJodWI6eDpkZXZpY2Vz0i01iLCJodW
I16dzpkZXZpY2Vz0i0ilLCJodWI6cjpodW]z0101LCJodWI6eDpodWIz0i01LCJodWI6dzpodWw]
z0101LCJodWIbcjpydWxlczogIll19.2]JB8wl-yUN 1iUeaoDWzThVx eF3s VO-1Gz0C2URT(g

DEV/CORE .



eyJhbGc101JIUzI1N1J9.eyJoZWRnZS1hbGxvd2VkIjpbImRldmljZXMiLCJldmVudHMiLCJs
b2NhdGlvbnMiLCJ1dGlsIiwic3Vic2NyaXBOaW9ucyIsInJ1bGVzIlOsInNjb3BLIjpbImhlY
JpyOmxvY2FOaW9uO0ioi1LCJodWIbcjpkZXZpY2Vz0101LCJodWI6eDpkZXZpY2Vz0i01iLCJodW
I16dzpkZXZpY2Vz0i0ilLCJodWI6cjpodW]z0101LCJodWI6eDpodWIz0i01LCJodWI6dzpodWw]
z0101LCJodWIbcjpydWxlczogIll19.2]JB8wl-yUN 1iUeaoDWzThVx eF3s VO-1Gz0C2URT(g

DEV/CORE .









eyJhbGc101JIUzI1N1J9.eyJoZWRnZS1hbGxvd2VkIjpbImRldmljZXMiLCJldmVudHMiLCJs
D2NhdGlvbnMi1LCJ1dGlsIiwic3Vic2NyaXBOaW9ucyIsInJ1bGVzILOsInNjb3BLIjpbImhlY
1pYyOmxvY2F0aW9uO0i01LCJodWIbcjpkZXZpY2Vz0101LCJodWIbeDpkZXZpY2Vz01i01LCJodW

16dzkaXZpY2V20101LCJodWIGCJpodWJ20101LCJodWI6erodWJ20101LCJodWI6dzpodWJ
z0i0iLCJodWI6C]jpydWxlczogIl1l9, /™ 7777 7rrrrrrrrrssmmssmmnnnmn s nnmn s

--------------------------------------------------

DEV/CORE .



eyJhbGc101JIUzI1N1J9.eyJoZWRnZS1hbGxvd2VkIjpbImRldmljZXMiLCJldmVudHMiLCJs
b2NhdGlvbnMiLCJ1dGlsIiwic3Vic2NyaXBOaW9ucyIsInJ1bGVzIlOsInNjb3BLIjpbImhlY
1pYyOmxvY2F0aW9uO0i01LCJodWIbcjpkZXZpY2Vz0101LCJodWIbeDpkZXZpY2Vz01i01LCJodW

16dzkaXZpY2V20101LCJodWIGCJpodWJ20101LCJodWI6erodWJ20101LCJodWI6dzpodWJ
z0i0iLCJodWI6C]jpydWxlczogIl1l9, /™ 7777 7rrrrrrrrrssmmssmmnnnmn s nnmn s

--------------------------------------------------

DEV/CORE .



REERZE(E

baseb4d encode




DEV/CORE .



DEV/CORE .



2024-09-17_18:41:15.871 | I | hedge_common | Local permission error,
falling back, error=principal not found 1n inventory

DEV/CORE .



DEV/CORE .



Payload

{

principal : "st1:core::device/7a207688-0138-438b-92{8-932a8e19bcbb",

}

DEV/CORE .







Principals

» ~device api:(.+):user uuid: (.+)
 “user uuld: (.+)

DEV/CORE £,



Principals

» ~device api:(.+):user uuid: (.+)
 “user uuld: (.+)
Payload

{

principal : "user_uuid: bd0d6551-0000-0000-7a91-eaad5868730fc",

DEV/CORE .




Principals

» ~device api:(.+):user uuid: (.+)
 “user uuld: (.+)

DEV/CORE £,




Principals

» ~device api:(.+):user uuid: (.+)
 “user uuld: (.+)

=& Samsung MRIERAEAERY UUID
GhE sx AT EXE

DEV/CORE £,




Principals

» ~device api:(.+):user uuid: (.+)
 “user uuld: (.+)

device UUID

DEV/CORE £,




Principals

» ~device api:(.+):user uuid: (.+)
 “user uuld: (.+)

device UUID

thEEE user uuid FH !

DEV/CORE £,







3=2—1E API A F B9 F 1% FTE At 177555k
5 oK BB 5 1K 2R 4#iE s f&2) (lua script)

DEV/CORE .



3=2—1E API A F B9 F 1% FTE At 177555k
5 oK BB 5 1K 2R 4#iE s f&2) (lua script)

=2 S/N (EmFF5R)

DEV/CORE .



DEV/CORE .



DEV/CORE .



R X ] =

Be¥IE=EE S/N
BHix18 EEEE] shell

DEV/CORE £,



R X ] =

fcEf7=E S/N
- FITRIRILAZREME S/N 15 ?
B:x18 EEEE| shell

DEV/CORE £,



R X ] =

FoEIFHE S/N

o HET+TT=5T"TINI4ATL/HH== C /N1 NEE N
7tJJJ 3l "J X NAnmndIJANINl J’TH <7 1%V Fiyg o 'f__l-

BE:v2 EEEE] shell

DEV/CORE £,



DEV/CORE .



DEV/CORE .



DE\/CORE

SECURITY
CONSULTING

NRF52840-DK




Info leak

DEV/CORE £,



R X ] =

VEHEE S/N

o HET+TT=5T"TINI4ATL/HH== C /N1 NEE N
7tJJJ 3l "J X NAnmndIJANINl J’TH <7 1%V Fiyg o 'f__l-

» AJLAR Thread #EERZEZ
B2 EEZEE shell

DEV/CORE £,



DEV/CORE .



2024/09/12 2024/10/07 2024/10/22
i{E reverse shell IEl Samsung RY/\F  HES—H

2024/09/06 2024/10/17
V1§ LUKS Key T 22 & L

2024/10/15 IRTE



DEV/CORE £,



B E[RIE

DEV/CORE £,



DEV/CORE £,









R EIRE

[Q3A] Regarding the AeoTec Smart Home Hub entry, we can bypass the user authentication

on the device and clear the entire hub. Then we can bind the hub to our own account.

2024/10/17 2024/10/22
2B L [E& SR

2024/10/15
IR

DEV/CORE £,




R X ] =

VEHEE S/N

o BH4+TX5"=—TNWNILATL/BB== C /ANl nNEE f)
71JJ J A " JY/\nd JANIl JTEH -/ 1N =y

- oA Thread #HEREZ|
B8/ BEEE| shell
° ;\%Ifglaﬂﬁlanﬁ

DEV/CORE £,



R X ] =

FoEIFHE S/N

o HET+TT=5T"TINI4ATL/HH== C /N1 NEE N
7tJJJ 3l "J X NAnmndIJANINl J’TH <7 1%V Fiyg o 'f__l-

- ETUAER Threod @ape=2l Z=E Thread 3BEAEEIRIE
BB/ EEEE] shell
- B{EREE

DEV/CORE £,



DEV/CORE .



=HE Thread ZEAEERT

2024/10/17 2024/10/22
e L& S

2024/10/16
IH7E
DEV/CORE .




=3 Thread REAEERT

2024/10/17 2024/10/22
e ey [E& SR

2024/10/16
IH7E
DEVCORE %%,




=HE Thread ZEAEERT

2024/10/17 2024/10/22
e L& S

2024/10/16
IH7E
DEV/CORE .




2024/10/17 2024/10/22
R AL [E&EF—H

DEV/CORE £,



2024/10/17 2024/10/22
e L& S

DEV/CORE .




2024/10/17 2024/10/22
e L& S

DEV/CORE .




DEV/CORE .



DEV/CORE .




R EIRE

[Q3A] Regarding the AeoTec Smart Home Hub entry, we can bypass the user authentication

on the device and clear the entire hub. Then we can bind the hub to our own account.

2024/10/17 2024/10/22
B L [EE&SS




R EIRE

[ASA] We think this is sufficient as stated in the rules:

"A successful entry must leverage a vulnerabilityjto modify the standard execution path of a program or process

in order to allow the execution of arbitrary instructions. "

If you can bypass auth, clear the device, and rebind it to their account, that works.

2024/10/17 2024/10/22
B L [EE&SS

DEV/CORE £,




R X ] =

FoEIFHE S/N

o BH4+TX5"=—TNWNILATL/BB== C /ANl nNEE f)
1710 J J AYJ —J Y /\n4dJANIll J'TE3 ~J/ 1IN Fny

- ETUAER Threod @ape=2l Z=E Thread 3BEAEEIRIE

VEmpgsEEe3 shell

- RAZE shell 24 pwn 7 2024/10/17  2024/10/22

R AL [E& SR

DEV/CORE £,




=—1E API FAE M9 F Z AR E)
5E oK BB 5x 1A 2 G E %1 ET Web Server

DEV/CORE .



DEV/CORE .



R X ] =

FoEIFHE S/N

o BH4+TX5"=—TNWNILATL/BB== C /ANl nNEE f)
1710 J J AYJ —J Y /\n4dJANIll J'TE3 ~J/ 1IN Fny

- ETUAER Threod @ape=2l Z=E Thread 3BEAEEIRIE

VEmpgsEEe3 shell

- RAZE shell 24 pwn 7 2024/10/17  2024/10/22

R AL [E& SR

DEV/CORE £,




MDNS leak

2024/10/17 2024/10/22
B L [EE&SS

DEV/CORE .




MDNS leak

device UUID

S/N 3024/10/17  2024/10/22
il =]

DEV/CORE .




R X ] =

VEHES 5/N

o AH+TT=5"TINI4AT L /HBZ= C /N1 NEE N
1710 J J 730 " J /NI JA T J H -y 1N ALY 1T

« TINA Thoood dmwanl SEF Thread REAAEIEH
- AJPAiE#E mDNS leak
VEgsEm2E shell

- AAHZE shell B4 pwn 7 2024/10/17  2024/10/22
s [EE

DEV/CORE .




DE\/CORE
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DEV/CORE .



2024/10/18
SR

2024/10/17 2024/10/22
R AL [E&EF—H

DEV/CORE £,



MDNS leak

DEV/CORE £,




MDNS leak

DEV/CORE £,




Smart Home Hub

O © © Not Secure | https://192.168.2.8

forward 443
lighttpd
""""" 8080 |
& lactix-wep | 3ctix-veb
8766
actix-web |
90495
warp-server|
hubCore

DEV/CORE .

503 Service Not Available




Smart Home Hub

O © © Not Secure | https://192.168.2.8

forward 443
lighttpd
""""" 8080 |
& lactix-wep | 3ctix-veb
8766
actix-web |
90495
warp-server|
hubCore

DEV/CORE .

503 Service Not Available




Cert leak

DEV/CORE .




Cert leak

DEV/CORE .



R X ] =

VESHEE S/N
. A SSL
VERsEE23 shell
+ REHZE shell B24& pwn 7T

2024/10/17 2024/10/18 2024/10/22
s L IR [EE&SS

DEV/CORE .




DEV/CORE .



2024/10/21

IRTE
2024/10/17 2024/10/22

R B [E&S—H

DEV/CORE £,



77 o+

ta B

+ A& hub EFHRAIE
. REE(T(TRIE
BB

DEV/CORE £,

B8 BT BN



=—1E API FAE M9 F Z AR E)
5E oK BB 5x 1A 2 G E %1 ET Web Server
FBHF

DEV/CORE .



7] 0%

T8 A5

* AE hub EERBIEEBAEN BRI CEH ZEEBB T oEEMN
« NEE({oIR(E

s BT EHTREY
+ F2 Rl -7 AERFRYAR R

DEV/CORE £,



7] 0%

T8 A5

* AE hub EERBIEEBAEN BRI CEH ZEEBB T oEEMN
« NEE({oIR(E

s BT EHTREY
* Furus s nandmos AR PRI A » AEA

DEV/CORE £,



DEV/CORE .



%@ API R I 14 X
ok B 2RSS i B portal &

h 7 ENIRE

all
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