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Dear Pumpkin Chang,
Congratulations on being selected as a speaker at POC2024!
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Target Vector Cash Prize Master of Pwn 
Points

Synology DiskStation 
DS1823xs+

Remote Code 
Execution $40,000(USD) 4

Synology BeeStation 
BST150-4T

Remote Code 
Execution $40,000(USD) 4



DS1823xs+
（DiskStation, DSM）

BST150-4T
（BeeStation, BST）



DS1823xs+
（DiskStation, DSM）

BST150-4T
（BeeStation, BST）

都幾



$ 53,500 $ 7,499

勝！



拿 firmware 輕輕鬆鬆





台 BST150-4T

研究組
同事







Services

❓ DSM Portal（TCP 5000, 5001）
❓ Admin Center（TCP 6600, 6601）
❓ synorelayd（RAW 1）
❓ synonetd（RAW 58）
❓ syncd（TCP 6690）
❓ IoT 常⾒的 daemon（smbd, nmbd, dhclient, …）



架構複雜

Closed 
Source

新功能

研究優先度
的三個⾯向



架構複雜

Closed 
Source

新功能

新功能測試次數少，開發不完全，
容易出現簡單的洞



Closed 
Source

新功能

架構複雜的服務通常由多個元件組
成，容易在交互時出問題

架構複雜



架構複雜新功能

Closed 
Source

閉源軟體⼤多為廠商開發的程式，
無法保證程式碼品質



架構複雜新功能

Closed 
Source

 Synology Drive Server！



Synology Drive Server

Admin Center

syncd

瀏覽器



Admin Center

syncd

裝置 APP

Synology Drive Server



Services

❌ DSM Portal
✅ Admin Center：BeeStation 的網⾴介⾯，以 Web API 互動
❌ synorelayd
❌ synonetd
✅ syncd：處理檔案同步的背景程式
❌ IoT 常⾒的 daemon



先看 Web API，分析起來最快 🍰



POST /webapi/entry.cgi HTTP/1.1

Host: bst:5000
Content-Type: 
application/x-www-form-urlencoded
Content-Length: 0

api=SYNO.API.Info&version=1&method=query&
parameter_1=AAA&parameter_2=BBB



POST /webapi/entry.cgi HTTP/1.1

Host: bst:5000
Content-Type: 
application/x-www-form-urlencoded
Content-Length: 0

api=SYNO.API.Info&version=1&method=query&
parameter_1=AAA&parameter_2=BBB



API

version

method



POST /webapi/entry.cgi HTTP/1.1

Host: bst:5000
Content-Type: 
application/x-www-form-urlencoded
Content-Length: 0

api=SYNO.API.Info&version=1&method=query&
parameter_1=AAA&parameter_2=BBB



苦⼒活__



Priority ⾼
1. 登⼊驗證
2. 重設密碼
3. 屬性更新
4. 轉發請求

50+ APIs



Priority 低
1. 純回傳資料
2. 預設禁⽤
3. 名稱無功能
4. 不能傳參數

50+ APIs



（等⾞時在閒晃）

某個禮拜⼆下班後

（認真看扣）

💀 Web API Restricted AFR 💀



你在看 Web API 喔？
安啦，沒問題⼋

💀 Web API Restricted AFR 💀



我才剛看沒多久誒

💀 Web API Restricted AFR 💀



喔喔，阿有哪些 
API 借我看⼀下

💀 Web API Restricted AFR 💀



��
恩...

💀 Web API Restricted AFR 💀



怎麼會有 API 叫 
RedirectURI，感覺就
會有 CRLF Injection，

笑死

💀 Web API Restricted AFR 💀



💀 Web API Restricted AFR 💀

SYNO.API.Auth.RedirectURI



HTTP/1.1 302 Found
Location: AAAA.COM\r\n
ORANGE: NOGG\r\n
Content-Type: text/html; 
charset=UTF-8
Content-Length: 0

💀 Web API Restricted AFR 💀

SYNO.API.Auth.RedirectURI



💀 Web API Restricted AFR 💀

哇靠，
還真的有！



欸不是，我也看得
出來，只是還沒開

始看啊啊啊

你看我就說吧 😤
我要去搭⾞了，掰掰 

💀 Web API Restricted AFR 💀



💀 Web API Restricted AFR 💀

好啦，還是很厲害



Nginx 啟⽤了內部重導向，能透過 header
X-Accel-Redirect 回傳特定⽬錄底下的檔案

💀 Web API Restricted AFR 💀



💀 Web API Restricted AFR 💀

CRLF Injection 能夠讀 /volume 底下的檔
案，但重要的檔案都放在其他⽬錄



CRLF Injection 能夠讀 /volume 底下的檔
案，但重要的檔案都放在其他⽬錄

💀 Web API Restricted AFR 💀

廢洞 🤬



還有這麼多 API，
再找⼀個洞就好了





好痛苦，好無聊...
洞在哪？我不想看了🫠



去看其他服務轉換⼼情好了🥱



B\x10\x00\x06@protoB\x10\x00\x07versionB\x10\x00\x05major\x01\x04\x00
\x00\x00\x07\x10\x00\x05minor\x01\x04\x00\x00\x00\x00@\x10\x00\tx-for
wardB\x10\x00\x02ip\x10\x00\x0b10.20.30.40@@\x10\x00\x05agentB\x10\x0
0\x07versionB\x10\x00\x05build\x01\x04\x00\x00=\xab\x10\x00\x05major\
x01\x04\x00\x00\x00\x03\x10\x00\x04mini\x01\x04\x00\x00\x00\x01\x10\x
00\x05minor\x01\x04\x00\x00\x00\x04@\x10\x00\x08platform\x10\x00\x0bD
iskStation\x10\x00\x04type\x10\x00\x04sync@\x10\x00\rbody-continue\x0
1\x04\x00\x00\x00\x00\x10\x00\x04type\x10\x00\x06header\x10\x00\x04..

Syncd Raw Data



Magic Number Len

Tag Len Data

Tag Len Data

Tag Len Data

Tag Len Data

Vers Cmd

Protocol Format

0x25521814 Unused



Magic Number Len

Tag Len Data

Tag Len Data
PObject

Tag Len Data

Tag Len Data

Vers Cmd

Data Type

Protocol Format



STR 9 AAAAAAAAA

LONG 4 0x12345678

MAP Data MAP
END

"key_1"

"key_2"

"key_3"

Payload

PObject



STR 9 AAAAAAAAA

LONG 4 0x12345678

MAP Data MAP
END

"key_1"

"key_2"

"key_3"

Payload

PObject

{
    "key_1": "AAAAAAAAA",
    "key_2": 0x12345678,
    "key_3": {...}
}



"action": "test_connect"

Action Name Handler Auth
test_connect TestConnectionHandler::Handle ❌

resume_get_status GetResumeStatusHandler::Handle ✅
… … …

Authentication

Call Handler



noop
test_connection
encrypt_channel
query_server_info
get_portal_link
get_office_template_link
auth_advance_sharing
get_metrics

只有 8 個

Pre-Auth Action

batch_copy
batch_move
batch_download
batch_restore
batch_remove
batch_convert_office
empty_recycle_bin
…

超級多

Post-Auth Action



noop
test_connection
encrypt_channel
query_server_info
get_portal_link
get_office_template_link
auth_advance_sharing
get_metrics

只有 8 個

Pre-Auth Action

batch_copy
batch_move
batch_download
batch_restore
batch_remove
batch_convert_office
empty_recycle_bin
…

超級多

Post-Auth Action



get_metricsauth_
advan

ce_sh
aringget_office_template_link

get_portal_link
query_server_info

encrypt_channel
test_connectiontest

沒什麼功能可以戳😭

Pre-Auth



noop
test_connection
encrypt_channel
query_server_info
get_portal_link
get_office_template_link
auth_advance_sharing
get_metrics

只有 8 個

Pre-Auth Action

batch_copy
batch_move
batch_download
batch_restore
batch_remove
batch_convert_office
empty_recycle_bin
…

超級多

Post-Auth Action



Authentication

Sharing Token

Session

Pem
Search from DB

Username



Authentication

Sharing Token

Session

Pem
Search from DB

Username

🐓🥚



Authentication

Sharing Token

Session

Pem
Search from DB

Username

有給 Password

沒給 Password

Linux PAM



Authentication

Sharing Token

Session

Pem
Search from DB

Username

有給 Password

沒給 Password 檢查請求是否
來自 Local



Admin Center

syncd

裝置 APP

Synology Drive Server

瀏覽器



Admin Center

syncd

裝置 APP

Synology Drive Server

Remote Request

瀏覽器



Admin Center

syncd

裝置 APP

Synology Drive Server

瀏覽器

Local Request

Unix Socket



Admin Center

syncd

裝置 APP

Synology Drive Server

瀏覽器
Unix Socket

Local Request

好像有什麼地⽅怪怪的...



Admin Center

syncd

Synology Drive Server

裝置 APP

😈
我是 admin，

沒有密碼



Admin Center

syncd

Synology Drive Server

裝置 APP

😈
Remote 請求

，拒絕！



Admin Center

syncd

Synology Drive Server

瀏覽器

😈
我是 admin，

沒有密碼



Admin Center

syncd

Synology Drive Server

瀏覽器

😈

Unix Socket

我是 admin，
沒有密碼



Admin Center

syncd

Synology Drive Server

瀏覽器

😈

Unix Socket

Local 請求
，接受！



api=SYNO.SynologyDrive.Authentication
method=authenticate



💀 Syncd Auth Bypass 💀

給 username 但給空密碼

api=SYNO.SynologyDrive.Authentication&method=auth
enticate&version=3&username=admin&password=&...

SYNO.SynologyDrive.Authentication



💀 Syncd Auth Bypass 💀

SYNO.SynologyDrive.Authentication

"access_token":"d7af8a6643bd8a2cd6fd2c2a10ec89f6"

通過認證✌



batch_copy
batch_move
batch_download
batch_restore
batch_remove
batch_convert_office
empty_recycle_bin
…

Post-Auth Action

✅ 成功解鎖 Post-Auth Actions



等等，好像忘記什麼重要的事



07/30 11/0710/08

投影⽚進度：五張
講稿進度：0%



投影⽚進度：五張
講稿進度：0%

07/30 11/0710/08

出
⼤
事
啦
!





我 哆啦〇夢



07/18

哆啦 〇 夢
救救我

11/0808/06 10/1709/16

太晚講了吧 =  =_______10/08

報名截⽌



10/2510/1710/12 10/14
演講

匈⽛利布達佩斯 Pwn2Own Ireland

10/08 報名截⽌



batch_copy
batch_move
batch_download
batch_restore
batch_remove
batch_convert_office
empty_recycle_bin
…

Post-Auth Action

✅ 成功解鎖 Post-Auth Actions



10/08 10/2510/1710/12
報名截⽌10/10 10/14

演講

匈⽛利布達佩斯 Pwn2Own Ireland



💀 Syncd SQL Injection 💀

 CustomURL  使⽤者可控

Action "update_settings"



💀 - Syncd SQL Injection

Request
action=update_settings
session=<access-token
sharing_link_fully_custom_url=<iinput>

syncd
(TCP 6690)

payload

Action update_settings handler

SELECT * FROM table WHERE
sharing_link_custom_url = "<INPUT>"



💀 - Syncd SQL Injection

Request
action=update_settings
session=<access-token
sharing_link_fully_custom_url=<iinput>

syncd
(TCP 6690)

payload

Action update_settings handler

WEB
100

��





⽬標沒有裝 PHP__ 



⽬標沒有裝 PHP__ 



SQL(ite) Injection to RCE

✗  LOAD_EXTENSION() 
✗  寫 crontab 及 authorized_keys

✗  寫 current.users (.json) 登⼊



SQL(ite) Injection to RCE

✗  LOAD_EXTENSION() 
✗  寫 crontab 及 authorized_keys

✗  寫 current.users (.json) 登⼊



✗  LOAD_EXTENSION() 
✗  寫 crontab 及 authorized_keys

✗  寫 current.users (.json) 登⼊
？ 打 SQLite 記憶體洞！

SQL(ite) Injection to RCE



🚫 LOAD_EXTENSION() 

🚫 寫 crontab 及 authorized_keys

🚫 寫紀錄檔偽造 SESSION 登⼊

😨 打 SQLite 的記憶體洞！

SQL(ite) Injection to RCE



💀 - Syncd SQL Injection

Request
action=update_settings
session=<access-token
sharing_link_fully_custom_url=<iinput>

syncd
(TCP 6690)

payload

Action update_settings handler

SELECT * FROM table WHERE
sharing_link_fully_custom_url = "<INPUT>"
為什麼思考框框被限制在寫檔？



💀 - Syncd SQL Injection

Request
action=update_settings
session=<access-token
sharing_link_fully_custom_url=<iinput>

syncd
(TCP 6690)

payload

Action update_settings handler

SELECT * FROM table WHERE
sharing_link_fully_custom_url = "<INPUT>"

doom'; ATTACH DATABASE

'/path/to/Shell.php'
AS pwn; INSERT INTO…



💀 - Syncd SQL Injection

Request
action=update_settings
session=<access-token
sharing_link_fully_custom_url=<iinput>

syncd
(TCP 6690)

payload

Action update_settings handler

SELECT * FROM table WHERE
sharing_link_fully_custom_url = "<INPUT>"

doom'; ATTACH DATABASE

'/path/to/SQLite.db'
AS pwn; INSERT INTO…



💀 - Syncd SQL Injection

Request
action=update_settings
session=<access-token
sharing_link_fully_custom_url=<iinput>

syncd
(TCP 6690)

payload

Action update_settings handler

SELECT * FROM table WHERE
sharing_link_fully_custom_url = "<INPUT>"

😌
✗ 找那些⽬錄寫爛檔可以拿 Shell
✔ 找那些 DB 寫紀錄可以拿 Shell



• /etc/synoappprivilege.db

• /etc/synoautoblock.db

• /usr/syno/etc/dsmnotify.db

• /usr/syno/etc/esynoscheduler/esynoscheduler.db

• /usr/syno/etc/private/session/syno-pam-key.db

• /usr/syno/etc/private/session/syno-access-token.db

• /usr/syno/etc/private/session/sharing/sharing.db

• ...and more

那些內建的 SQLite 資料庫可以玩



• /etc/synoappprivilege.db

• /etc/synoautoblock.db

• /usr/syno/etc/dsmnotify.db

• /usr/syno/etc/esynoscheduler/esynoscheduler.db

• /usr/syno/etc/private/session/syno-pam-key.db

• /usr/syno/etc/private/session/syno-access-token.db

• /usr/syno/etc/private/session/sharing/sharing.db

• ...and more

那些內建的 SQLite 資料庫可以玩

/usr/syno/etc/private/session/syno-pam-key.db



Beginning with DSM 7 a new version of SYNO.API.Auth was introduced



id user scope key attribute1 attribute2 enabled
… admin … 0xec9184cfe1e3… NULL browser 0
… … … 0x96943a24b2f4… NULL browser 1
… … … … … … …

/usr/syno/etc/private/session/syno-pam-key.db



id user scope key attribute1 attribute2 enabled
… admin … 0xec9184cfe1e3… NULL browser 0
… … … 0x96943a24b2f4… NULL browser 1
… … … … … … …
… admin … 0xabf6bf6c4078… NULL browser 1

/usr/syno/etc/private/session/syno-pam-key.db



id user scope key attribute1 attribute2 enabled
… admin … 0xec9184cfe1e3… NULL browser 0
… … … 0x96943a24b2f4… NULL browser 1
… … … … … … …
… admin … 0xabf6bf6c4078… NULL browser 1

/usr/syno/etc/private/session/syno-pam-key.db

0xabf6bf6c4078…

這三⼩🤔



 逆向⼯程 





SynoPAMLogin::Noise::HandShake_kk(&msg, …)



SynoPAMLogin::Noise::HandShake_kk(&msg, …)

ivate;NoiseCipherPrivate=cipher[1].NoiseCipherPrivate;*(_OWORD*)&v19=v12;if(NoiseCipherPrivate){if(*is_sin
le_thread)++DWORD2(NoiseCipherPrivate->vt);else sub_EBCE0(1u,(atomic_uint*)((char*)&NoiseCipherPrivate->vt
8));}v14=sub_1B0B0(&v20,ik_message,payload,out,pkey,out_hash,(SynoPAMLogin::NoiseCipherPrivate*)&v19);if(N
iseCipherPrivate){v15=atomic_load((unsigned __int64*)&NoiseCipherPrivate->vt+1);if(v15==0x100000001LL){v18
*(_QWORD*)&NoiseCipherPrivate->vt;*((_QWORD*)&NoiseCipherPrivate->vt+1)=0LL;(*(void(__fastcall**)(SynoPAML
gin::NoiseCipherPrivate*))(v18+16))(NoiseCipherPrivate);(*(void(__fastcall**)(SynoPAMLogin::NoiseCipherPri
ate*))(*(_QWORD*)&NoiseCipherPrivate->vt+24LL))(NoiseCipherPrivate);}else{if(*is_single_thread){v16=DWORD2
NoiseCipherPrivate->vt);DWORD2(NoiseCipherPrivate->vt)=v16-1;}else{v16=sub_EBCE0(0xFFFFFFFF,(atomic_uint*)
(char*)&NoiseCipherPrivate->vt+8));}if(v16==1)std::_Sp_counted_base<(__gnu_cxx::_Lock_policy)2>::_M_releas
_last_use_cold(NoiseCipherPrivate);}}if(v20.ptr!=v20.data)operator delete(v20.ptr,*(_QWORD*)v20.data+1LL);
eturn v14;}void __fastcall __noreturn sub_1BFF8(struct _Unwind_Exception*a1){_QWORD*v1;__int64 v2;if(v1)st
::_Sp_counted_base<(__gnu_cxx::_Lock_policy)2>::_M_release(v1);std::string::_M_dispose(v2);Unwind_Resume(a
);}__int64 __fastcall SynoPAMLogin::Noise::HandShake_kk(string*kk_message,__int64 a2,string*payload_string
string*pkey,__int64 out_hash,__int64 a6){__int128 v12;__int64*v13;unsigned int v14;unsigned __int64 v15;in
 v16;__int64 v18;__int128 v19;string v20;__int64 v21;v21=*(_QWORD*)off_111F00;v20.ptr=v20.data;sub_1A300(&
20,"Noise_KK_25519_ChaChaPoly_BLAKE2b",(__int64)"");v12=*(_OWORD*)a6;v13=*(__int64**)(a6+8);v19=v12;if(v13
{if(*is_single_thread)++*((_DWORD*)v13+2);else sub_EBCE0(1u,(atomic_uint*)(v13+1));}v14=sub_1B0B0(&v20,kk_
essage,payload_string,a2,pkey,out_hash,(SynoPAMLogin::NoiseCipherPrivate*)&v19);if(v13){v15=atomic_load((u
signed __int64*)v13+1);if(v15==0x100000001LL){v18=*v13;v13[1]=0LL;(*(void(__fastcall**)(__int64*))(v18+16)
(v13);(*(void(__fastcall**)(__int64*))(*v13+24))(v13);}else{if(*is_single_thread){v16=*((_DWORD*)v13+2);*(
_DWORD*)v13+2)=v16-1;}else{v16=sub_EBCE0(0xFFFFFFFF,(atomic_uint*)(v13+1));}if(v16==1)std::_Sp_counted_bas
<(__gnu_cxx::_Lock_policy)2>::_M_release_last_use_cold(v13);}}if(v20.ptr!=v20.data)operator delete(v20.ptr
*(_QWORD*)v20.data+1LL);return v14;}void __fastcall __noreturn sub_1C1B8(struct _Unwind_Exception*a1){_QWO
D*v1;__int64 v2;if(v1)std::_Sp_counted_base<(__gnu_cxx::_Lock_policy)2>::_M_release(v1);std::string::_M_di
pose(v2);Unwind_Resume(a1);}__int64 __fastcall SynoPAMLogin::Noise::TestResponseKey(__int64 a1){__int64 v1
__int64*v2;int*v3;__int64 v4;char*v5;size_t v6;__uid_t v7;unsigned int v8;unsigned __int64 v9;int v10;__ui
_t v12;int v13;__uid_t v14;char*v15;unsigned __int8 v16;_QWORD*v17;int v18;unsigned __int64 v19;int v20;__
id_t v21;__uid_t v22;__int64 v23;__uid_t v24;int v25;__uid_t v26;__uid_t v27;int v28;__uid_t v29;__uid_t v
0;__int64 v31;__uid_t v32;int v33;__uid_t v34;char*ptr;__int64 v36;void*v37;size_t v38;__uid_t v39;int v40
__uid_t v41;size_t size;__int64 v44;int v45;_QWORD*v46;_QWORD*v47;char*v48;char v49[16];size_t v50;_QWORD*
51;void*dest;__int128 v53;void*v54;__int64 v55;__int64 v56[2];string v57;void*v58[2];__int64 v59[2];void*v
0;__int64 v61;__int64 v62[2];void*v63;__int64 v64;__int64 v65[2];void*v66[2];__int64 v67[2];void*v68[2];__

 SynoPAMLogin::Noise::HandShake_kk_



SynoPAMLogin::Noise::HandShake_kk(&msg, …)

ivate;NoiseCipherPrivate=cipher[1].NoiseCipherPrivate;*(_OWORD*)&v19=v12;if(NoiseCipherPrivate){if(*is_sin
le_thread)++DWORD2(NoiseCipherPrivate->vt);else sub_EBCE0(1u,(atomic_uint*)((char*)&NoiseCipherPrivate->vt
8));}v14=sub_1B0B0(&v20,ik_message,payload,out,pkey,out_hash,(SynoPAMLogin::NoiseCipherPrivate*)&v19);if(N
iseCipherPrivate){v15=atomic_load((unsigned __int64*)&NoiseCipherPrivate->vt+1);if(v15==0x100000001LL){v18
*(_QWORD*)&NoiseCipherPrivate->vt;*((_QWORD*)&NoiseCipherPrivate->vt+1)=0LL;(*(void(__fastcall**)(SynoPAML
gin::NoiseCipherPrivate*))(v18+16))(NoiseCipherPrivate);(*(void(__fastcall**)(SynoPAMLogin::NoiseCipherPri
ate*))(*(_QWORD*)&NoiseCipherPrivate->vt+24LL))(NoiseCipherPrivate);}else{if(*is_single_thread){v16=DWORD2
NoiseCipherPrivate->vt);DWORD2(NoiseCipherPrivate->vt)=v16-1;}else{v16=sub_EBCE0(0xFFFFFFFF,(atomic_uint*)
(char*)&NoiseCipherPrivate->vt+8));}if(v16==1)std::_Sp_counted_base<(__gnu_cxx::_Lock_policy)2>::_M_releas
_last_use_cold(NoiseCipherPrivate);}}if(v20.ptr!=v20.data)operator delete(v20.ptr,*(_QWORD*)v20.data+1LL);
eturn v14;}void __fastcall __noreturn sub_1BFF8(struct _Unwind_Exception*a1){_QWORD*v1;__int64 v2;if(v1)st
::_Sp_counted_base<(__gnu_cxx::_Lock_policy)2>::_M_release(v1);std::string::_M_dispose(v2);Unwind_Resume(a
);}__int64 __fastcall SynoPAMLogin::Noise::HandShake_kk(string*kk_message,__int64 a2,string*payload_string
string*pkey,__int64 out_hash,__int64 a6){__int128 v12;__int64*v13;unsigned int v14;unsigned __int64 v15;in
 v16;__int64 v18;__int128 v19;string v20;__int64 v21;v21=*(_QWORD*)off_111F00;v20.ptr=v20.data;sub_1A300(&
20,"Noise_KK_25519_ChaChaPoly_BLAKE2b",(__int64)"");v12=*(_OWORD*)a6;v13=*(__int64**)(a6+8);v19=v12;if(v13
{if(*is_single_thread)++*((_DWORD*)v13+2);else sub_EBCE0(1u,(atomic_uint*)(v13+1));}v14=sub_1B0B0(&v20,kk_
essage,payload_string,a2,pkey,out_hash,(SynoPAMLogin::NoiseCipherPrivate*)&v19);if(v13){v15=atomic_load((u
signed __int64*)v13+1);if(v15==0x100000001LL){v18=*v13;v13[1]=0LL;(*(void(__fastcall**)(__int64*))(v18+16)
(v13);(*(void(__fastcall**)(__int64*))(*v13+24))(v13);}else{if(*is_single_thread){v16=*((_DWORD*)v13+2);*(
_DWORD*)v13+2)=v16-1;}else{v16=sub_EBCE0(0xFFFFFFFF,(atomic_uint*)(v13+1));}if(v16==1)std::_Sp_counted_bas
<(__gnu_cxx::_Lock_policy)2>::_M_release_last_use_cold(v13);}}if(v20.ptr!=v20.data)operator delete(v20.ptr
*(_QWORD*)v20.data+1LL);return v14;}void __fastcall __noreturn sub_1C1B8(struct _Unwind_Exception*a1){_QWO
D*v1;__int64 v2;if(v1)std::_Sp_counted_base<(__gnu_cxx::_Lock_policy)2>::_M_release(v1);std::string::_M_di
pose(v2);Unwind_Resume(a1);}__int64 __fastcall SynoPAMLogin::Noise::TestResponseKey(__int64 a1){__int64 v1
__int64*v2;int*v3;__int64 v4;char*v5;size_t v6;__uid_t v7;unsigned int v8;unsigned __int64 v9;int v10;__ui
_t v12;int v13;__uid_t v14;char*v15;unsigned __int8 v16;_QWORD*v17;int v18;unsigned __int64 v19;int v20;__
id_t v21;__uid_t v22;__int64 v23;__uid_t v24;int v25;__uid_t v26;__uid_t v27;int v28;__uid_t v29;__uid_t v
0;__int64 v31;__uid_t v32;int v33;__uid_t v34;char*ptr;__int64 v36;void*v37;size_t v38;__uid_t v39;int v40
__uid_t v41;size_t size;__int64 v44;int v45;_QWORD*v46;_QWORD*v47;char*v48;char v49[16];size_t v50;_QWORD*
51;void*dest;__int128 v53;void*v54;__int64 v55;__int64 v56[2];string v57;void*v58[2];__int64 v59[2];void*v
0;__int64 v61;__int64 v62[2];void*v63;__int64 v64;__int64 v65[2];void*v66[2];__int64 v67[2];void*v68[2];__

Noise_KK_25519_Cha
ChaPoly_BLAKE2b

KK：握⼿⽅式表⽰雙⽅的靜態公鑰彼此已知
25519： 使⽤橢圓曲線進⾏密鑰交換
ChaChaPoly：主要訊息的加密⽅式
BLAKE2b：驗證訊息完整性所使⽤的雜湊函數



SynoPAMLogin::Noise::HandShake_kk(&msg, …)

ivate;NoiseCipherPrivate=cipher[1].NoiseCipherPrivate;*(_OWORD*)&v19=v12;if(NoiseCipherPrivate){if(*is_sin
le_thread)++DWORD2(NoiseCipherPrivate->vt);else sub_EBCE0(1u,(atomic_uint*)((char*)&NoiseCipherPrivate->vt
8));}v14=sub_1B0B0(&v20,ik_message,payload,out,pkey,out_hash,(SynoPAMLogin::NoiseCipherPrivate*)&v19);if(N
iseCipherPrivate){v15=atomic_load((unsigned __int64*)&NoiseCipherPrivate->vt+1);if(v15==0x100000001LL){v18
*(_QWORD*)&NoiseCipherPrivate->vt;*((_QWORD*)&NoiseCipherPrivate->vt+1)=0LL;(*(void(__fastcall**)(SynoPAML
gin::NoiseCipherPrivate*))(v18+16))(NoiseCipherPrivate);(*(void(__fastcall**)(SynoPAMLogin::NoiseCipherPri
ate*))(*(_QWORD*)&NoiseCipherPrivate->vt+24LL))(NoiseCipherPrivate);}else{if(*is_single_thread){v16=DWORD2
NoiseCipherPrivate->vt);DWORD2(NoiseCipherPrivate->vt)=v16-1;}else{v16=sub_EBCE0(0xFFFFFFFF,(atomic_uint*)
(char*)&NoiseCipherPrivate->vt+8));}if(v16==1)std::_Sp_counted_base<(__gnu_cxx::_Lock_policy)2>::_M_releas
_last_use_cold(NoiseCipherPrivate);}}if(v20.ptr!=v20.data)operator delete(v20.ptr,*(_QWORD*)v20.data+1LL);
eturn v14;}void __fastcall __noreturn sub_1BFF8(struct _Unwind_Exception*a1){_QWORD*v1;__int64 v2;if(v1)st
::_Sp_counted_base<(__gnu_cxx::_Lock_policy)2>::_M_release(v1);std::string::_M_dispose(v2);Unwind_Resume(a
);}__int64 __fastcall SynoPAMLogin::Noise::HandShake_kk(string*kk_message,__int64 a2,string*payload_string
string*pkey,__int64 out_hash,__int64 a6){__int128 v12;__int64*v13;unsigned int v14;unsigned __int64 v15;in
 v16;__int64 v18;__int128 v19;string v20;__int64 v21;v21=*(_QWORD*)off_111F00;v20.ptr=v20.data;sub_1A300(&
20,"Noise_KK_25519_ChaChaPoly_BLAKE2b",(__int64)"");v12=*(_OWORD*)a6;v13=*(__int64**)(a6+8);v19=v12;if(v13
{if(*is_single_thread)++*((_DWORD*)v13+2);else sub_EBCE0(1u,(atomic_uint*)(v13+1));}v14=sub_1B0B0(&v20,kk_
essage,payload_string,a2,pkey,out_hash,(SynoPAMLogin::NoiseCipherPrivate*)&v19);if(v13){v15=atomic_load((u
signed __int64*)v13+1);if(v15==0x100000001LL){v18=*v13;v13[1]=0LL;(*(void(__fastcall**)(__int64*))(v18+16)
(v13);(*(void(__fastcall**)(__int64*))(*v13+24))(v13);}else{if(*is_single_thread){v16=*((_DWORD*)v13+2);*(
_DWORD*)v13+2)=v16-1;}else{v16=sub_EBCE0(0xFFFFFFFF,(atomic_uint*)(v13+1));}if(v16==1)std::_Sp_counted_bas
<(__gnu_cxx::_Lock_policy)2>::_M_release_last_use_cold(v13);}}if(v20.ptr!=v20.data)operator delete(v20.ptr
*(_QWORD*)v20.data+1LL);return v14;}void __fastcall __noreturn sub_1C1B8(struct _Unwind_Exception*a1){_QWO
D*v1;__int64 v2;if(v1)std::_Sp_counted_base<(__gnu_cxx::_Lock_policy)2>::_M_release(v1);std::string::_M_di
pose(v2);Unwind_Resume(a1);}__int64 __fastcall SynoPAMLogin::Noise::TestResponseKey(__int64 a1){__int64 v1
__int64*v2;int*v3;__int64 v4;char*v5;size_t v6;__uid_t v7;unsigned int v8;unsigned __int64 v9;int v10;__ui
_t v12;int v13;__uid_t v14;char*v15;unsigned __int8 v16;_QWORD*v17;int v18;unsigned __int64 v19;int v20;__
id_t v21;__uid_t v22;__int64 v23;__uid_t v24;int v25;__uid_t v26;__uid_t v27;int v28;__uid_t v29;__uid_t v
0;__int64 v31;__uid_t v32;int v33;__uid_t v34;char*ptr;__int64 v36;void*v37;size_t v38;__uid_t v39;int v40
__uid_t v41;size_t size;__int64 v44;int v45;_QWORD*v46;_QWORD*v47;char*v48;char v49[16];size_t v50;_QWORD*
51;void*dest;__int128 v53;void*v54;__int64 v55;__int64 v56[2];string v57;void*v58[2];__int64 v59[2];void*v
0;__int64 v61;__int64 v62[2];void*v63;__int64 v64;__int64 v65[2];void*v66[2];__int64 v67[2];void*v68[2];__

端到端加密
(E2EE)

Noise_KK_25519_Cha
ChaPoly_BLAKE2b



id user scope key attribute1 attribute2 enabled
… admin … 0xec9184cfe1e3… NULL browser 0
… … … 0x96943a24b2f4… NULL browser 1
… … … … … … …
… admin … 0xabf6bf6c4078… NULL browser 1

/usr/syno/etc/private/session/syno-pam-key.db

 0x112233445566…

 舒服 __
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報名截⽌

10/10 10/14
演講10/15

匈⽛利布達佩斯 Pwn2Own Ireland





欸乾 admin 預設不啟⽤





找新漏洞
洩漏帳號



找新漏洞
洩漏帳號

 當乞丐跟
主辦要



死線前ㄉ我

找新露洞
洩漏帳號

找主辦⽅要
帳號名稱Hello Orange,

We will NOT provide the username.



CRLF Injection 能夠讀 /volume 底下的檔
案，但重要的檔案都放在其他⽬錄

💀 Web API Restricted AFR 💀

廢洞 🤬



/volume1/@synologydrive/log/syncfolder.log



/volume1/@synologydrive/log/syncfolder.log

watch path to '/volume1/homes/…'
for user 'Pwn2Own2024User'.



CRLF Injection 能夠讀 /volume 底下的檔
案，但重要的檔案都放在其他⽬錄

💀 Web API Restricted AFR 💀

廢洞 🤬



CRLF Injection 能夠讀 /volume 底下的檔
案，但重要的檔案都放在 /usr

💀 Web API Restricted AFR 💀

廢洞 



這次真的結束了



Web API Restricted AFR 讀 log 檔，取得使⽤者名稱

Syncd Auth Bypass 取得對應使⽤者的認證令牌

將公鑰交換成合法的 BeeStation 網⾴端登⼊令牌

透過 Syncd 上的 SQL Injection 將公鑰新增到 DB

登⼊管理介⾯啟⽤ SSH 並連上機器 sudo 成 root ~#

1



Web API Restricted AFR 讀 log 檔，取得使⽤者名稱

Syncd Auth Bypass 取得對應使⽤者的認證令牌

將公鑰交換成合法的 BeeStation 網⾴端登⼊令牌

透過 Syncd 上的 SQL Injection 將公鑰新增到 DB

登⼊管理介⾯啟⽤ SSH 並連上機器 sudo 成 root ~#
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Web API Restricted AFR 讀 log 檔，取得使⽤者名稱

將公鑰交換成合法的 BeeStation 網⾴端登⼊令牌

透過 Syncd 上的 SQL Injection 將公鑰新增到 DB

登⼊管理介⾯啟⽤ SSH 並連上機器 sudo 成 root ~#

Syncd Auth Bypass 取得對應使⽤者的認證令牌
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Web API Restricted AFR 讀 log 檔，取得使⽤者名稱

將公鑰交換成合法的 BeeStation 網⾴端登⼊令牌

透過 Syncd 上的 SQL Injection 將公鑰新增到 DB

登⼊管理介⾯啟⽤ SSH 並連上機器 sudo 成 root ~#

Syncd Auth Bypass 取得對應使⽤者的認證令牌
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Web API Restricted AFR 讀 log 檔，取得使⽤者名稱

將公鑰交換成合法的 BeeStation 網⾴端登⼊令牌

透過 Syncd 上的 SQL Injection 將公鑰新增到 DB

登⼊管理介⾯啟⽤ SSH 並連上機器 sudo 成 root ~#

Syncd Auth Bypass 取得對應使⽤者的認證令牌
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https://docs.google.com/file/d/1tL_hki3jQBzp1n2VZxQhs0Ob_g-wA6We/preview




研究



研究



Q&A
戴夫寇爾股份有限公司
contact@devco.re
02-2577-0925


