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Agenda

n The Underground card shops business
產業現況和分工：AI 和技術進步帶來挑戰

n No-OTP Phishing vs. 
Real-time Phishing 同步魚：中間人攻擊

n PhaaS: Phishing-as-a-Service & Case Study
魚塘：雲端代管訂閱制釣魚網站平台 案例

n Detection & Countermeasures

n Conclusion & Next Steps
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This research is conducted in 
full compliance with the law, 
and no criminal activity was 

involved.

Disclaimer



The Underground card shops business



Source: 工商時報

In Taiwan, card fraud caused 3.2 billion TWD lost in 2023.
Over 12.4 billion TWD all kinds of scam lost in 2024.



Source: 日本クレジット協会

In Japan, credit card fraud reached 55 billion yen in 2024, 
the highest amount ever. 
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JavaScript
Injection

Phishing Trojan 
Malware

Data Breach

Methods to acquire credit card info

Server hacked User hacked
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Source: 
• Devising and Detecting Phishing Emails Using Large Language Models, IEEE
• フィッシング対策協議会

AI’s Impact: Lowering costs & increasing incentive for 
phishing attacks

§ LLM-assisted social engineering phishing 
emails have higher click-through rates 
compared to those created by humans.

§ LLM can automate phishing generation,
cutting labor costs by 95% (20x faster)

§ A phishing site can be made or updated
with LLM in a few mins

Phishing sites grew 20X in 5 years 



Goal: to understand the structure of Real-time phishing, 
and how it changed the phishing value chain

Amazon Misused - Reports Flood Social Media: 'Two-
Factor Authentication Bypassed' 73.6 Million Yen Fraudulent Transfer in 10 Minutes



APAC is one of the main targets of credit card fraud
n Lots of Leaked Data in the dark web
n Lower Language barrier: to send out phishing

sites & cooperate with local criminals
n Cheap Price for sim card purchase
n Lots of card fraud marketplaces in the dark 

web (IRC/Forum → QQ/WeChat → TG)

Goal: to understand the value chain of Chinese carding fraud

Chinese card shop ecosystem targeting APAC



Online
Training



No-OTP Phishing vs. 
Real-time Phishing 同步⿂(中間⼈攻擊)



n Select monetization method
n Credit limit evaluation
n OTP authentication disablement

Initial Set up Phishing 
Site Prep

Domain /
VPS Set up

Phishing 
Mail Prep & 

Delivery

Card Using 
Set up Use Card Monetizati

on

Phisher

n VPS / RDP setup
n Residential Proxy
n Check IP not in blacklist
n Change MAC or hardware ID
n Clean cookies / DNS / 

cache

n e-mail database
n Email address domain preparation
n Phishing e-mail lure setup
n SMTP setup to deliver lure mail

n Phishing kit
n Phishing kit domain

Carder Monitizer

No-OTP Phishing 傳統流程：從釣魚網站、盜刷到套現



Real-time Phishing 同步⿂ became popular since 2020~

Victim

Login + Card info

OTP

Login + Card info

OTP

Adversary-
in-the-
middle

Phishing Site Real Website

CN Actors called the TTP Real-time Phishing 同步魚 while Microsoft referred it as Adversary-in-the-middle Phishing.
https://www.microsoft.com/en-us/security/blog/2023/06/08/detecting-and-mitigating-a-multi-stage-aitm-phishing-and-bec-campaign/

Shopping Site

https://www.microsoft.com/en-us/security/blog/2023/06/08/detecting-and-mitigating-a-multi-stage-aitm-phishing-and-bec-campaign/


Victim

Adversary-
in-the-
middle



Actor 後台：



Login + Card info

OTP

Adversary-
in-the-
middle

Real Website

Shopping Site



Victim

Adversary-
in-the-
middle



Login + Card info

OTP

Adversary-
in-the-
middle

Real Website

Shopping Site

Success!



Why doesn’t OTP code work well?

● Adversary-in-the-middle always relay
● Or just ask the user for challenge code



PhaaS: Phishing-as-a-Service ⿂塘
(雲端代管訂閱制釣⿂網站平台)



Online
Training



SaaS Business Model explained

Software 
Product

Subscription
Cycle

Subscription
Payment

SaaS
company

User



Phishig Site
& Backend 

Management UI

Subscription
Cycle

Subscription
Payment through 

USDT

PhaaS
Provider

Phishing
Actors

PhaaS Business Model  (魚塘) 雲端代管訂閱制釣魚網站



Types of Phishing-as-a-Service

Phishing Kit
Preparation

Domain /
VPS Set Up

Phishing Mail 
Prep & 
Delivery

Card Using 
Set up 

Use Card Monetization

No PhaaS
Full-stack Engineer

Half PhaaS 源碼商店
AppStore Framework

Full PhaaS⻥塘
Managed Hosting

Monetizer

PhaaS provider role Phishing Actor role

Phisher Carder



Tech Stack of Half / Full PhaaS

Cloud VPS: Tencent, Alibaba

Host Panel: BaoTa, cPanel

Docker Image: PhaaS Framework 
(w/ AppStore 源碼商店)

Phishing Kits Templates 源碼 Half-PhaaS
AppStore Framework

Full-PhaaS
Managed Hosting



Definition of Half/Full PhaaS

Prepare a ubuntu VPS: $10~20 USD/month

Set up phishing framework on the VPS

Get a domain
• Purchase a domain for phishing site 
• or Register a Dynamic DNS

Point the domain’s DNS Record to the VPS IP Address

One-click deploy of Phishing Template from AppStore

Start sending out Phishing Link

1

2

3

4

5

6

Half-PhaaS:
AppStore Framework

Full-PhaaS:
Managed Hosting

Phisher’s job:

(require Linux skills)

(require more $$$)



From early 2023, 50+ of PhaaS providers observed 
across Chinese Card Shops, mostly w/Real-time Phishing



PhaaS: Phishing as a Service Case Study



§ Subscribers: 2600+
§ Focused on Delivery Services
§ Pricing: Pay with USDT

Options Daily Weekly Monthly

No PhaaS Phishing 
Kit Source Code

520U One time

Half-PhaaS
AppStore Framework
No domain & VPS

30U 90U 220U

Full-PhaaS
Managed Hosting

120U 260U

Case Study 1/2 – Panda Shop 熊貓源碼商店



§ Subscribers: 3000+
§ Focused on various Post Office theme
§ Pricing: Pay with USDT

Case Study 2/2 – Magic Cat 神奇貓貓

Options Daily Weekly Monthly

No PhaaS Phishing 
Kit Source Code

-

Half-PhaaS
AppStore Framework
No domain & VPS

- 88U 288U

Full-PhaaS
Managed Hosting

- 138U 338U



PhaaS Providers: Earning like senior software engineer!

Panda Shop Magic Cat



A lot of related phishing sites built on the same VPS IP



Let’s explore the frameworks

Panda Shop Magic Cat



How to deploy a PhaaS Framework to VPS

● 宝塔Linux⾯板 ⼀鍵 install
OR

● Docker install
curl https://deploy.magic-
cat.world/install.sh

● 教學影⽚ step by step







MagicCat Docker & License Daemon

● Docker 安裝 script 貼上就自動裝，隨機產生後台密碼



App Store – US phishing sites

IRS: Internal Revenue Service 

US Mercari
US Amazon

Fedex

UPS

USPS

USPS (new)

App store



App Store – SG phishing sites

ETC

Fairprice

Singtel

Singapore Post

App store



App Store: 300 Phishing templates 140 countries available

70% Post Office
20% Telecom Bill

10% Others



Downloaded phishing template displayed

Japanese Electricity 
Phishing Site Downloaded

App store



Phishing Site App store, with one-click SSL Encryption

One-click SSL (Let’s Encrypt)
No need for Cloudflare CDN

App store



Anti-Red 防红
Red: Phishing Warning

Anti-Red: A method to block
out organizations and
visitors that may threaten
the existence of the website

Settingsa



§ IP API Key: GeoIP/Reputation 
lookup

§ Allowlist IP, Countries
§ Redirect URL
§ Entrance Key when visiting URL

User-friendly Anti-Red Features

Settingsa

Only when URL parameter is correct 
can the phishing site be accessed

[X] http://tepco.phisher.tk
[V] http://tepco.phisher.tk/?donut

Anti-Red Setting

Enable URL Entrance Key

AllowList Country

URL Entrance Key

Enable Anti-Red shield

Redirect URL 
after card input



Actors work very hard 24 x 7 值班工讀生

Notification Sound

Voice alert on Card arrival

Voice alert on OTP arrival

Speak out order ID

Sound effects

Enable sound effect

TG Notification

TG Chat ID

TG BOT Token

Complete info

Precise info

Notify on OTP

Support 24 x 7 
Monitoring Alert to 

wake up actor from 
sleeping

Settingsa



Highlight specified card BINs Custom front-end message

Settingsb

Support Front End & Notification Change



Let’s try the phishing site..

The card does not support the 
transaction, please use another card

Another weird Japanese

weird Japanese

Real-time datab



Receive victim card info & OTP code in real time

Credit Card Real Time Dataa



Meanwhile behind the scene… (actor’s backstage)

Inputting card

Realtime status

The user has submitted the card info,
Please respond ASAP! 

OTP

APP verification

Deny card

Skip to complete

Real-time datab



OTP page

• Unnatural Japanese instructions & Button
• Master Card Logo

Real-time datab



50+ versions of PhaaS observed in Chinese Card shop



• Card Number: Accept / Deny

• OTP: Accept / Deny

• Card Expiration Date

• CVV

• Card Type: Debit / Credit

• BIN info: Card country, Brand, Issuer 
Bank, Card Rank

• IP

• Visitor Status: Online / Offline

• Visitor Stage: Accessing / Filling in 
card info / Waiting for OTP input / 
Completed input

• Referral Link

Essential Meta-data

Real-time Phished Collected Victim Info

Real-time datab

• Personal Info: Name, Phone, 
Zipcode, Birth Date, e-mail

Advanced



Visualization Dashboard – example

Visualization Dashboardc

Anti-Red
Statistics Today

Total clicks

Successful visit

Interceptions

No. of users



Account Management 增加帳號給工讀生

Account Managemente

Account Management

Add user



Types of Phishing-as-a-Service

Phishing Kit
Preparation

Domain /
VPS Set Up

Phishing Mail 
Prep & 
Delivery

Card Using 
Set up 

Use Card Monetization

No PhaaS
Full-stack Actor

Half PhaaS源碼
AppStore 
Framework

Full PhaaS鱼塘
Managed Hosting

PhaaS provider Phishing Actor

Phisher Carder Monetizer



Phishing Kit
Preparation

Domain /
VPS Set Up

Phishing Mail 
Prep & 
Delivery

Card Using 
Set up 

Use Card Monetization

No PhaaS
Full-stack Actor

Phisher Carder Monetizer

§ Too many trivial tasks: Sending 
phishing mail, selling cards and 
negotiation

§ Easy to be cheated: Most 
card sellers in darkweb are 
scams

§ Lower Success Ratio

Disadvantages of No-PhaaS

PhaaS provider Phishing Actor



Phishing Kit
Preparation

Domain /
VPS Set Up

Phishing Mail 
Prep & 
Delivery

Card Using 
Set up 

Use Card Monetization

No PhaaS
Full-stack Actor

Half PhaaS源碼
AppStore 
Framework

Full PhaaS鱼塘
Managed Hosting

MonetizerPhisher Carder

Advantages of PhaaS: A more secure and positive 
environment for credit card fraudsters

§ Secure income & cashflow
§ Can focus on techniques

PhaaS provider Phishing Actor



Phishing Kit
Preparation

Domain /
VPS Set Up

Phishing Mail 
Prep & 
Delivery

Card Using 
Set up 

Use Card Monetization

No PhaaS
Full-stack Actor

Half PhaaS源碼
AppStore 
Framework

Full PhaaS鱼塘
Managed Hosting

MonetizerPhisher Carder

Advantages of PhaaS: A more secure and positive 
environment for credit card fraudsters

§ Earn illegal money without coding ability
§ Low possibility to be cheated
§ Have more control on the card information 

and quality



Phishing Kit
Preparation

Domain /
VPS Set Up

Phishing Mail 
Prep & 
Delivery

Card Using 
Set up 

Use Card Monetization

No PhaaS
Full-stack Actor

Half PhaaS源碼
AppStore 
Framework

Full PhaaS鱼塘
Managed Hosting

MonetizerPhisher Carder

Multiple income sources for the PhaaS providers

§ Earn illegal money without coding ability
§ Low possibility to be cheated
§ Have more control on the card information 

and quality

§ Secure income & cashflow
§ Can focus on techniques
§ Gain second-hand card 

info to resell / resue 



Conclusion & Next Steps



Successful phishing
site delivery

Victim – awareness

Victim – click

Victim – card info input

Correct card info input

Successful authentication

Successful cash-out

Success Rate of Real-time phishing is 2X of No-OTP !

Success Rate

0.01% ~ 0.1%

40% ~ 90%

> 70%

~ 0.001 – 0.01%Overall

80% ~ 100%

> 80%

~ 0.2 – 1.4%

0.01% ~ 0.1%

No-OTP Real-time



No-OTP phishing fraudsters always mimic victims’ environment 
in a more sophisticated manner than Real-time phishing

No-OTP Phishing

Challenges for defenders

• IP addresses can be forged
through Residential Proxy

• User-agent can be forged
through tools such as Adspower



BIN info: Card country

Challenges for defenders

• IP addresses can be changed 
through Residential Proxy

• Useragent can be changed 
through tools such as Adspower

Countermeasures for defenders

• Residential proxy database

• 3DSecure

• Passkeys and FIDO

• For Non-real-time services: 
Contact your customer

No-OTP Phishing Real-time Phishing

Challenges for defenders

• Card Holder protection issue

Countermeasures for defenders
• User Agent, IP, ISP, Language, screen size, geo-

info not recorded → Can Easily Detect abnormal 
user behavior

• Fraudsters typically reuse device fingerprints &
User Agents → Simplifying the tracking process

• For Non-real-time services: Contact your 
customer

Real-time phishing is easier to detect 
due to inconsistent environment/behavior



Initial Set up Phishing 
Site Prep

Domain /
VPS Set up

Phishing 
Mail Prep & 

Delivery

Card Using 
Set up Use Card Monetizati

on

Domain 
Provider

Email 
Provider

Payment Card Industry

EC merchant

Logistic Company

Browser 
Provider

§ Mobile Identity Verification: Identity verification through telecom SIM
§ Call/SMS your customer to verify transactions

§ Strong Authentication: Passkey, FIDO, Biometric Authentication, etc
§ Device Fingerprinting, timezone, GPU, IP reputation

Payment Card 
Industry

EC

§ Leverage AI/ML fraud detection Model
§ Call/SMS your customer to verify transactions

Countermeasures across the Phishing Value Chain

Stakeholders



Key Takeaways

n PhaaS (Phishing-as-a-Service, ⿂塘) 雲端代管訂閱制釣⿂平台的流⾏，
代表釣⿂產業的專業分⼯更細緻化，⽤ AppStore 快速佈署新 phish kit，
平台內建防紅等多種規避偵測，讓沒有技術背景的 actor 也能輕鬆上⼿！

n Real-time phishing (同步⿂) 中間⼈攻擊的流⾏，突破 OTP 驗證機制，
actor 必須 24 ⼩時值班，收到通知⽴刻盜刷交易，尚不易模擬完整環境

n 專業分⼯、攻擊⼿法、經濟環境讓各國釣⿂網站以 +50% YoY ⾼速成⻑，
盜刷成功率達以往兩倍，GenAI 以 20 倍速產⽣新社交釣⿂信和 Phish Kit 

n 防守⽅也必須不斷更新偵測⽅法，傳統阻擋規則逐漸被 ML 偵測模型取代
參數的增加、每週重新訓練、各⽅情資交換、合作阻擋才能應對新⼿法。



Thank you

strawberry.donut.research@gmail.com

Twitter @strawberrylux


