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The Underground card shops business




In Taiwan, card fraud caused 3.2 billion TWD lost in 2023.
Over 12.4 billion TWD all kinds of scam lost in 2024.
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In Japan, credit card fraud reached 55 billion yen in 2024,
the highest amount ever.

Credit Card Fraud lost (b.JPY)
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Methods to acquire credit card info
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Al’s Impact: Lowering costs & increasing incentive for
phishing attacks

Phishing sites grew 20X in 5 years

1,400,000
= |LM-assisted social engineering phishing 1,200,000 115655
emails have higher click-through rates 1,000,000 968,832
compared to those created by humans. 500,000
. . . 600,000 526,504
= LLM can automate phishing generation, >
cutting labor costs by 95% (20x faster) 100,000 224 676
200,000
55,789
= A phishing site can be made or updated 0
. i . 2019 2020 2021 2022 2023
with LLM in a few mins -
No. of reported phishing sites

Source:
» Devising and Detecting Phishing Emails Using Large Language Models, IEEE
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Amazon Misused - Reports Flood Social Media: "'Two-

73.6 Million Yen Fraudulent Transfer in 10 Minutes

T

Factor Authentication Bypassed'
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Goal: to understand the structure of Real-time phishing,
and how it changed the phishing value chain



Chinese card shop ecosystem targeting APAC

APAC is one of the main targets of credit card fraud
m Lots of Leaked Data in the dark web
m Lower Language barrier: to send out phishing
sites & cooperate with local criminals
m Cheap Price for sim card purchase
m Lots of card fraud marketplaces in the dark
web (IRC/Forum — QQ/WeChat — TG)

Goal: to understand the value chain of Chinese carding fraud
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No-OTP Phishing vs.

Real-time Phishing E4 £ (F




No-OTP Phishing B#t)i 12 : 1ERVRAEL: - HhIFIEIR

B Select monetization method

B Phishing kit B Credit limit evaluation
B Phishing kit domain B OTP authentication disablement
Initial Set up Rhishing Domain / MaPRiSP?ienpg& Card Using Monetizati
Site Prep VPS Set up Delivery Set up on
Phisher
B VPS / RDP setup B e-mail database
B Residential Proxy B Email address domain preparation
B Check IP not in blacklist B Phishing e-mail lure setup
B Change MAC or hardware ID B SMTP setup to deliver lure mail
B Clean cookies / DNS /

cache



Real-time Phishing [E %> & became popular since 2020~

Login + Card info

Shopping Site

®

Adversary-
666 in-the-
? middle
__OTP

Phishing Site Real Website

CN Actors called the TTP Real-time Phishing [5]2f & while Microsoft referred it as Adversary-in-the-middle Phishing.

https://www.microsoft.com/en-us/security/blog/2023/06/08/detecting-and-mitigating-a-multi-stage-aitm-phishing-and-bec-campaign/



https://www.microsoft.com/en-us/security/blog/2023/06/08/detecting-and-mitigating-a-multi-stage-aitm-phishing-and-bec-campaign/
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Login + Card info

Shopping Site

®

Adversary-
in-the-
middle

Real Website



Victim

Ope

Transurban
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Authentication

One verification code has been sent to your

registered mobile phone.Please check and submit it
to verify you are the account holder.
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Login + Card info
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Why doesn’t OTP code work well?
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e Adversary-in-the-middle always relay
e Or just ask the user for challenge code

B Microsoft

jeff:- LA olumbiasouthern.edu
Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

No numbers in yt
latest version.
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PhaaS: Phishing-as-a-Service fifE
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SaaS Business Model explained
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Phaa$S Business Model (1) ZlnfLE:] Rl # R AL

Eleais ———
O] [ ]
g Phishig Site Subscription
& Backend Cycle
e Management Ul
Provid ubscription ctors
roviaer Q Payment through

USDT



Types of Phishing-as-a-Service

_ : : Phishing Mail :
Phishing K it Domain / Prep & Card Using Use Card Monetization
Preparation VPS Set Up Delivery Set up

Phisher

No Phaa$
Full-stack Engineer

Half Phaa$ JRiE& 5
AppStore Framework

Full Phaa$S £ iE
Managed Hosting

Phaa$S provider role [l Phishing Actor role



Tech Stack of Half / Full PhaaS

Phishing Kits Templates /R4 Half-PhaaS

AppStore Framework
Docker Image: PhaaS Framework

_ Host Panel: BaoTa, cPanel
Cloud VPS: Tencent, Alibaba

Full-PhaaS
Managed Hosting




Definition of Half/Full Phaa$S

Phisher’s job:

Prepare a ubuntu VPS: $10~20 USD/month

Set up phishing framework on the VPS

Get a domain Half-PhaasS:
 Purchase a domain for phishing site > AppStore Framework

« or Register a Dynamic DNS (require Linux skills)

Point the domain’s DNS Record to the VPS IP Address

One-click deploy of Phishing Template from AppStore

: L . Full-Phaas:
Start sending out Phishing Link B \anaged Hosting

(require more $S9)




From early 2023, 50+ of Phaa$S providers observed
across Chinese Card Shops, mostly w/Real-time Phishing
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PhaaS: Phishing as a Service Case Study




Case Study 1/2 - Panda Shop

Subscribers: 2600+
Focused on Delivery Services
Pricing: Pay with USDT

Options Daily Weekly Monthly
No Phaa$ Phishing 520U One time
Kit Source Code
‘Half-Phaas 30U 90U 220U
AppStore Framework
Nodomain & VP
Full-Phaa$S 120U 260U

Managed Hosting

AR I IR A B )5

[ARIERIB 5] B 50E

2,441 subscribers

{ D

Pinned Message
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INERRIEEE - RIRNN & ZRIRBIF
!
BB T8 : @Pdaccbot

. ALER : @Pdada7

. JRESIERSNE : @h0000h
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K 4

| (O Leave a Comment
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Case Study 2/2 - Magic Cat 835553

Subscribers: 3000+

Focused on various Post Office theme

Pricing: Pay with USDT

Options Daily Weekly

No Phaa$S Phishing -
Kit Source Code

Half-Phaa$ - 388U
AppStore Framework
No domain & VPS

Full-Phaa$S -
Managed Hosting

Monthly

JJV)VIR RCS IM/ #3563 (23%) @

2,932 subscribers

TAELRRSZB/BEIESE » FEUbuntu22. 0489 RFTHIBR
%85 > RIERCE2h2g

https://zhuanlan.zhihu.com/p/103893335

MRIRRHEE 2 ERR SR AINS
hil

https://zhuanlan.zhihu.com/p/606759161

xshell RSS2 E TR T &itthiit
ctsarang.c

https:/www.n ang.com/en/free-for-home-school

EERIFIRS G - MMEX T RERED

curl https://deploy.magic-cat.world/install.sh -o install.sh
&& chmod +x install.sh && sudo /install.sh

KIEEF  TEFREHET

EEHIVXENRTHEREKS T

PRIEEIMAT cat public/config.json REBEEWSE
B




Phaa$S Providers: Earning like senior software engineer!

Panda Shop

USDT EOAO®
TVWU6GX2iWjSHcrgKzp8FcRtgJsPA78Rc1b (O &

Multi-Chain: | TRON © 0O
Overview ﬂ $ Data updated 12 min(s) ago
Balance Txs count
| 470.9798 USDT | 1,350

First seen (UTC)
| Jun 02, 2023, 01:57 PM

Last seen (UTC)
| Jun 03, 04:42 PM

Total received Total spent

| 204,246.6099 USDT 201,675.4381 USDT
Incoming txn Outgoing txn

| 1,329 | 21

USDT EOCAO

e TUJ3PmMB5f6cN1PVin5uz7A8aMRRY1gPhw3 (O =
TRON © 0O

Multi-Chain:

Overview @J s

Balance
| 6,183.5165 USDT

First seen (UTC)
| Oct 29, 2023, 10:04 AM

Data updated seconds ago

Txs count
| 1,047

Last seen (UTC)
| Jun 04, 10:17 AM

Total received

I 300,515.9233 USDT

Total spent

294,332.4067 USDT

Incoming txn

| 865

Outgoing txn
| 1,082




A lot of related phishing sites built on the same VPS IP

43153398
Search results (19/19,sorted by da 3

& URL Age Size -4 IPs v f#
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@ www.post.ch/de 3 2months 2 2MB 85 12 3
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@ www.amazon.co.jp/ [ 2months § § 4MB 300 19 5 @

& www.post.ch/de @ 2months 2 2MB 85 12 3
@ www.post.ch/de T3 2 months Q 2MB 81 10 3
@ www.post.ch/de [ZEZ] 2months G 2MB 84 12 3
O www.smbc.co.jp/ [EEZ] 2months i 9MB 408 71 2 =
@ www.canadapost-postescanada.ca/cpc/en/home.page I3 2months Q 5MB 96 11 3 =
& www.smbc.co.jp/ I3 2 months 3 § 9MB 423 71 2 E=E
& www.smbc.cojp/ T3 2 months &R 8MB 449 75 6 e
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Let’s explore the frameworks

PANDA
Hi,Welcome




How to deploy a PhaaS Framework to VPS

o FIELinuxmik —&E install

OR X
e Docker install
curl https://deploy.magic- 2 o
cat.world/install.sh

% Q ‘

o HEZE’H step by step
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Upgrade 11 Packages (+15 Deper|

el £ T FHEIR FERENA BERERERAINA LNMP

Downloading packages:

o = [mysql-5.7] —L%&H&ZE _/:EZ_ %ﬁ:l
Nglnx 1.22

MySQL 5.7

Pure-Ftpd 1.0.49

PHP 7.4

phpMyAdmin 5.2
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MagicCat Docker & License Daemon

e Docker % script i LB &3S - BIREEERSERM

Total reclaimed space: 305.9MB

Container root-api-1

Container root-mysql-1

Contalner root-web-msg-sender-1

Container root-web-1
root@example:~# |

root@example:~# cat public/config.json

{

"admin-entrypoint”: "cgScGavQrl”,

"admin-user”: "OK1tu8Bbri™,

"admin-passwd": "YqVzX7ngNuCkoOn"
}rooteexample:~# §§




App store

App Store - US phishing sites
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App store

App Store - SG phishing sites
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Phishing Site App store, with one-click SSL Encryption
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Anti-Red PH4l

806 Security error

&« [« W B phishing.safebrowsingtest.com IR

Phishing attack ahead

pogle or type URL

Attackers on phishing.safebrowsingtest.com might try to trick you to steal your
information (for example, passwords, messages, or credit cards).

Back to safety

9 Settings

A Red: Phishing Warning

Anti-Red: A method to block
out organizations and
visitors that may threaten
the existence of the website



User-friendly Anti-Red Features

PreLieE

FHRAOKEYISIIE

FHEBAETISIIE

rakuten.cc https://www

Anti-Red Setting

=555 AllowList Country

(F: en,tw,nk
|
Redirect URL
after card input

URL Entrance Key

Enable URL Entrance Key

Enable Anti-Red shield

9 Settings

IP APl Key: GeolP/Reputation
lookup

Allowlist IP, Countries

Redirect URL

Entrance Key when visiting URL
Only when URL parameter is correct
can the phishing site be accessed

[X] http://tepco.phisher.tk
[V] http://tepco.phisher.tk/?donut



Actors work very hard 24 x 7 183 _

Support 24 x 7
Monitoring Alert to
wake up actor from
sleeping

9 Settings

3.5

O ==

B irmesm

@ veews

RArER
FHaE

e

Speak out order ID

Enable sound effect

:++ Forms

swaiz  Notification Sound
o Voice alert on Card arrival
~....9 Voice alert on OTP arrival

e

RIS T

M o 0 |
x )

A3 A

Sound effects

) . — admin090
& d — Admin ¥

teesmy 16 Notification

TG Chat ID

A CHATID

" TG BOT Token

==

Complete info

$A\BOT TOKEN

o
R ° o
=ERES

(5 1

Precise info

- P Notify on OTP




Support Front End & Notification Change

@ Settings

%5

. — %
7o

1282 Highlight specified card BINs

429769

gitmEAXEER  Custom front-end message

Card information is incorrect

358787

Verification code error
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BInegs {2 app B I3GEE app verification reminder
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S ATSRNEIE Not the correct card nu
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o . o
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3 LIES This card is not supported

BIngE

BREFRAGERENA,

ENEE

aines SRR RANGEE Change to another card
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Let’s try the phishing site..

@ Real-time data
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FhomyYiEds

h-FiiR#
Strawioerry Donut
h—F&%

1234 5678 1234 5678

ZOH—FIR DI F—tLTOE B A BIDH—FEREL I

The card does not support the =S EE s = o=

transaction, please use another card
5 2 =

EERETS

123

Another weird Japanese
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e Credit Card Real Time Data

Receive victim card info & OTP code in real time

'5_1;\ —> Dashboard
(6]
Dashboard >

® mn 4

S 100 - SEE
D ne
0087 Destini Tamboer
0086 Dianne Graham
Q ot o 085 Alexus Pointdujour
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IDOOSTRRT
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) EEEE-PANDAS

A

8
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Search here,
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081 debit SEsEe, =
134 debit B+ =i
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HBA Tow &
600 debit

R fa
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@ Real-time data

Meanwhile behind the scene... (actor’s backstage)

feay

LIRS memmAm SFAR O

erification

hi ®s:3 B s | 12345 Strawberry Donut 0125 | 123 | B
w zess  Realtime status ' 7™ wyrswemm | ssnssmosns 0 EREReE:E) o EEHR(SEE
B muEs Inputting card
® BEEE
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— Please respond ASAP! Renygeard
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@ Real-time data

OTP page
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 Unnatural Japanese instructions & Button
« Master Card Logo



0+ versions of Phaa$S observed in Chinese Card shop
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Real-time Phished Collected Victim Info

Essential

« Card Number: Accept / Deny
 OTP: Accept / Deny
« Card Expiration Date

- CWV

Advanced

Personal Info: Name, Phone,
Zipcode, Birth Date, e-mail

Meta-data

Card Type: Debit / Credit

BIN info: Card country, Brand, Issuer
Bank, Card Rank

IP

Visitor Status: Online / Offline
Visitor Stage: Accessing / Filling in
card info / Waiting for OTP input /
Completed input

Referral Link

@ Real-time data



@ Visualization Dashboard

Visualization Dashboard - example

Dashboard dm:;o:: ¥
Dashboard > &3
Anti-Red
ERRE Statistics Today
5 Fas " Total clicks
. Clicks EI
- [ 0 Successful visit
I
s/ AR el m Interceptions
=% B~ BE
87 3 BraE : "
No. of users
BR i == S Ak




e Account Management

Account Management IEIRSE45 T ;B4
D BPEE & ¢ o =i

Add user

Dashboard > FHEE  Account Management ki

admin090 °




Types of Phishing-as-a-Service

. : : Phishing Mail :
Phishing K it Domain / Prep & Card Using Use Card Monetization
Preparation VPS Set Up Delivery Set up

Phisher
No PhaaS

Half Phaa$ J51E
AppStore
Framework

Full Phaa$S £ 1#
Managed Hosting
Phaa$S provider . Phishing Actor



Disadvantages of No-Phaa$

. : : Phishing Mail :
Phishing K it Domain / Prep & Card Using Use Card Monetization
Preparation VPS Set Up Delivery Set up

Phisher

No Phaa$S
Full-stack Actor
= Too many trivial tasks: Sending = Easy to be cheated: Most
phishing mail, selling cards and card sellers in darkweb are
negotiation scams

= |Lower Success Ratio

Phaas$S provider . Phishing Actor



Advantages of Phaa$S: A more secure and positive
environment for credit card fraudsters

. : : Phishing Mail :
Phishing K it Domain / Prep & Card Using Use Card Monetization
Preparation VPS Set Up Delivery Set up

Phisher

No PhaaS
Full-stack Actor

Half Phaa$ J51E
AppStore
Framework

Full PhaaS f3E
Managed Hosting

Secure income & cashflow Phaa$ provider [l Phishing Actor
Can focus on techniques



Advantages of Phaa$S: A more secure and positive
environment for credit card fraudsters

. : : Phishing Mail :
Phishing K it Domain / Prep & Card Using Use Card Monetization
Preparation VPS Set Up Delivery Set up

Phisher

No PhaaS
Full-stack Actor

Half Phaa$ J51E
AppStore
Framework

Full PhaaS f3E
Managed Hosting

Earn illegal money without coding ability

= Low possibility to be cheated
= Have more control on the card information

and quality



Multiple income sources for the Phaa$S providers

. : : Phishing Mail :
Phishing K it Domain / Prep & Card Using Use Card Monetization
Preparation VPS Set Up Delivery Set up

Phisher
No PhaaS

Half Phaa$ J51E
AppStore
Framework

Full PhaaS f3E
Managed Hosting
= Secure income & cashflow = Earn illegal money without coding ability

= Can focus on techniques = Low possibility to be cheated
= Gain second-hand card = Have more control on the card information

info to resell / resue and quality



Conclusion & Next Steps




Success Rate of Real-time phishing is 2X of No-OTP !

Successful phishing
site delivery

Victim - awareness

Victim - click

Victim - card info input No-OTP

Correct card info input 0.01% ~ 0.1% 0.01% ~ 0.1%
Successful authentication 40% ~ 90% 80% ~ 100%
Successful cash-out > 70% > 80%

Overall ~ 0.001 - 0.01% ~0.2-1.4%



No-OTP phishing fraudsters always mimic victims’ environment
in a more sophisticated manner than Real-time phishing
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C h a l le n ges fo r d efe n d e rS ProxyList TodaylList API Program Settings

t | random

through Residential Proxy Country Code 2Zips randen
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Real-time phishing is easier to detect
due to inconsistent environment/behavior

No-OTP Phishing

Real-time Phishing

Challenges for defenders Challenges for defenders

» |IP addresses can be changed .

through Residential Proxy

Card Holder protection issue

» Useragent can be changed Countermeasures for defenders

through tools such as Adspower

Countermeasures for defenders
» Residential proxy database

« 3DSecure

» Passkeys and FIDO

 For Non-real-time services:
Contact your customer

User Agent, IP, ISP, Language, screen size, geo-
info not recorded — Can Easily Detect abnormal
user behavior

Fraudsters typically reuse device fingerprints &
User Agents — Simplifying the tracking process

For Non-real-time services: Contact your
customer



Countermeasures across the Phishing Value Chain

. . Phishing : e
e Phishing Domain / . Card Using Monetizati
Initial Set up Site Prep VPS Set up M%]elllia\;gfy & Set up Use Card on

Payment Card Industry

Stakeholders EC merchant

= Mobile Identity Verification: Identity verification through telecom SIM
Industry = Call/SMS your customer to verify transactions
= Strong Authentication: Passkey, FIDO, Biometric Authentication, etc
= Device Fingerprinting, timezone, GPU, IP reputation
= Leverage Al/ML fraud detection Model
= Call/SMS your customer to verify transactions



Key Takeaways

Phaas$ (Phishing-as-a-Service, fa#E) ExmNEFT BAHSIRFLERRIT -
RENAEXZNFES TEMAE L - B AppStore IR EFT phish kit »
LA NEFASEZEREEL  BRERMTE =M actor iR L F |
Real-time phishing (E% &) REARERIRIT > 28 OTP EREE#H
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