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Firmware



How to Download Firmware
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e Firmware Download

« I Angelboy {EZ=



Take a Closer Look...
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id=0TUwWM2JiNTA4&cmp=ABR&lang=EN
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Firmware Extraction

I Synacktiv BITEZ

* https://www.synacktiv.com/en/publications/the-printer-goes-brrrrr
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Firmware Extraction

e Firmware Z#Z3J3E7E Updater 4£[H

« EHE Windows / Mac BY Updater » #3r] LA

« FH Signature I Segment (U EHEAREZE S HARM AL Load 7
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Firmware Extraction

FARE R GZIP fZER4E H 3K




Firmware Extraction

8 Firmware Container il ¥ 1 3K
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Canon DryOS

e =—1E Real-Time OS

¢« A& Linux based » th AE%E B RTOS

« DryOS 725X Canon IRZZEm » BIE1E1E - EIFR15...

« RlE#RZ Low Level Primitive

o« ZBERFMAES] » ZRMIL
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Reverse Engineering DryOS

e SIE OS 1HEIRY Function t&252 1 3K

e RTOS #2MEHY Service/Routine LA Thread B A E LK

» 12501 RTOS EETAEIR L R BELCR IR E R IR 1B

* |logging, thread, ...
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Important Services

HTTP /HTTPS

IPP

MDNS

Jetdirect (Page Description Language)

SOAP (Simple Object Access Protocol)

Canon Administration Proprietary Protocol (CADM)
Service Location Protocol (SLP)

Web Services Dynamic Discovery (WSD)
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Exploited Important Services

HTTP / HTTPS

IPP

MDNS

Jetdirect (Page Description Language)
SOAP (Simple Object Access Protocol)

Canon Administration Proprietary Protocol (CADM)

Service Location Protocol (SLP)

Web Services Dynamic Discovery (WSD)
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Past Researches

e« HTTP/HTTPS « SOAP
» CGil  Simple Object Access Protocol
» Stack based Buffer Overflow  Stack based Buffer Overflow

e |[PP e CADM
 Count Up « Canon Administration

* Integer Overflow Proprietary Protocol

e mDNS * Heap Overflow

 Buffer Overflow
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Simple Object Access Protocol
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SOAP Services

« DryOS —1[E3&1LHY Service » iRIE1E Service 18Ry Payload #B& SOAP
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Service Registration

» SOAP Service [ FRIINEEE —EiF s

 “s|RegistServiceV6” B &HiE SOAP Handler
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« SOAPService Array

o Array BE



SOAPService Structure




SOAPService Structure

Service Name




SOAPService Structure

Handler Function




SOAPService Structure

SOAP B &jJiFHY Endpoint Path
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SOAP Services

Security Policy Service
Print Job Service

Probe & Resolve Service
Subscribe Service
Sample Service

Updater Service

Import/Export Service
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SOAP Services

Exploited by YingMuo @ 2024

Security Policy Service
Print Job Service
Probe & Resolve Service
Subscribe Service
Sample Service

Updater Service

Import/Export Service
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SOAP Services

Security Policy Service

Print Job Service

Probe & Resolve Service

Subscribe Service RBLTEERRA
Sample Service

Updater Service

Import/Export Service
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SOAP Services

Security Policy Service
Print Job Service

Probe & Resolve Service
Subscribe Service
Sample Service

Updater Service

Import/Export Service <————————— FEXIH |
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Import / Export Service



Import / Export

- BEEHIRME LEEABEMDA Service

. @38 SOAP Service B &f

¢« H—{EB2LH Backup File Format

¢ “DCM” (AEEBEZAME)
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Import / Export

« DCM FIBAEFFEIZ A [E] Subsystem BYE{D =i

e 7@3® Command|DList 2RI EEFHTERILE Subsystem

e Address Book
e Printer Policies

* Aladdin (?)
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Import / Export Endpoints

o 351[E Service Iefft 7T —L A DAELHY Endpoints
» 712 Export AY Subsystem

- [&EA/[& L DCM

» HY4S DCM #& UV R A 5%

e & Export Job #J DCM File
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Import / Export Endpoints

o 351[E Service 1 7 —LER] LABHEY Endpoints
e importDataA - £, DCM
« exportDataA - iR#E CommandIDList [& 1+ DCM

» getExportData - & Export Job Ay DCM File
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DCM Import / Export

Import / Export Request = ZE %15
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o RIESHE R INE DCM

o ADEEZREERY Hash » [EARFFEZE Hash
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Export Request: CommandList & Password
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Export Job
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Import Request: DCM & Password
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Import Job
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Export Job
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Import / Export Service
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DCM
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0" encoding="UT
F-5" 7==device_c
onfiguraktion xml
ns="htkp://wan. c
anon, com/ns/ack]
ve/deviceConfigu
rationManagemenkt
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GZip







» GZIP fZR318 FHIEL Tar 597

1

1

)

o = EZRIENER M Subsystem Export HAYE )

DCM

5.2 Parse

¥ posix_header_ak_ OxEAOHEGDEEE
v [6] opofofoffulalalo
» header OxEAOHEGDEED
body BxBOEEOZOE

v [1] BxBEE4A200
¥ header BxAO04A5200
file name OxBA0EH442 00
unki  oxpoo4azed
unkz L 0x0004826C
I - 0x0004A274
zize S 000048270
unks OxBO044258
1dent OxBEE045294

> [2] BxB004A400
> [3] 0xBEE4A500
> [4] BxBO04A400

Exbwad4F1FF
Exbund4s1FF
ExbHEnalFF
e e A 0
Exbnd4a3FF
EBxDBDE4A35FF
ExbHn48263
BxORnEd4A26E
Bl D482 73
ExOBDEd452 7B
Ebn482aE 7
ExDBDE4A293
EBxODEd45296
EBxOBRE457FF
ExDDEa4A89FF
ExDBnEd4ADFF

324096 bykes
303616 bytes

512 bykes

302795 bytes

512 bykes
512 byktes
108 bykes
§ bytes
§ bytes
& bytes
12 bykes
12 bykes
§ bytes
1024 bykes
512 byktes
1024 bykes

MokETar[34]
struckt MNoETar
zkruck Header
SEring

struckt MoETar
skruckt Header
SEring

SEring

SEring

SEring

SEring

SEring

SEring

struckt MNoktTar
ztruckt MoETar
struckt MNoktTar

e e

F

‘=7xml wersion="1.0
1 .00 1

1 ... 1
"empby_filehx0E0%x00
" G644 xEa"
YATTITE N xEE"

AT ITE N xER"

g @Y xEE"

g @4 xEE"

" L7644\ x00"

EEE,
EE,
R,
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DCM Cont.

o S LMN4ERI DCM 2248 ~ Import / Export BE)H =

e OJDUMEFEITE DCM 12245 Printer 1277 |
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Recap. Import / Export

e DCM Bl EA[E Subsystem HIFEHDER

» M EREENEREAFENLESINER |
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Address Book






Address Book

s IRMBHNAMBIEE 1% > AABE—AEREE

 EEAPIMAGCEEE ~ EF1ERRYE

,ﬂ]])]

o Export 1i2R1&ZIVE= & XML or abk

e @78 Import / Export Service » Export 2= & XML Based
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Magic header
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AddressBook
Entry




How DryOS Parse Address Book






EIE Address Book Header




Header BYE Sl {514

. S

<Version>2</Version> ——><!—— <Attribute>pwd</Attribute>




Match Attribute Tag




Match Attribute Tag

l—— <Attribute>pwd</Attribute> ——>



IRE ENASFE MR null terminate

E!—— <Attribute>»pwd</Attribute> —-—> \
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I\,

SIS IR IE = 1ERY




B HIRF R o K



Mentor {/: ;2515 7 IE



555w AddressBook Header

<!l—— <Version>2</Version> ——>
<!— AttributeAAAAA....AAAAAAAAAAA<<Attribute>pwd</Attribute> ——>




i B Header BYE3K

S

<!—-— <Version>2</Version> ——>
<!—— AttributeAAAAA....AAAAAAAAAAA<<Attribute>pwd</Attribute> ——>




1Al 2 E M

]
I

<l!l——'<Version>2</Version> ——>
<!—— AttributeAAAAA....AAAAAAAAAAA<<Attribute>pwd</Attribute>|——>




Match Attribute Tag

S

<!—-— <Version>2</Version> ——>
<!—|AttributeAAAAA... .AAAAAAAAAAAE<Att ribute>pwd</Attribute> ——>

Maltormed Tag




B

IRE BN S F 2Rl null terminate

<!l—— <Version>2</Version> ——>

<!—— AttributeAAAAA....AAAAAAAAAAA<<Attribute>pwd</Attribute> ——>




e

Unconstrained memcpy

<!l—— <Version>2</Version> ——>

<!—— AttributeAAAAA....AAAAAAAAAAA<<Attribute>pwd</Attribute> -—>




Crashed



Exploit Development






EHZE L EmEL S

1% %7 NX/DEP

e Exploit FHEZENRFIEEZ TR

Canon BEEEAVE[RRZAS » & P20 EHEAMEBEEEZE

e WEEINEEE 0 AEHRE PChome ;]

¥z UART ;2 754f > IBENREEE 7

» AEFEIE T FEIH

143



BRAEEX :
/28 Debugger B Exploit F 3%




P LAZSHY....



Stack Based Buffer Overflow 8B Z#¥]
978 Debugger FthBEEEE23 T2



Pwn 100

EEE

memcpy_417F@B6C(enclosed content, (int *)p_begin_attribute, p_begin gt - p_begin attri

enclosed content[v7] = 0; : _ _
vi6 = (mcl_object *)((int (__4dst: char enclosed_content[4]; // [sp+4h] [bp-84h] BYREF

b’A’ * (0x84 + 0x4) + ROP Gadget ¥ ix

$«< $«< 5252

I'\

\

147







0x00

0Ox54

Ox88

HIEARIRREE] RIP fiEig s



BB —HE



—— »

-

y N -

o F1E Local Variable E H1E Crash
o — R TSR] Variable. ..

o E:if &£ FE Offset Padding %I B4 Variable

151



AL =

o BFNEZ 0x54 By Variable K Z1ET

vl = (mcl_object *)(*((int (__fastcall #*x)(struct mcel ctx *, const char *, int))*(&MCEL_obj_ 46B3CC98 + 13)
+ 0x13))(
mcel ctx, |
"dtdcAddressBook.c",
1161);
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— J\ 1El1 ==
AL o=
o R1BFNERE 0x54 By Variable =R T

e fth2—1[E Indirect Call

vlie = (mcl _object *)(*((int (__fastcall #*x)(struct_mcel ctx *, const char *, int))*(&MCEL_obj 46B3CC98 + 13)
+ 0x13))(
mcel ctx,
"dtdcAddressBook.c",
1161);

38 AIEHEREFT Printer EiB3E%& Indirect call
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Bl R —EIE B4 @nellal7
—tEEM—FF...



vlie = (mcl_object *)((int (__fastcall *)(struct_mcel_ctx *, const char *, int))MCEL_obj_46B3CC98.uu—>table3.g)(

mcel _ctx, // this line breaks
"dtdcAddressBook.c",
1161); // something just a log function, or get handle of mcel

ftt = —1[& Global Object B9E & Field BYEE =38 EKHIZE11E Function

MCEL_ODbj Function Tables Function Table




HIF Crash BYitt A/

a7 =] BAIZERIAY Pointer

(*(v01d ( fastcall **)(1nt, int))(*(_DWORD *)(a7 + OxAO) ; @x78))(a7 v20):

int a7; // [sp+90h] [bp+8h] ISARG




B IF Crash gyttt 5

8= Pointer Dereference & Function Pointer

b s f ..Aaa 1 aa \

(*(v01d ( fastcall **)(1nt, int))(*(_ DWORD *)(a? + OxA@) + @x78))(a7 v20):

int a7; // [sp+90h] [bp+8h] ISARG




Corrupted Pointer —

Function Table




AMIRTERITE: ?

e Primitive

o {EE=3EH—1E Pointer

» B1R

o ¥8[E Pointer Dereference 12 = 8] LA call BY address



=i AT 7 » 8B {EE Function Call 7
Fake Object fER Z



WHRIR TATEE...?



Address Book EHEE Printable




Address Book EHEE Printable

BT AZFTEFEL \xf\xc3\x01\x91
(add sp, 70h)



FB+E 4 —18 Printable Address B3
Buffer £3& Fake Obiject...






“IEFrEBEMFRBE LK
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Angelboy X7 F—ip






e FSESWAOIEEE—F » 32 BJUNP B Global State 3% 2K

FEREIEIRTX ~ REIR—IR

171









A 4F % 7£ Printable!

<space>c_G




BJNP Cont.

e IMeILAEE BUNP EFEERETE Global Buffer &

« B Buffer B Address & Printable

175



3H38 Fake Obiject
BliE H —1{E{E= Function Call




Printable Address

Global Buffer



Final Exploit Development



Current Setup
Stack Layout Fake Object

.]
./




Exploit Stage #1

. BJLAEE Call » {BENFEH#EEE Onegadget AT A

» BR— @R AFENFHNITMNE

180



35 PC BFAY sp

Starting Point of Overflow Starting Point of Overflow

Exploit 3% H B Z %2 Crash



K & B FEF ARV EA1EE R ERY Function
FRLA Stack @1F FRk &

E & Crash B



. WEPORNm

BB ST 22T TENER

Starting Point of Overflow




Starting Point of Overflow

WEIS A Gadget 7£/EE Call B9BF{ZE Stack Migration
2 sp eI ZEHFRIE R



4KEE — | Stack Offset



%) ROP Gadgets



add sp, 70

POP {r.15,16.0% gt arting Point of Overfiow




add sp, 70
pop {r4,r5,r6,pc}




Bz BRI BALE £ /Y ROP




Exploit Stage #2

« B1E: {F& Shellcode Execution

+ DryOS B3 7 {HEE{REIR 2

e NX/DEP: Read-Write 7= %A Execute

190



1 YingMuo IR Angelboy {EZ



Exploit Stage #2

o 557 DACR i§FfE Memory Domain & & p R/W

 Domain Access Control Register (ARM)

192



Memory Domains

e ARM HJ Memory Domain B] LA B E RO RIS

e Domain PILAZRERK
e No Access: & AHETZEY

e Client: 1£#% Page Table Entry #J Permission R &

e Manager: #fH Page HJ Access 557

193



Client: Read-Only

Client: Read-Write

Memory



ROP {Z£4 DACR

Manager: All Access

Manager: All Access

Memory



ROP {Z24 DACR

Read-Write

Read-Write

Memory






Read-Write
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Canon US

Service Notice: Regarding Remediation Measure Against Potential Buffer
Overflow Vulnerability in Laser Printers and Small Office Multifunctional
Printers

January 15, 2026

Canon U.S.A,, Inc. has recently become aware of potential multiple buffer overflow vulnerabilities in the Canon Laser Printers and Small Office
Multifunctional Printers listed under “Affected Models” below.

If the product is connected directly to the Internet without using a wired or Wi-Fi router, a third party could potentially execute arbitrary code, or the product
could be subjected to a Denial-of-Service (DoS) attack.

Listed below are the CVE numbers associated with the potential Buffer Overflow issue:

CVE-2025-14231 CVE-2025-14235
CVE-2025-14232 CVE-2025-14236
CVE-2025-14233 CVE-2025-14237
CVE-2025-14234




Canon EU

CVE/CVSS

CVE-2025-14231: Buffer overflow in print job processing by WSD on Small Office Multifunction Printers
and Laser Printers. CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N Base Score: 9.3.

CVE-2025-14232: Buffer overflow in XML processing of XPS file in Small Office Multifunction Printers and
Laser Printers. CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N Base Score: 9.3.

CVE-2025-14233: Invalid free in CPCA file deletion processing on Small Office Multifunction Printers and
Laser Printers. CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N Base Score: 9.3.

CVE-2025-14234: Buffer overflow in CPCA list processing on Small Office Multifunction Printers and Laser
Printers. CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N Base Score: 9.3.

CVE-2025-14235: Buffer overflow in XPS font fpgm data processing on Small Office Multifunction Printers
and Laser Printers. CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N Base Score: 9.3.

CVE-2025-14236: Buffer overflow in Address Book attribute tag processing on Small Office Multifunction
Printers. CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N Base Score: 9.3.

CVE-2025-14237: Buffer overflow in XPS font parse processing on Small Office Multifunction Printers and
Laser Printers. CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N Base Score:9.3.

Canon would like to thank the following researchers for identifying these vulnerabilities:

CVE-2025-14231: STARLabs working with Trend Zero Day Initiative

CVE-2025-14232: GMO Cybersecurity by lerae, Inc. working with Trend Zero Day Initiative

CVE-2025-14233: Team PetoWorks working with Trend Zero Day Initiative
CVE-2025-14234: Team ANHTUD working with Trend Zero Day Initiative
CVE-2025-14235: PHP HOOLIGANS working with Trend Zero Day Initiative
CVE-2025-14236: DEVCORE Intern Program working with Trend Zero Day Initiative

CVE-2025-14237. Team Neodyme working with Trend Zero Day Initiative
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CVE-2025-14236: DEVCORE Intern Program working with Trend Zero Day Initiative
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CVE-2025-14236: DEVCORE Intern Program working with Trend Zero Day Initiative
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