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Joey Chen

Cisco Talos

APT/cybercrime investigation, malware
analysis and cryptography analysis

(o,

@ Botconf, CodeBlue, HITB, AAVAR.
Virus Bulletin, DeepSec, HITCON etc.

Leader, Security Research
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Coro product documentation

This documentation provides a comprehensive set of user guides and reference materials for Coro users:
Coro and cyber attack protection

Introduces how Coro can provide protection for security risks faced by organizations.

Coro platform overview

Provides an overview of the Coro platform and descriptions of the terms used.

Using the Coro console

Describes how to manage your Coro subscription through the web-based console and how each section of the Actionboard works.

Ticket types

Includes complete listings of all Coro ticket types, by protection module

Cloud security

Provides details on how Coro protects your cloud applications.

Email security

Provides details on how Coro identifies and protects against email based threats, such as phishing.

Endpoint security

Provides details on how Coro protects and monitors endpoint devices.

EDR

Endpoint Detection and Response (EDR) focuses on detecting and responding to advanced threats targeting endpoint devices.

Endpoint data governance

Cisco

https://docs.coro.net/about-the-docs/
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 Assembly Iocality sensitive hashing(ALSH)
. ﬁ'l'%q-%ﬂ nl:l = E’]?EEE%ﬁ& ENY :’[]':JE
o Y15 AKX EEE function BEEIES

Sample 1

Sample 2

F4B13081

JO0682C41

HRAE pro

A T 15K KX exploit FRFEEC[EEE

B Bk e ?a ™

1T [E I Hash

mov eCcx,dword ptr ds: [F4BEZF000]

mow 2341 ,EBE
Mo 2= -
cmp ac —j

je abo3 a caedn ofced4lleclazsetaffibeshe

test esi,ec

jne abo3 a caedg.4TCb4115c1+ BefaffIbech

mov ecx,dword ptr ds: [FOeSDO00]
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cmd.exe /Q /c cd TR

cmd.exe /Q /c query user . BRA{RIIRSE

cmd.exe /Q/c tasklist /SVC - ¥ CVE-2023-41444 Windows Driver Exploit
cmd.exe /Q /c dir FIREERE

cmd.exe /Q /c cd Program Files  REFMEERSRERE

cmd.exe /Q /c bin4u.exe load

cmd.exe /Q /c bin4u.exe dump lsass.exe C:\temp\s

cmd.exe /Q /c bin4u.exe unload

cmd.exe /Q /c del bindu.exe

CIsco
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cmd.exe /Q/ccd 1> TS
\\127.0.0.1\ADMINS$\__1708631776.8172357 2>&1 e

cmd.exe /Q /c query user 1> - B\ AkzER
\\127.0.0.1\ADMIN$\__1708631776.8172357 2>&1 « ZE CVE-2023-41444 Windows Driver Exploit

cmd.exe /Q /c tasklist /SVC 1> fTE*E =55
\127.0.0.1\ADMIN$\__1708631776.8172357 2>&1 m:; -
i . EBEEHREESME

cmd.exe /Q /c dir 1>
\\127.0.0.1\ADMIN$\__1708631776.8172357 2>&1

cmd.exe /Q /c cd Program Files 1>
\\127.0.0.1\ADMIN$\__1708631776.8172357 2>&1

cmd.exe /Q /c bin4u.exe load 1>
\\127.0.0.1\ADMIN$\__1708631776.8172357 2>&1

cmd.exe /Q /c bindu.exe dump lsass.exe C:\temp\s 1>
\\127.0.0.1\ADMIN$\__1708631776.8172357 2>&1

cmd.exe /Q /c bin4u.exe unload 1>
\\127.0.0.1\ADMIN$\__1708631776.8172357 2>&1

cmd.exe /Q /c del bin4u.exe 1> cisco

\\127.0.0.1\ADMIN$\__1708631776.8172357 2>&1
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=BG, 2F7E, AlZE{EH

ryline 1D o F7048467E51509EAS
_ ) Command Line O C:\Windows\Temp\Pulse-Win&4-9.1R13 Ch... Show More
Comrmand Line S
Start Time : Start Time C:\Windows\Temp\Pulse-Win64-
C:\programdata\setup2.exe c:\Programdata\setup2. %CO nflg ) P

Image Path 0.1R13.exe C:\Windows\Temp'config.ini

PID [CMD+L to copy this content to dipboard)

Image Path dat

PID [CMDHE to copy this content to clipboard)
Unigue ID &318B&C1F184CEOC

Integrity Leve SYSTEM

Unigue 1D AB268BB95SCAAF446
Integrity Level HIGH

signed
DEEPSOFT CO,, LTD.
37cca724227a8e7767 1ecde3d295f5b98531705b

Signed Status signed
Publisher DEEPSOFT CO., LTD.
SHA1 1121324a15e6714e4313dfal8cBb03abda3B1bal

Cisco
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3CX Update
3CXDesktopApp\app)
Update.exe <update

ICX MSI Installer

3CX Desktop App

fimpeg.dll d3dcompiler.dll Shellcode

Malicious) {Malicious)

Infostealer
A Payload

X upcate uri>

lcon File contains
Encrypted C2 URL

© 2023 ThreatlLabz
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https://www.zscaler.com/blogs/security-research/3cx-supply-chain-attack-campaign



Platform - Why SentinelOne? - Services - Partners - Resources «

Executive Summary

» As of Mar 22, 2023 SentinelOne began to see a spike in behavioral detections of
the 3CXDesktopApp, a popular voice and video conferencing software product

categorized as a Private Automatic Branch Exchange (PABX) platform.

<code example>

if file_operation == 'File Modification' or file_operation == 'File Creation’:
counter_file_operations = counter_file_operations +
try:
file_path = threat[3], file_size = int(threat[5])
except:
continue

classifier_result = self.__classifier_controller(file_operation, file_path, file_size)
if classifier_result:
result = classifier_result
self.__detect_shellcode_executions(file_operation, file_path, file_size)
alert_msg()
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EXplOlt Web Ser\‘/er Error in /' Application.
application \ 4
Web Server
4
Time Detection
2025-02-06 6:10:12 Trojan.lFrame. TC
2025-02-06 7:20:24 Trojan.IFrame.TC

2025-02-06 9:04:05
2025-02-06 9:04:08

2025-02-06 9:04:12

2025-02-06 9:04:16
2025-02-06 9:17:10
2025-02-06 9:19:00
2025-02-06 10:21:02
2025-02-06 10:25:11

2025-02-06 11:50:18
2025-02-06 12:00:41

Auto.3B7BAAEA93.252049.in07.Talos
Auto.D4C975.252155.in02

Generic.ASP.BackFrm.A.5C2F637 1

Generic.ASP.WebShell. AO.D63F6E87
Gen:Variant.Zusy.533783
Gen:Variant.Ulise.47 1205
Gen:Variant.Ulise.47 1205
Gen:Variant.Ulise.47 1205

Generic.WebShell.Z.AF618D1A
Generic.ASP.WebShell. AO.F63C6737

f?

Discovery

se Evasion

alation

Execution &

Persistence

net user Guest [REDACTED]
whoami

tasklist /svc

find /i term

netstat —ano

find /i 3556

powershell.exe Set-MpPreference
-ExclusionPath ”c:\windows\ime”
netsh advfirewall set allprofiles
state off

uc3.log guest administrator /clone
net user administrator admin@123

cmd.exe /c
C:\ProgrambData\AnyDesk.exe --
install C:\ProgramData\AnyDesk --
start-with-win -silent

Install PlugX cisco

Deploy BadllS
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EXplOlt Web Ser\‘/er Error in /' Application.
application \ 4
Web Server
4
Time Detection
2025-02-06 6:10:12 Trojan.lFrame. TC
2025-02-06 7:20:24 Trojan.IFrame.TC

2025-02-06 9:04:05
2025-02-06 9:04:08
2025-F_-yu J'04:12
202" ~y 758 470 116
202 =92-0F.1 10
2025 "2-C35 9°,9:00
2025-02-06 10:21:02
2025-02-06 10:25:11
2025-02-06 11:50:18

2025-02-06 12:00:41

Auto.3B7BAAEA93.252049.in07.Talos
Auto.D4C975.252155.in02

Generic.ASP.BackFrm.A.5C2F637 1

Generic.ASP.WebShell. AO.D63F6E87
Gen:Variant.Zusy.533783
Gen:Variant.Ulise.47 1205
Gen:Variant.Ulise.47 1205
Gen:Variant.Ulise.47 1205

Generic.WebShell.Z.AF618D1A
Generic.ASP.WebShell. AO.F63C6737

f?

Discovery

Execution &

net user Guest [REDACTED]
whoami

tasklist /svc

find /i term

netstat —ano

find /i 3556

powershell.exe Set-MpPreference
-ExclusionPath ”c:\windows\ime”
netsh advfirewall set allprofiles
state off

uc3.log guest administrator /clone
net user administrator admin@123

cmd.exe /c
C:\ProgrambData\AnyDesk.exe --
install C:\ProgramData\AnyDesk --
start-with-win -silent

Install PlugX cisco

Deploy BadllS
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