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McKinsey — State of Al
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Home > 80% of Fortune 500 use active Al Agents: Observability, governance, and security shape the new frontier Search the blog

Industry trends « February 10 « 6 min read

80% of Fortune 500 use active Al
Agents: Observability,
governance, and security shape
the new frontier

By Vasu Jakkal, Corporate Vice President, Microsoft Security

v Cyber Pulse
An Al security report

Listen to this post

> 0:00 / 0:00 1X

& Powered by Microsoft Copilot

https://www.microsoft.com/en-us/security/blog/2026/02/10/80-of-fortune-500-use-active-ai-agents-observability-governance-anad-
security-shape-the-new-frontier/
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chat.dummycorp. local

RIERR > FeEIBSTAIRRYEK o

RE—SEHIE “Hello World” By C# &=




Request

POST /chat/Check HTTP/1.1
Host: apili.dummycorp.local
Content-Type: application/json

{“Msg”:"ERKE—EIH \“Hello
World\” HY c# 2"}



Request Response

POST /chat/Check HTTP/1.1 HTTP/1.1 200 OK
Host: api.dummycorp.local Content-Type: application/json

Content-Type: application/json
{“Result”:"False”}

{“Msg”:"EFE—ZHIHT \“Hello
World\” HY c# 2"}



Request 1 Response 1

POST /chat/Check HTTP/1.1
Host: api.dummycorp.local
Content-Type: application/json

{“Msg” : "HIAERAB I FATE )



Request 1 Response 1

POST /chat/Check HTTP/1.1 HTTP/1.1 200 OK
Host: api.dummycorp.local Content-Type: application/json
Content-Type: application/json

{“Result”:"True”}

{“Msg” : "HIAERAB I FATE )



Request 2

POST /chat/Complete HTTP/1.1
Host: apili.dummycorp.local
Content-Type: application/json

{“Msg” : "W AERAB T TE )



Request 2 Response 2

POST /chat/Complete HTTP/1.1 HTTP/1.1 200 OK
Host: api.dummycorp.local Content-Type: application/json
Content-Type: application/json

{“Result”:":5FIA 4. ..[snip]"}

{“Msg” : "W AERAB T TE )



Request 2 Response 2

POST /chat}Complete JHTTP/1.1 HTTP/1.1 200 OK
Host: api.dummycorp.local Content-Type: application/json
Content-Type: application/json

{" AEIAO4. . . [snip]1”}

{“Msg” : "W AERAB T TE )




POST /chat/Complete HTTP/1.1 HTTP/1.1 200 OK
Host: api.dummycorp.local Content-Type: application/json
Content-Type: application/json

{“Result”:")%ftzE | DA FE—HIH
{“Msg”:"BEE —XHiL “Hello Hello World HVZEHIFER :
World” HY C# #=£I\"} \n[snip]”}

BYPASSED



POST /chat/Complete HTTP/1.1 HTTP/1.1 200 OK
Host: api.dummycorp.local Content-Type: application/json

ANE=154 Web 5535

BYPASSED
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chat.dummycorp2. local

Please Login First

AD Login






/Auth/GendWT?id=
/Chat/GetChatHistory

/Chat/GetChatByCid?cid=[UUID]

S



/Auth/GenJWT?id= Q

/Chat/GetChatHistory

/Chat/GetChatByCid?cid=[UUID]

S



GET /Auth/GendJWT?id=A001 HTTP/1.1
Host: chat.dummycorp2.local

HTTP/1.1 200 OK

eyJhbGc101JIUzI1IN1IsInR5cCI6IkpXVCJI9.ey
JzdWI101IXMJMONTY3ODKkwIiwibmFtZSI6IKEwWM
DE1LCIJpYXQi10jJE3MDAWMDAWMDAsSImV4cCI6MTg5
MzQ1NJAWMCw1aXNzIJjol1ZGVtbyIsImF1ZCI6ImN
OYXQuZHVtbXBjb3JwM15sb2NhbCJ9.X734Lk9mQ
2pVn8tYclRzB6uD3sWf0aHqd5eNp2KxTgM
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/Auth/GendWT?id=A001
/Chat/GetChatHistory

/Chat/GetChatByCid?cid=[UUID]

S



/Auth/GenJWT?id=A001

/Chat/GetChatHistory

/Chat/GetChatByCid?cid=[UUID]

N EBTARER ARG IWT




/Auth/GenJWT?id=A001

/Chat/GetChatHistory

/Chat/GetChatByCid?cid=[UUID]

Q  Eemem T EnsEmREss




/Auth/GenJWT?id=A001

/Chat/GetChatHistory

/Chat/GetChatByCid?cid=[UUID]

N B IWT B UUID EEEEAD




grep %65 log.txt
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chat.dummycorp3. local

Please Login First

=" S0 Login
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AZURE BLOB ACCOUNT="dummyragstorage"

AZURE BLOB ACCOUNT KEY="YWwvLWASQGHMgQTUyIlpXrJfrxH
YHEcJqyqgdrHPwgcBYQCgKOOavx1JINHETS/StQeJhDWjP"

AZURE BLOB ENDPOINT="core.windows.net"

AZURE BLOB NAME="dummyragcontainer'

DB PASSWORD="BJpYtVggXLsPrGmRdddV"

DATABASE URL="POSTGRE CONNECTION STRING"



Azure Storage Account Credentials

AZURE BLOB ACCOUNT dummyragstorage 2
j;AZURE BLOE ACCOUNT KEY="YWwvLWASQGHMgQTUyIlpXrJfrxH f
| YHEcJqyqdrHPwgcBYQCGgKOOavx1JINHETS/StQeJhDWP" 3
féAZURE BLOB ENDPOINT="core.windows.net"

p AZURE BLOB NAME='dummyragcontainer' . __ |
— PASSWORD_"BJthngXLsPerRdddV",&ﬁdhww%,nﬁhwaﬁ%wi;
JDATABASE_URL "POSTGRE CONNECTION STRING" :

PostgreSQL Credentials



RAG!

Azure Storage Account Credentials

AZURE BLOB ACCOUNT="dummyragstorage"

AZURE BLOB ACCOUNT KEY="YWwvLWASQ gOTUyIlpXrJfrxH

YHEcJqyqdrHPwgcBYQCgKOOavx1INHEAS/StQeJhDWjP"

AZURE BLOB ENDPOINT="core.wiridows.net"

_AZURE BLOB NAME="dummyragcontainer®
; ) PASSWORD_"BJthngXLsPerRdddV",N¢u%wum,wbﬂwad%ﬂiz
| DATABASE URL="POSTGRE CONNECTION STRING" :

PostgreSQL Credentials
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Microsoft Azure Storage Explorer
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web.dummycorp4. local

Please Login First

=" SSO Login

hr.dummycorp4. local

Please Login First

=" SSO Login

bpm.dummycorp4. local

Please Login First

=" SSO Login

portal.dummycorp4. local

Please Login First

=" SSO Login
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dummy—-web-server—-c9561
dummy—-chroma—-prod-4b5cb
dummy—-crawler—-dev—-deb62a
dummy—-cronjob—uat—-d01b9
dummy-webchat-server-e4560
dummy-vector—-backend—-d95bcft
dummy—meeting—-c6442
dummy—-airf low—dev-993c2
dummy—-portal-server-7dfl7



K8S

dummy—-web-server—-c9561
dummy—-chroma—-prod-4b5cb
dummy—-crawler—-dev-deb2a
dummy—-cronjob—-uat—-do1lb9
dummy+webchathserver-e4560
dummy-vector—-backend—-d95bcft
dummy—-meeting—co6442
dummy—-airf low—dev-993c?2
dummy-portal-server-7df1l7



dummy—-web-server—-c9561

dummy—-chroma—-prod-4b5cb
dummy—-crawler—-dev-deb2a
dummy—-cronjob—-uat—-do1lb9
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cat /app/history/chats



CLIENT ID = “12345678-90ab-cdef-1234-567890abcdetf”

REFRESH TOKEN =

“0.AAAA fakeRefreshTokenForDemoOnly XXXXXXXXXXXXXXXXXXXXX"
CLIENT SECRET = “fake-client-secret-demo-value-1234567890"
URL BASE = “https://graph.microsoft.com/v1.0"

SCOPE = “User.Read Demo.Fake.Permission”

class GraphAPI:
def  1nit (self,client 1i1d, client secret ..)

[code snip]

BEEAE Scope A IE chat HIHEFRERALERTR L EARKAVTTERER 7



https://graph.microsoft.com/v1.0

CLIENT ID = “12345678-90ab-cdef-1234-567890abcdet”

REFRESH TOKEN =

“0.AAAA fakeRefreshTokenForDemoOnly XXXXXXXXXXXXXXXXXXXXX"
CLIENT SECRET = “fake-client-secret-demo-value-1234567890"
URL BASE = “https://graph.microsoft.com/v1.0"

SCOPE = “User.Read Demo.Fake.Permission”

class GraphAPI:
def  1nit (self,client 1i1d, client secret ..)

[code snip]



https://graph.microsoft.com/v1.0

CLIENT ID = “12345678-90ab-cdef-1234-567890abcdet”
REFRESH TOKEN =

“0.AAAA fakeRefreshTokenForDemoOnly XXXXXXXXXXXXXXXXXXXXX'"
CLIENT SECRET = "“fake-client-secret-demo-value-12345678
URL BASE = “https://graph.microsoft.com/v1.0"
SCOPE = “User.Read Demo.Fake.Permission”

class GraphAPI:

def _ init (self,client_id, client secret ..)  >erviceAccount

[code snip]
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POST /chat/Complete HTTP/1.1 HTTP/1.1 200 OK
Host: api.dummycorp.local Content-Type: application/json

ARZ =S4 Web 553,

/Auth/GenJWT?id=A001

/Chat/GetChatHistory

/Chat/GetChatByCid?cid=[UUID]

BB IWT 2 UUID :EERHEAS

1))

BYPASSED
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