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func main() {
filename := filepath.Clean("../../etc/hosts")
pluginFilePath := filepath.Join("/etc/plugins”, filename)

fmt.Printf("Output: %q\n", pluginFilePath)



func Clean

func Clean(path string) string

Clean returns the shortest path name equivalent to path by purely lexical processing. It applies the
following rules iteratively until no further processing can be done:

1. Replace multiple Separator elements with a single one.
2. Eliminate each . path name element (the current directory).
3. Eliminate each inner .. path name element (the parent directory) along with the non-.. element

that precedes it.
4. Eliminate .. elements that begin a rooted path: that is, replace "/.." by "/" at the beginning of a

path, assuming Separator is '/".




const tmpl = '<input type="submit" value="{{value}}">'
const value = new URL(location.href).searchParams.get('v')
const safeValue = value.replace(/[<>"]1/g, '"')

document.body.innerHTML = tmpl.replace('{{value}}', safeValue)



Specifying a string as the replacement

The replacement string can include the following special replacement patterns:

Pattern Inserts

$$ Insertsa "$".

$& Inserts the matched substring.
Inserts the portion of the string that precedes the matched substring.
Inserts the portion of the string that follows the matched substring.

Inserts the nth (1 -indexed) capturing group where n is a positive integer less than
100.

Inserts the named capturing group where Name is the group name.
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Casel - Impossible XSS



export default {
async fetch(request) {

const url = new URL(request.url);
const targetUrl = url.searchParams.get('url');
const response = await fetch(targetUrl, {

method: 'GET',
headers: request.headers

});

const headers = new Headers(response.headers);
headers.set( 'Content-Disposition', 'attachment');

headers.set('Content-Securtity-Policy', "default-src 'none';");

return new Response(response.body, {
status: response.status,
headers: headers,

});



const headers = new Headers(response.headers);
headers.set('Content-Disposition', ‘'attachment');

headers.set( 'Content-Security-Policy', "default-src 'none';");
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const headers = new Headers(response.headers);l
headers.set('Content-Disposition', ‘'attachment');

headers.set('Content-Securtity-Policy', "default-src 'none';");
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const headers = new Headers(response.headers);l
headers.set( 'Content-Disposition', 'attachment');

headers.set('Content-Securtity-Policy', "default-src 'none';");
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Credit to Slonser

Slonser Notes Home All posts About Tags

# CVE-2023-5480: Chrome new XSS Vector

# Chrome XSS

The article 1s informative and intended for security specialists conducting testing within the scope of a contract.
The author iIs not responsible for any damage caused by the application of the provided information. The

distribution of malicious programs, disruption of system operation, and violation of the confidentiality of
correspondence are pursued by law.
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Inappropriate implementation in Payments.
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=% paymentrequest.show/demo

bobbucks.dev

Choose how to pay with BobBucks

Pay with BobBucks balance ($50.00)

SEND UPDATE EVENT TO MERCHANT

CANCEL
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2. [E{5 manifest i & huli.tw/pay

{

"default applications”: |
"https://huli.tw/manifest.json”

]
;
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4. [@]{& manifest
"name": "hulipay", hUIi.tW/manifeSt.json
"serviceworker": {

"src": "sw-pay.js”
}
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{

"default applications": [
"https://huli.tw/manifest.json”
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https://huli.tw =
Secure Payment Portal

4. [B118 manifest
"name": "hulipay", hUIi.tW/manifeSt.json

Order |D: #HL 12345678 Amount: NT$1,500 {
"serviceworker": {
"src": "sw-pay.js”
}
!
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2. [E11% manifest I & huli.tw/pay
{

"default applications": [
"https://huli.tw/manifest.json”

]
;

4. [1{& manifest
"name”: "hulipay", hUIi.tW/manifeSt.jSOrl

"serviceworker": {
"src": "sw-pay.js"
}
}

{
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4. [0]{8 manifest

{ - - -
"name": "hulipay", hUIl.tW/manlfeSt.json
"serviceworker": {

"src": "sw-pay.js"
}

;
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2. [@{& manifest ii B huli.tw/pay
{
"default applications": [
"https://huli.tw/manifest.json”
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4. [1{& manifest
"name”: "hulipay", hUIi.tW/manifeSt.json

"serviceworker": {
"src": "sw-pay.js”
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2. [0l{% manifest (i & huli.tw/pay

Link: https://huli.tw/manifest.json”

—EEF HTTP response header
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1. JSON g
2. JavaScript {8
3. E¥PE Link header

const headers = new Headers(response.headers);
headers.set('Content-Disposition', ‘'attachment');

headers.set( 'Content-Security-Policy', "default-src 'none';");



Chromium BXEE

This means an attacker needs to get the host to serve *some™ URL with
a Link header pointing at their uploaded payment method manifest file.
Likely means that the host must be providing arbitrary header writing
capabilities to the attacker.

EEKREWNEENEZBIERM—E URL » 1iEEIEF SIS Link header »
s E N EE _H{EAY payment method manifest - #16)55:7 » BIEEEEIR
(HLIEEWEBEITEE A HTTP header BIEE

https://issues.chromium.org/issues/40936265
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Same-Origin Policy BRI
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https://example.com https://huli.tw

C | & https://huli.tw & C




https://example.com

https://huli.tw

<iIframe>

location.ancestorOrigins

Location: ancestorOrigins property

«/  Baseline 2026 [EATAZSV Y= CHe @ B -~

The ancestorOrigins read-only property of the Location interface is a static
DOMStringlList containing, in reverse order, the origins of all ancestor

browsing contexts of the document associated with the given Location object.




Bug 1085214 Opened 11 years ago Closed 2 months ago

Implement Location.ancestorOrigins

v Categories

Product: Core v Type: Ed enhancement

Component: DOM: Window and Location Priority: P3 Severity: S3

Points: 2

The spec as written constitutes an unnacceptable privacy leak and we have communicated
this clearly and repeatedly to the spec editors. We're not going to implement it in its current

form

HRfRNEEZZEArIERZNRIARRERE - HMEARIRE R 2Rl ZZReENFEEERE 7 E—
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https://bugzilla.mozilla.org/show_bug.cgi?id=1085214
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Cross-site leaks (XSLeak)

https://example.com https://huli.tw



Credit to Salvatore Abello

3@ Salvatore Abello's Blog

;Jj?f Hacking & other stuff
| | | |

Posted on 2025-09-18 11:15:00 « 2886 words = 18 minute read
Tags:
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Chromium B socket == HFEHIaY
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https://h.socket.huli.tw https://target
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https://h.socket.huli.tw https://target
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https://h.socket.huli.tw https://target
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https://h.socket.huli.tw https://target



fetch("https://h.socket.huli.tw") BY response time

BI#E H target[0] tE h KBk/)



Chromium BXEE

there are other ways Iin which you can exercise the Fetch spec,
TLS, or the HTTP protocol for XS-Search like attacks. A
mitigation seems like it needs to be done at the application
layer.

2B M ERTLAFIA Fetch #R&E ~ TLS 8¢ HTTP 1iE AR E1TEE{IL
XS-Search BYIXEE - Kb » HIEREFAMRBIEZEEEHERIE -

https://issues.chromium.org/issues/40091384



But...



N terjanq

@terjang

XS-Leaks challenges just got harder. Chrome shipped Socket Pool

Randomization which should hopefully make it much harder to learn
about opened sockets!
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Status in Chromium

tracking bug

Estimated milestones:

Desktop Origin Trial: 143 to 147

Shipping: 145

Android Origin Trial: 143 to 147

Shipping: 145
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window.onmessage = e => {
if (e.origin !== 'https://huli.tw') {
return
}
T oo
}



Web Page

| Background Script
sendRequest
. e e .
<«—>| <script> <script> | —
Read / Modify e
DOM ——

onMessage
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Uncaught TypeError: Failed to construct 'MessageEvent': Failed to
read the 'source' property from 'MessageEventInit': Failed to
convert value to 'EventTlarget'.




FH <a> B source BI4% 3 {53i5 event.source

const source = document.createElement('a')
source.href = "https://hult.tw"

const event = new MessageEvent("message")

event.inttMessageEvent(
"message",false,false,{},
"https://hult.tw","",source

)

window.dilspatchEvent(event)



Credit to Slonser, again!

«Hf Chrome Extension Security  Tutorial

Introduction f Introduction

Basics

Before Start Introduction

Creating Your Own Extension

: Welcome to our site dedicated to creating
Extension Structure

extensions.
Storage



Chromium BXEE

Of course, there are buggy extensions, and that is unfortunate,
but this isn't a fundamental security issue in Chrome itself.

B MEE—LEAERANIERIEREY > BEETAE
Chrome B HNZZERIEE °

https://issues.chromium.org/issues/382291454
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